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IPSec Site-to-Site VPN between 2 USG devices

This guide will demonstrate how to configure site-to-site IPSec VPN on USG
devices. By doing this, hosts in the LAN sides will be able to reach the other side
securely over the Internet.

SITE A SITEB

WAN 192.1685.217 WAN 192.168.5.214

LAN1 LANZ
NETWORK:192.168.10.0 NETWORK:192.168.20.0
SUBNET MASK: 255.255.255.0 SUBNET MASK: 255.255.255.0

1. Open your web browser and type the IP address of the device into the address bar
(defaultLAN IP address : 192.168.1.1)

2. Login (default username : admin Password: 1234)

3. Create an address object for remote subnet (Configuration > Object > Address)
On the site A device, add a subnet for 192.168.20.0/24

- C [ hetps:/[192.168.5.217 /ext-js/web-pages/index/index.htmi# Lol
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4. Create a VPN Gateway on both devices
(Configuration > VPN > IPSec VPN >VPN>ateway>Add)

SITE A DEVICE

e Enable

e My address as wanl

e Peer gateway address with a static IP address of the wan 1 on site 2 (192.168.5.214)
e Pre-shared key for authentication
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Authentication

@ Pre-Shared Key e

unmasked

Certificate
User Based PSK

Phase 1 Settings

SA Life Time: 86400 (180 - 3000000 Seconds)
Negotiation Mode: Main A
| ok |
SITE B DEVICE
e Enable

e My address as wanl

e Peer gateway address with a static IP address of the wan 1 on SITE A
(192.168.5.217)

e Pre-shared key for authentication

i Add VPN Gateway ?Ix
.| Show Advanced Settings =] Create new Object ~
General Settings

7| Enable
VPN Gateway Name: USG40_2

IKE Version
@ IKEv1

) IKEv2

Gateway Settings

My Address
@ Interface wanl v Static -- 192.168.5.214/255.255.255.0

_ Domain Name / |IPvd

Peer Gateway Address
@ Static Address  [[]) Primary 192.168.5.217

Secondary  0.0.0.0

| Fall back to Primary Peer Gateway when possible

Fall Back Check Interval: 300 (60-86400 seconds)

Dynamic Address  [[]]

Authentication

[ ok |[ cancel

Authentication

@ Pre-SharedKey = sssssss o

unmasked
Certificate
User Based PSK

Phase 1 Settings
SA Life Time: 86400 (180 - 3000000 Seconds)

Negotiation Mode: Main o

. T
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5. Ensure both are created successfully

N
"
ot

() [pme ]

6. Create VPN connection (Configuration > VPN > IPSec VPN > VPN Connection > Add)

Site A device
e Enable
e Site-to-Site
¢ VPN Gateway as the gateway created on step 5
e Local policy : LAN_SUBNET 192.168.10.0
¢ Remote policy : Address created on step 3 192.168.

*  want 1ERIGA5I14, 0000

¥ INTERFACE SUBNET, 182,168 10,024
¥ SUBNET, 15216820024

(180 - 3000000 Seconds]
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2 Add VPN Connection o

‘jﬂm:tnoed Settings .~ Create new Object «
Remote policy: Run;e_us@w v SUBNET, 192.168.20.0/24
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Related Settings
Zone: 1PSec_VPN ¥ @
Connectivity Check
"] Enable Connectivity Check  [J
(o J[ concel ]
On the site 2 device
e Enable
e Site-to-Site
¢ VPN Gateway as the gateway created on step 5
e Local policy : LAN_SUBNET 192.168.20.0
e Remote policy : Address created on step 3 192.168.10.0

¥ wanl 1921685217, 0000

> INTERFACE SUBNET, 192168 20,024
| suBNET, 1218810024

753 - 3000000 Sacords)




Zywall IPsec VPN ENDY

5/9 Include
Products apply USG20/20W/40/40W/60/60W

7. Connect VPN on both devices (Click Connect)
[ ZyXEL usow

l; .'1.
When it's connected the status will change to '5') E}
END



