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Scenario 1 — Connecting your USG to the Internet

1.1 Application Scenario

Nowadays, many Internet service providers offer an IPv6 environment. With an IPv6
feature enabled on the USG, it can assign an IPv6 address to clients and pass IPv6
traffic through IPv4 environment to access a remote IPv6 network.

. Static
6to4 tunneling 59.124.163.150

002:3b7c:a396::/64

6to4 relay router
192.88.99.1

Static PPPoE v4
61.222.9.5

1.2 Configuration Guide

Network conditions:

USG:

WAN1: 61.222.9.5(Static PPPoE v4)

Or

WAN1: 59.124.163.150(Static)

Goal to achieve:

A USG will assign an IPv6 IP addresses to the clients, which are behind it, and the

clients can access a remote IPv6 network by using the USG 6to4 tunnel.

USG configuration
Step 1: Configuration > System > IPv6 > Click Enable IPv6
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CONFIGURATION IPve
"I¥ Quick Setup

Global Setting

l Enable Pv6 |

)

=

)

Web Authentication
Security Policy
VPN

BWM

UTM Profile

Object

[+ +

)

[+ + &

)

Host Mame
USB Storage
DatelTime
Console Speed
DNS
Www
SSH
TELNET
FTP
SNMP
Language
IPVG

® Log & Report

Step 2: Setting the static IP on WAN1
Configuration > Interface > Ethernet > double-click on WANL1 interface and
configure with static IP address 59.124.163.150.

CONFIGURATION Port Role ] Ethernet [ PPP I Cellular I Tunnel I VLAN ] Bridge I Trunk _

'I¥ Quick Setup

Configuration

| Edit T @ Actvate [ Inactvate =@ Create Virtual Interface (38 Object Reference
o # Status MName IP Address Mask
- Routing
- EE?'" 2 @ wan2 DHCP — 10.59.3.82 255.255.255.0
. HTTP Redirect 2 @ lan1 STATIC - 192.168.1.1 255.255.255.0
- ALG 4 @ lan2 STATIC - 192.168.2.1 255.255.255.0
* IPMAC Binding 5@ dmz STATIC - 192.188.3.1 255255 255.0

Page of 1| ¥ Wl | Show|50 | items

(1) Configuration > Interface > Ethernet > double-click LAN1 interface in IPv6

configuration.
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|+ Edit Ethernet
IPv6 View * [ Show Advanced Settings (S Create new Object

General Settings

Enable Interface

General IPv6 Setting

r Enable IPvé [ ]

Interface Properties

Interface Type: internal

Interface Name: lanl

Paort: P3, P4, P5, PG
Zone: LAN1

MAC Address: BO:B2:DC:70:C1:08

(2) Convert WANL1 IP address to hexadecimal. 59.124.163.150(Decimal) =
3b7c:a396(Hex). Fill-in 2002:3b7c:a396::1/128 in the prefix table as the
LAN interface IPv6 address.

(3) Check the IPv6 Router Advertisement Setting box and add the prefix in
the Advertised Prefix Table.

| Edit Ethernet
1Pv6 View * [EE Show Advanced Settings 5] Create new Object

@ IGMP Downstream

IPvG Address Assignment

[[] Enable Stateless Address Auto-configuration (SLAAC)

Link-Local Addrass: fef0::b2b2:dcff:fe70:c1d8/ 64
rIP\.fﬁ Address/Prefix Length: 2002:3b7C:2396::1/1:  (Optional) |

DHCPvEG Setting

DHCPwE: A >

IPv6 Router Advertisement Setting

Enable Router Advertisement

Router Preference: Medium v

Advertised Prefix Table @ Add =2 Edit ﬂ Ramove

Page |1 |of1 Show| 50 |w iterms Displaying 1 - 1 of 1

Step 4: Enable 6 to 4 tunnel.

(1) Configuration > Interface>Tunnel > Click on the Add button.
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Ethernet Tunnel

CONFIGURATION Port Role Bridge

T¥ Quick Setup
Configuration

# Status | Mame IP Address Tunnel Mode

il

g Interiace

+ Routing
+ DDNS

Page |1 |of1| # Fkl | Show|50 | items

(2) Select the 6to4 in that Tunnel Mode.
(3) Check the Prefix in the 6tp4 tunnel Parameter.
(4) Select the WANL1 interface as the gateway in the Gateway Setting.

) Edit Tunnel 2%
Show Adwvanced Settings

Enable

Interface Properties

Interface Name: tunneld

Zone: TUNMEL ~ @8

runnel Mode: |6tod '7]

IPv6 Address Assignment

IPv6 Address/Prefix Length: (Optional)
Metric: 0 (0-13)

Gtod Tunnel Parameter

[stuq Prefix: |2002::/16 1
Relay Router: 1192.88.90.1 (Optional)

Q NOTE: traffic destinated to the non-6tod prefix domain tunnels to the relay router

Gateway Settings

My Address

@ Interface [wanl v Static — 59.124.163.150/255.255.255.224

[ oK ][ Cancel
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Scenario 2 — WAN Load Balancing and Customized
Usage of WAN Connection for Specific Traffic --
Dual WAN setting

2.1 Application Scenario

The company has two WAN connections for sharing outbound internet traffic. WAN1
uses a static IP address, and WAN2 uses a PPPoE connection. Since WAN1 ISP is also
the company’s VolP provider, the network administrator wants VolP traffic primarily
sent out over WAN1. In case WAN1 is down, the VolP traffic can still go out over
WAN2 PPPoE connection. The network administrator also wants HTTP traffic sent
over WAN2 PPPoE connection primarily. In case WAN2 PPPoE is down, LAN users can
still surf Internet over WANL. For all other types of traffic, administrator needs the

two WAN connections to share the outbound traffic load, performing load balancing.

P e

( 8 - VoIP Traffic
Internat

‘ HTTP Traffic

WANI WANZ FPPcE

A, |/
SEad

2.2 Configuration Guide

Goals to achieve:

1) VolIP traffic goes out primarily through WAN1. In case WAN1 is down, it will go out
via WAN2 PPPoE connection.

2) HTTP traffic goes out primarily through WAN2 PPPoE connection. In case WAN2
PPPoE is down, it will go out via WAN1.

3) All other traffic goes out via WAN trunk performing Load Balancing with Least
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Load Balancing algorithm.

USG configuration
Step 1. Configure a PPPoE account on WAN?2 interface.

(1) Go to CONFIGURATION > Object > ISP Account, add a PPPoE account:

|/ Edit ISP Account Rule

Authentication Type:
User Name :
Password:

Retype to Confirm:
Service Name:

Compression

Idle timeout:

(2) Go to CONFIGURATION > Network > Interface >

interface, which is based on WAN 2 interface:

7%
Chap/PAP v
my_account
ssenenes
(Optional)
© on @ Off
0 (Seconds)

PPP, add a new PPP

% Edit PPPoE/PPTP
IPv4/IPvE View ™ Show Advanced Settings @S Create new Object

General Settings

I Enable Interfau:el

General IPvG Setting

[[] EnablelPve [

Interface Properties

Interface Marme: wWan2_ppp

Base Interface: wan2

Zone: WAN

Description: {Optional)
Connectivity

) Mailed-Up

@ Dial-on-Demand

ISP Setting

Account Profile: WWANZ_PPPOE_A&L ¥

Protocol pppoe
Jser Mame : 74823078@hinet.net
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Step 2. Go to CONFIGURATION > Network > Interface > Trunk. Add WAN Trunks.
(1) Add WAN trunk for VolP traffic — Set WAN1 as Active mode, while setting
WANZ2_ppp as Passive mode.

-3 Add Trunk 2 [
Marme: WAN_trunk_\VolIpP
Load Balencing Algorithm: Least Load First b
Load Balancing Index{esc): Qutbound v

i@ add 2 Edit W Remove gMMove

# Member Mode Egress Bandwidth
1 "wan1 " Active 1048576 kbps
Page 1 |of1| ¥ Fkl | Show|50 | |items Mo data to disply

(2) Add WAN trunk for HTTP traffic — Set WAN2_ppp as Active mode, while
setting WAN1 as Passive mode.

.3 Add Trunk L
Marme: WAM_trunk_HTTP
Load Balzancing Algorithrmn: Least Load First b
Load Balancing Index(es): Outbound v

& Aadd SZEdic Wl Remove gMMaove

# Member Maode Egress Bandwidth
2 "wan2_ppp " Active 1048576 kbps
Page (1 |of1| & Pkl | Show|50 |+ |items Mo data to display

(3) Use SYSTEM_DEFAULT_WAN_TRUNK to perform load balancing for all other
traffic.

System Default

# Mame Algorithm
1 SYSTEM_DEFAULT_WAN_TRLUMNK [If

Page |1 |of1| F [l | Show 50 | |items

Step 3. Go to CONFIGURATION > Network > Routing > Policy Route, add policy

10
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routes for VolP traffic and HTTP traffic.
(1) Add a policy route for VolP traffic:
Source: LAN1_subnet
Destination: Any
Service: SIP
Next Hop: select the newly created WAN trunk WAN_Trunk_VolP

i) Add Policy Route EAES
[ Show Advanced Settings (51Create new Object~
Criteria
User: any g
Incoming: any (Excluding ZyWaLL) | v
Source Address: LAM1_SUBMNET v
Destination Address: any v
DSCP Code: any v
Schedule: none 7
Service: |SIP| |V|
Next-Hop
Type: Trunk »
Trunk: WAN_trunk_VoIP v
NOrD Markinn

Please note that to make sure this policy route applies to all VolP traffic,
including both the SIP signaling and RTP (voice data), we need to enable SIP ALG.
Go to Configuration > Network > ALG, enable SIP ALG.

CONFIGURATION ALG
T¥ Quick Setup
@ Licensing SIP Settings
g WLEEES Enable SIP ALG
= Metwork
+ Interface Enable SIP Transformations
+ Routing 7
+ DDNS ) R
NAT SIP Media Inactivity Timeout : 120 (seconds)
-~ HTTP Redirect SIP Signaling Inactivity Timeout : 1800 {seconds)
y [[] Restrict Peerto Peer Signaling Connection
+ IPMAC Binding
+ DMNS Inbound LB [7] Restrict Peer to Peer Media Connection
+ Web Authentication SIP Signaling Port OAdd = i
@ Security Policy
@ VPN # Fort .
+ BWM 1 5060

@ UTM Profile

(2) Add a policy route for HTTP traffic:
Source: LAN1_subnet
Destination: Any
Service: HTTP
Next Hop: Select the newly created WAN trunk WAN_Trunk_HTTP.

11



ZyXEL - USG Application Notes

‘<) Add Policy Route 2 |[x
Show Advanced Settings =] Create new Object~
Criteria
User: any >
Incoming: any (Excluding ZyWALL) |¥
Source Address: LAMI1_SUBMNET A
Destination Addrass: any w
DSCP Code: any »
Schedule: none b
Service: HTTP g
HNext-Hop
Type: Trunk v
Trunk: (WAN_trunk HTTP| |

(3) For all other traffic, use SYSTEM_DEFAULT_WAN_TRUNK to perform load
balancing. Go to Configuration > Network > Interface > Trunk. Click on
Show Advanced Settings.

CONFIGURATION Port Role I Ethernet I FRP I Cellular I Tunnel I VLAN ] Bridge ] Trunk l

py Ko =t (=2 Show Advanced Settings ]
= Licensing

& Wireless Configuration

= Network
. [] Disconnect Connections Before Falling Back [
+ Routing
P 8 Default VWAN Trunk

Make sure Default SNAT is enabled. Select
SYSTEM_DEFAULT_WAN_TRUNK in Default Trunk Selection.

Default VAN Trunk

|| Enable Default SHA
Default Trunk Selection

STSTEM_DEFAULT_WAN_TRUNK

~1 User Configured Trunk

12
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Scenario 3 — How to Configure NAT if you have

Internet-facing Public Servers

3.1 Application Scenario

It is a common practice to place company servers behind the USG’s protection; while at
the same time letting WAN side clients/servers access the intranet servers. To give an
example, the company may have an internal FTP server, which needs to be accessible
from the Internet as well. To fulfill this requirement, the user can configure a NAT
mapping rule to forward the traffic from the Internet side to intranet side. This feature
does not only ensure service availability, but also helps avoid exposing the server’s real

IP address from being attacked.

3.2 Configuration Guide

Goal to achieve:

User Tom can access the Internet FTP server by accessing the Internet-facing the WAN IP
address.

Network Conditions: USG-50:

- WAN IP: 59.124.163.152

- FTP server IP: 192.168.50.33

e
[\

= ; S
L | '} . °
WAN Interface =
59.124.163.152 o
FTP Server
192.168.50.33

Configuration
Step 1. Go to CONFIGURATION > Network > NAT to open the configuration screen.

13
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CONFIGURATION NAT
¥ Quick Setup
@ Licensing Configuration
—— [ Wireless
L{%} = Network Q Note:
- Interfece If youwantto configure SMNAT, please go to Policy Route.
- Routing y
- DDNS @Add . ] P N
B -NAT St... | Pri Name Mappin Interface Original IP | Mapped IP | Protocol Original Mapped
+ HTTFP Redirect - pping .. g oD g B —
: ALG 4 4 [pPage1 |of1| b Pl | Show|50 |¥ items Mo data to display

+ UPnP
- IPMAC Binding
- DMSInbound LB

Step 2. Click on the Add button to create a mapping rule.

Step 3. In this page, the user needs to configure:

- Rule’s name

- Select Virtual Server type to let USG-50 do packet forwarding
- Fill-in the Original IP (WAN IP) address

- Fill-in the Mapped IP (Internal FTP server IP) address

- Select the service to be mapped (FTP); the ports will be selected automatically

&) Add NAT 2%
ii51Create new Object~

General Settings

Enable Rule

| Rule Mame: FTP |
Port Mapping Type
Classification © 11 NAT © Wany 1.1 NAT
Mapping Rule
Incoming Interface: wanl —
Original IP: User Defined hd
User-Defined Original IP: 59.124.163.152 (IP Address)
Mapped Ip: User Defined E
User-Defined Mapped IP: 192.168.50.33 (IP Address)
Port Mapping Type: Service a
Original Service: FTP 2 TCP,20-21
Mapped Service: FTP ¥ TCP,20-21

Related Settings

Enable NAT Loopback [
Configure Security Policy [

lex/index html#

Step 4. Go to CONFIGURATION > Security Policy > Policy Control to open the firewall
configuration screen.

Here assume the user already assigned the WAN interface to WAN zone and LAN
interface to LAN1 zone.

Step 5. Click on the Add button to create a firewall rule to enable the FTP service to pass
from WAN to LAN1.

14



ZyXEL - USG Application Notes

comauaTon R

'T¥ Quick Setup

General Settings
Enable Policy Contral
1Pv4 Configuration

[] Allow Asymmetrical Route

+ HTTP Redirect i L - N

+ ALG Pri... | Sta... Name From To IPvd Source  IPv4 Desti... | Service User Schedule Act... | UTM Profile
+ UPnP 1_ @ LAN1_Out. any (Exclu.. any any any any none allow
° LAKBET I 2 @ LAN2_Out. any (Exclu.. any any any any none allow
3 @ DMZ_to_W.. aWAN any any any any none allow
4 @ IPSec_VP. | any (Exclu. any any any any none allow
5 @ SSL_VPN. any (Exclu.. any any any any none allow
6 @ TUNMNEL_. any (Exclu.. any any any any none allow
7 @ LAN1_to_. ZyWALL any any any any none allow
& UTM Profile 8 @ LANZ_to_. ZyWALL any any any any none allow
+ Device HA 9 @ DMZ_to_D.. ZyWALL any any aDefault ... any none allow
ject 10 @ WAN_to_D.. ZyWALL any any aDefault ... any none allow
11 @ IPSec_VP. | ZyWALL any any any any none allow
12 @ SSL_VPN. ZyWALL any any any any none allow

Step 6. The user can create an address object for the internal FTP server for further

configuration usage. Click on Create new Object for this function.

" Edit Address Rule Internal_FTP 2 |x
MName: Internal_FTP
Address Type: HOST hd
IP Address: 192.168.50.33

[ oK ] [ Cancel

Step 7. Configure the rule to:

- Allow access from WAN to LAN1

- Source IP address is not specific

- Destination IP address is the FTP server’s address
- Select FTP service (with port 20/21) to be enabled

- Select the allow action for matched packets

15
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(iS]Create new Object~

Enable
Marme: For_FTP
Description: (Cptional}
From: WAN id
To: LAHL ..
Source: any w7
Destination: Internal_FTP R
Service: FTP 7
User: any 7
Schedule: none .
Action: allow i
Log matched traffic: no Ed
UTM Profile
1 application Patrol: none 7
[[]  content Fiter: nene i
[ e none ad
[ Antivirus: nene i
[ anti-Spam: none hd
[ s5L Inspection: nane >

o

Step 8: Click on the OK button, you will see the rule in policy control.

CONFIGURATION
'T¥ Quick Setup

= Network

Interface
Routing
DDNS
NAT
HTTP Redirect
ALG
UPnP
IPMAC Binding
DNS Inbound LB

Web Authentication

& UTM Profile
+ Device HA
= Object

- Zone

Policy
General Settings
Enable Policy Control
IPv4 Configuration
[] Allow Asymmetrical Route
QAdd [#Edic W @
Pri Sta.. Name From To 1Pv4 Source | IPvd Desti. Senvice User Schedule Act..  UTM Profile
|| 1 @ For_FTP aWAN =l ANT any alnternal__ afTP any nane allow
! 2 Q LANT_Out. aLANT any (Exclu_ any any any any none allow
3 Q LANZ_Out. aLANZ any (Exclu_ any any any any none allow
4 @  DMZ_to_W.. aDMZ aWWAN any any any any none allow
5 Q IPSec_VP. alPSec_ VPN any (Exclu.. any any any any none allow
6 @ SSL_VPN. =235L VPN any (Exclu. any any any any none allow
7 @ TUNNEL_. a TUNNEL any (Exclu.. any any any any none allow
8 @ LAN1_to_. aLANT ZyWALL any any none allow
9 @ LANZ_to_. aLAN2 ZyWALL any any none allow
10 @ DMZ_to_D... =DMZ ZyWALL any any none allow

16
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Scenario 4 — Secure Site-to-site Connections using
IPSec VPN — IPv4 with IKEv2 / IPv6
4.1 Application Scenario

IPv4 with IKEv2

We want to use IKEv2 to establish a VPN tunnel between the HQ and Branch Office.

IPv6 (with IKEv2 only)

ISP has changed the environment to IPv6. We applied for IPv6 address pool for
internal use. So we have to change use the IPv6 address to establish an VPN tunnel
between the USG.

2002:3b7c:a397:2:ee43:f6ff:fefc:c4b3 2002:3b7c:a397:2:b2b2:dcff:fe70:c1d6

i im

2002:3b7c:a737‘7/97:2222::/64 2002:3b7c:a397:1111::/64
4.2 Configuration Guide
IPv4

Network Conditions:

USG-40W with static WAN:

- WAN IP: 59.124.163.155

- Local subnet: 192.168.100.0/24

17
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USG-40W with PPPOE WAN:
- PPPOE IP: 220.137.67.76
- Local subnet: 192.168.200.0/24

IPSec VPN Conditions:

Phase 1: Phase 2:

IKE version: IKEv2 Active Protocol: ESP
Authentication: 1234567890 Encapsulation Mode: Tunnel
Local/Peer ID type: IPv4 0.0.0.0 / Any Encryption Algorithm: DES
Encryption Algorithm: 3DES Authentication Algorithm: SHA1
Authentication Algorithm: MD5 Perfect Forward Secrecy: None
Key Group: DH1

Goal to achieve:

Establish an IPSec VPN tunnel between two USGs with the above configuration.
Step 1. Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway to open the
configuration screen.

Step 2. Click on the Add button to add a VPN gateway rule.

Welkome admin | Logout  ?Heb ZAbout #Site Map @Object Reference

Step 3. To configure the VPN gateway rule, the user needs to fill-in:
- VPN gateway name
- Enable IKEv2 protocol
- Gateway address; both local (My Address) and peer (Peer GW Address)
- Authentication setting

B Pre-Shared Key

B |ID Type setting (Local and Peer side)
- Phase-1 setting

B Negotiation mode

B Encryption algorithm

B Authentication algorithm

B Key Group

18




ZyXEL - USG Application Notes

&) Add VPN Gateway
[=] Hide Advanced Settings (=]Create new Object~

General Settings

Enable

VPN Gateway Name: To_PPPOE40W_GW

IKE Version
© IKEV1

IKEvZ

Gateway Settings

My Address
@ Interface wanl [ Static - 59.124.163.155/255.255.255.224
() Domain Name /IPv4

Peer Gateway Address
@ StaticAddress [ Primary 220.137.67.76

Secondary | 0.0.0.0
[7] Fall backto Primary Peer Gateway when possible
Fall Back Check Interval: 300 (60-86400 seconds)
() Dynamic Address a8

Authentication

@ Pre-Shared Key 1234567890
unmasked
) Certificate
Local ID Type: IPv4 N
Content: 0.0.0.0
Peer ID Type: Any N

Phase 1 Settings

SA Life Time: 86400 (180 - 3000000 Seconds)

Proposal @ Add ZEdit 1l Remove

#  Encryption » | Authentication

Key Group: DH1 v

Extended Authentication Protocol

[7] Enable Extended Authentication Protocol [
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Step 4. Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection to open the

configuration screen to configure the phase-2 rule.

Step 5. Click on the Add button to add a rule.

“' Welcome admin PHep ZAbout #SteMap (SObject Reference G Console () QLI
ZyXEL uscaow
CONFIGURATION VPN Connection | VPN Gateway Configuration Provisoning

T¥ Quick Setup
= Licensing Global Setting
Wireless

 Network

) Use Policy Route to control dynamic IPSec rules

R Ignore "Dont Fragment” setting In 1P header [
@ Security Policy

1Pv4 Configuration

:

- L2TP VPN # S Add a new rule me VPN Gateway Gateway IP Ver. Encapsulation
- BWM iy
UTM Profile

page 1 |of1 Show 50 v ftems

Step 6. To configure the phase-2 rule, the user needs to fill-in:
- VPN connection name
- VPN gateway selection
-Policy for
B Local network side
B Remote network side
- Phase-2 settings
B  Active protocol
B Encapsulation mode
B Encryption algorithm
B Authentication algorithm
|

Perfect Forward Secrecy
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(&) Add VPN Connection
[=|Hide Advanced Settings (.=1Create new Object~

General Settings

[¥] Enable

Connection Name: To_PPPOE40W_VPN

[ Nailed-Up
[] Enable Replay Detection

[7] Enable NetBIOS broadcast over IPSec
MSS Adjustment

(@) Custom Size
@ Auto

[¥] Narrowed

VPN Gateway
Application Scenario
@) Site-to-site with Dynamic Peer
@ Remote Access (Server Role)

© Remote Access (Client Role)

wan1 220.137.67.76, 0.0.0.0

VPN Gateway: To_PPPOE40W_GW P
Policy

Local policy: LAN1_SUBNET G

Remote policy: PPPOE40W/_LAN Ve

INTERFACE SUBNET, 192.168.100.0/24

SUBNET, 192.168.200.0/24

[7] Enable GRE over IPSec

[7] Policy Enforcement

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP ™
Encapsulation: Tunnel I
Proposal ©Add = o
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none N

Related Settings

Zone: IPSec_VPN A

Connectivity Check

[T] Enable Connectivity Check ]

Inbound/Outbound traffic NAT
Outbound Traffic

[] Source NAT

Inbound Traffic

[] Source NAT

[~] Destination NAT

©@Add 2 || SN

# Original IP Mapped IP Protocol Original Port S._..

Original Port End  Mapped Port S_..

Mapped PortE...
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Step 7. After setting the rule, the user can select the rule and click on the Connect

button to establish the VPN link. Once the tunnel is established, a connected icon will be

displayed in front of the rule.

?Hep ZAbout #SteMap (@BObject Reference & Console (D QLI

ZyXEL vscaow
CONFIGURATION Configuration Provsoning
Global Setting

@] Use Policy Route to control dynamic IPSec rules

7] Ignore "DontFragment setting in IP header [

1Pv4 Configuration

QAdd [ ZEde W Remove Q Actvate § Inactivaty & Dsconnect [ Object Reference

#  Stats Name VPN Gateway Policy

Pagel | of1 Show|50 | |tems Displaying 1 -1 of 1

Step 8. When the VPN tunnel is established, the user can find the SA information on
MONITOR > VPN MONITOR > IPSec.

IPv6

Step 1. Add an IPV6 VPN phase | on USG1. Go to CONFIGURATION > VPN > IPSec
VPN > VPN Gateway.

My Address: 2002:3b7c:a397:2:ee43:f6ff:fefc:c4b3

Peer Gateway Address: 2002:3b7c:a397:2:b2b2:dcff:fe70:c1d6

Pre-Shared Key: 12345678

) Add VPN Gateway 2%
[TH) show Advanced Settings

General Settings

[¥] Enable
VPN Gateway Name: USG1_GW

Gateway Settings

IIP\'S: 2002:3b7¢:23397:2:ee43:f6ff:fefcic4b3

Peer £55
@ Static Address Primary 2002:3b7¢:3397:2:b2b2:dcff:fe70:c1d6

Secondary

[7] Fall backto Primary Peer Gateway when possible

© Dynamic Address

Authentication

@ Pre-Shared Key R

[ unmasked
© Certificate

[ ok J[ cancel |

Step 2. Add an IPv6 VPN phase |l on USG1. Go to CONFIGURATION > VPN > IPSec
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VPN > VPN Connection.

VPN Gateway: USG1_GW

Local policy: 2002:3b7c:a397:2222::/64
Remote policy: 2002:3b7c:a397:1111::/64

- USG Application Notes

) Add VPN Connection 21x
[] Show Advanced Settings .= Create new Object~
General Settings
V| Enable
Connection Name: USG1_Conn
VPN Gateway
Application Scenario
© Site-to-site |
)" Site-to-sMte with Dynamic Peer
) Remote Access (Server Role)
) Remote Access (Client Role)
I VPN Gateway: UsG1_GwW 2% 2002:3b7¢:a397:2:eed3f6fffefc.c4b3 2002:3b7¢:3397:2:b2b2:dcfffe70:c1d6, I
Policy
Local policy: LAN1_SUBNET_DHCPv6 Vv INTERFACE SUBNET, 2002:3b7¢:a397:2222::1/64(DHCPVE)
Remote policy: remote_v6 2% SUBNET, 2002:3b67¢:3397:1111:/64
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Step 3. Add an IPV6 VPN phase | on USG2. Go to CONFIGURATION > VPN > IPSec
VPN > VPN Gateway.
My Address: 2002:3b7c:a397:2:b2b2:dcff:fe70:c1d6
Peer Gateway Address: 2002:3b7c:a397:2:ee43:f6ff.fefc:c4b3
Pre-Shared Key: 12345678
. Add VPN Gateway [ E-

T show Advanced Settings

General Settings

[¥] Enable

VPN Gateway Name: UsG2_GW
Gateway Settings

My Address

IIPVE! 2002:3b7C:2397:2:b2b2:dciT:fe70:c1d6

Peer Gateway Address
|:é Static Address Primary 2002:3b7¢:a397:2:ee43:f6ff:fefc:c4b3 |

Secondary

[] Fall back to Primary Peer Gateway when possible

Dynamic Address

Authentication

I.ca Pre-Shared Key eeeseses

[] unmasked
O Certificate

Step 4. Add an IPV6 VPN phase Il on USG2. Go to CONFIGURATION > VPN > IPSec
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VPN > VPN Connection.

VPN Gateway: USG2_GW

Local policy: 2002:3b7c:a397:1111::/64
Remote policy: 2002:3b7c:a397:2222::/64

2 Add VPN Connection

Tf Show Advanced Settings (=) Create new Object~

General Settings

[¥] Enable

Connection Name: USG2_Conn

VPN Gateway
Application Scenario

I @ Site-to-site I

O Site-to-site with Dynamic Peer
O Remote Access (Server Role)

) _Remote Access (Client Role)

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)

I VPN Gateway: USG2_GW v | 2002:307¢:a397:2:0202:dcfffe70:c1d6 2002:357¢:a397:2:ee43:f6fffefc.c4b3,
Policy

Local policy: LAN1_SUBNET_DHCPv6 |¥  INTERFACE SUBNET, 2002:3067¢:a397:1111::1/64(DHCPV6)

Remote policy: remote_yﬁ] |~ SUBNET, 2002:307¢:a397:2222:/64

Step 5. When the VPN tunnel is established, the user can find the SA information on
MONITOR > VPN MONITOR > IPSec.
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Scenario 5 — Connect to USG using IPSec
IKEv2 in Windows 7

5.1 Application Scenario

WAN

usg210.dyndns-ip.com
i/ //(5'/

Lan
{ 192.168.100.1/24

192.168.100.0/24

S

Windows 7 supports IPSec IKEv2 with certificate authentication.
This section provides information on how to configure the IKEv2 (Internet Key Exchange)

on a Windows 7 PC via certificates.

5.2 Configuration Guide

Network Conditions:

USG 210:

- WAN1 IP: usg210.dyndns-ip.com
- Local subnet: 192.168.100.0/24

USG-210 VPN Conditions:

Phase 1:

- Authentication Method: Certificate

- Local /Peer ID type: DNS / Any

- Encryption and Authentication Algorithm:
3DES/SHA1, AES128/MD5, AES128/SHA1

- Key Group: DH2

Goal to achieve:

Establish an IPSec VPN tunnel from Windows 7 using IKEv2 protocol.

Step 1. Go to CONFIGURATION > Object > Certificate > My Certificates tab to add a new
certificate for Windows clients.
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&) Add My Certificates (2

Configuration

I Name: ‘ CER_For_Windows |

Subject Information

) HostIP Address

I @ HostDomain Name |usg210.dyndns-ip.con IMUSt select and fill in FQDN
) E-Mail

Organizational Unit: (Optional)
Organization: (Optional)
Town (City): (Optional)
State (Province): (Optional)
Country: (Optional)
Key Type: ‘RSA 7"7‘ ﬂ
Key Length: 2048 v | bits
Extended Key Usage

Server Authentication
Client Authentication
iKEIntermediate Must select iKEIntermediate

@ Create a self-signed certificate

(0) Create a certification request and save it locally for later manual enroliment

Step 2. Go to CONFIGURATION > Object > User/Group to create a user account. Add this
account into IKEv2 users group object. This group object will be used in IPSec VPN
phase-1 EAP (Extended Authentication Protocol) field.

ZyXEL usc210

CONFIGURATION

7¥ Quick Setup
L Configuration

@Add [/ Ede T Remove [ Object Reference

#+ | UserName User Type Description Reference
admin admin Administration account 0
2 Idap-users extuser External LDAP Users 0
3 radius-users extuser External RADIUS Users 0
4 ad-users ext-user Extemal AD Users 0
Pagel |of1 Show 50 |v iems Displaying 1 -5 0f 5

7/ Edit Group IKEv2_users

Configuration

Name: IKEv2_users

Description: (Optional)

Member List
Available Member
=== Object === === Object ===
ad-users spark
Idap-users
radius-users
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Step 3. Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway to open the

configuration screen.

Step 4. Click on the Add button to add a VPN gateway rule.

Weicome admin | Logout  ‘fHelp Z About & Stte Map (@Object Reterence \w/ Console [ CLI
ZyXEL usc210
CONFIGURATION VPN Connection | e Configuration Provisonng

I¥ Quick Setup
IPv4 Configuration

@ Licensing

@ Wireless 3 Add
® @ Network
@s icy

#  Status | Name Wy Address Secure Gateway VPN Connection
1 @ Windows_IKEV2_GW awan1_ppp 0000 For_Windows_Clinet_Conn

Page |1 |of1 Show!/50 |v tems

Step 5. To configure the VPN gateway rule, the user needs to fill-in:
- VPN gateway name:
- IKE Version: IKEv2
- Gateway address: both local (My Address) and peer (Dynamic Address)
- Authentication setting:
B Certificate
- Phase-1 setting
B Encryption and Authentication Algorithm:
1) 3DES / SHA1
2) AES128 / MD5
3) AES128 / SHA1
4) Key Group DH2
- Extended Authentication Protocol:
B Enable Extended Authentication Protocol
Server Mode
AAA Method: default

Allowed User: IKEv2_users
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/) Edit VPN Gateway Windows_IKEv2_GW

[=Hide Advanced Settings (=]Create new Objectv

General Settings

[¥] Enable

I VPN Gateway Name:

Windows_IKEv2_GW

IKE Version

e wee]

Gateway Settings

My
@ Interface

wanl_ppp

¥ | Dynamic - 111.250.186.198/255.255.255.255

) Domain Name / IPv4

Peer Gateway Address
© StaticAddress [

© DynamicAddress  [[J

Authentication

@ Certificate

CER_For_Windows

N (See My Certificates)

Local ID Type:

DNS

Content: usg210.dyndns-ip.com
Peer ID Type: Any N
Phase 1 Settings
SA Life Time: 86400 (180 - 3000000 Seconds)
Proposal @Add = |
# Encryption « Authentication
1 3DES SHA1
2 AES128 MD5
3 AES128 SHA1
Key Group: DH2 Y
Extended Authentication Protocol
[¥] Enable Extended Authentication Protocol [
Allowed Auth Method: mschapv2
@ Server Mode
AAA Method: default X
Allowed User: IKEV2_users G

@ Client Mode

Step 6. Go to CONFIGURATION > Object > Address to create an address object. This
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address object's IP address will be assigned to the Windows IKEv2 client's machine.

-/ Edit Address Rule Windows_Client_Pool

Name: Windows_Chent_Pool
Address Type: RANGE

Startng IP Address: 172.16.1.10

End IP Address: 172.16.1.20

Step 7. Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection to open the

configuration screen to configure the phase-2 rule.

Step 8. Click on the Add button to add a rule.

ZyXEL usc210

CONFIGURATION

¥ Quick Setup
Global Setting

Use Policy Route to control dynamic IPSec rules
[T1 Ignore "DontFragment” setting in IP header [

1Pv4 Configuration

# | Stats Name VPN Gateway Policy
1 98 For_Windows_Clinet_Conn Windows_IKEv2_GW aLAN1_SUBNET/

Page 1l |of1 » »| | Show 50 v items Dsplying 1 -1 of 1

Step 9. To configure the phase-2 rule, the user needs to fill-in:
- VPN connection name
- VPN gateway selection
- Policy for
B local network side
- Configuration Payload
B  Enable Configuration Payload
IP Address Pool:
- Phase-2 setting
B Active protocol
B Encapsulation mode
B Encryption algorithm
B Authentication algorithm
B Perfect Forward Secrecy
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~ Edit VPN Connection For_Windows_Clinet_Conn
[=] Hide Advanced Settings (=]Create new Object~

General Settings

Enable

Connection Name:

For_wWindows_Clinet_Conn

[] Enable Replay Detection

[7] Enable NetBIOS broadcast over IPSec

MSS Adjustment
@ Custom Size

@ Auto

VPN Gateway
Application Scenario
@ Site-to-site

(© Site-to-site with Dynamic Peer

) Remote Access (Server Role) I

@ Remote Access (Client Role)

VPN Gateway:

[ Windows_IKEv2_GW

N wan1_ppp 0.0.0.0,0.0.0.0

Policy

Local policy:

LAN1_SUBNET

S INTERFACE SUBNET, 192.168.100.0/24

] Enable GRE over IPSec

Configuration Payload

Enable Configuration Payload
IP Address Pool:

Windows_Client_Pool

5 RANGE, 172.16.1.10-172.16.1.20

First DNS Server (Optional): LT
Second DNS Server (Optional): 2.2.2.2
First WINS Server (Optional): 3.3.3.3
Second WINS Server (Optional): |4.4.4.4
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP Pt
Encapsulation: Tunnel X
Proposal @ Add 2 w
# Encryption Authentication
1 3DES SHA1
2 AES128 SHA256
3 AES256 SHA1
Perfect Forward Secrecy (PFS): none % a8
Related Settings
Zone: IPSec_VPN ~ B
Connectivity Check
[] Enable Connectivity Check B8
Q)
Inbound/Outbound traffic NAT
Outbound Traffic
[] Source NAT
Inbound Traffic
[T] Source NAT
[] Destination NAT
©Add = L oM
# Original IP Mapped IP Protocol Original Port S_.. | Original Port End Mapped PortS...
Page 1 of 1 Show |50 |v |items

Mapped PortE...
Mo data to display
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Step 10. Export the certificate, which was generated in step 1, and save it to the

Windows 7 machine.

|/ Edit My Certificates 2

Configuration

Name: CER_For_Windows

Certification Path

CN=usg210.dyndns-ip.com
Validation Result=self-signed

Certificate Information

Type: Self-signed X.509 Certificate

Version: V3

Serial Number: 1396161402

Subject: CN=usg210.dyndns-ip.com

Issuer: CN=usg210.dyndns-ip.com

Signature Algorithm: rsa-pkcsi-shal

Valid From: 2014-03-30 06:36:42 GMT

Valid To: 2017-03-29 06:36:42 GMT

Key Algorithm: rsaEncryption (2048 bits)

Subject Alternative Name: usg210.dyndns-ip.com

Key Usage: DigitalSignature, KeyEncipherment, DataEncipherment, KeyCertSign
Extended Key Usage: ServerAuthentication, ClientAuthentication, iKEIntermediate
Basic Constraint: Subject Type=CA, Path Length Constraint=1

MDS Fingerprint: eb:le:f0:f9:e5:ca:04:81:5e:0f:fc:48:d5:8c:e9:34

SHA1 Fingerprint: ec:8e:71:ef:ef:66:d9:f1:b2:36:59:93:e8:ee:33:93:05:79:35:44

Certificate in PEM (Base-64) Encoded Format

----- BEGIN X509 CERTIFICATE—
MIIDVDCCAjygAwIBAgIEUze7 ejANBgkghkiGOwWOBAQUFADAfMROWGWYDVQQDEXR1
C2cyMTAUZHIUZGSzLWIwLmNvb TAeFwOxNDAzMzAWNM2NDIaFw0xNzAzMjkwiNjM2

[m] »

NDJaMBSXHTAbBgNVBAMTFHVzZzIxMCSkeWSkbnMtaXAuY29tMIIBANBakghkiG v
Password:
[ Export Certfficate Only J [ Export Certificate with Private Key ]

Step 11. In the Windows 7 machine, go to Start > mmc >
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Programs (1)

i@ mmc

- See more results

| Shut down | » |

Action View Favorites Window Help
New Ctrl+N
Open... Ctrl+0
Save Ctrl+S

Save As...

tems to show in this view.

More Actions

Add/Remove Snap-in...

Options...
1 C\Windows\system32\compmgmt

Exit

Enables you to add snap-ins to or remove them from the snap-in console.
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Step 13. In the left panel, select the Certificates and click on the Add button.

] o — %]
Add or Remove Snap-ins . -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in Vendor w " Console Root Edit Extensions...
= ActiveX Control Microsoft Cor... s
Autharization Manager Microsoft Cor...
Microsoft Cor... |=
“¥- Component Services  Microsoft Cor... Move Up
‘g Computer Managem... Microsoft Cor... e
: : Move Down
ﬁ Device Manager Microsoft Cor...
- Add >
(=7 Disk Management Microsoft and... -
@ Event Viewer Microsoft Cor...
__|Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
@, IP Security Monitor Microsoft Cor...
S IP Security Policy M...  Microsoft Cor...
é Link to Web Address ~ Microsoft Cor... _ Ardvancedas
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
[ ok ][ cancel

Step 14. Select the Computer account > Next button > select Local computer > Finish
button > OK button.

ra

Certificates snap-in e — - ——

- ' S

This snap-in will always manage cerificates for:
(") My user account

() Service account

@ Computer account I

< Back [ Next > ][ Cancel ]
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Select Computer e — . ——

Select the computer you want this snap-n to manage.

This snap-in will always manage:

@ Local computer: {the computer this console is running on}

i (7) Another computer: | | Browse

[ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

|
| [(Back[Ftnish][Cancel].

~ — ;
Add or Remove Snap-ins . - @

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor _‘_ J (E-OHSC)'E Root Edit Extensions...
= "|ActiveX Control Microsoft Cor... ¥ Certficates (Local Computer) s
Authorization Manager Microsoft Cor... =i
5 Certificates Microsoft Cor... |=
. Component Services  Microsoft Cor... Move Up
,ﬁ' Computer Managem... Microsoft Cor... S
&4 Device Manager Microsoft Cor... | || a0 Move Dowa
(=7 Disk Management Microsoft and...
g] Event Viewer Microsoft Cor...
IFolder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
,g IP Security Monitor Microsoft Cor...
S IP Security Policy M...  Microsoft Cor...
%—_] !.ink F('J‘Web Adfir_ess I'\djcrosofnt (Eor. . P Ardvancedas

Description:

[ ok || cancel

Step 15. Open up the Certificates (Local Computer) > Trusted Root Certification
Authorities > right-click on Certificate > All Tasks > Import.
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New Window from Here

[}
!
p | Trusted Publi:
| Untrusted Cer
[

» ] Third-Party R

- New Taskpad View...
i [l Trusted Peopl
b [ Certificate Eni Refresh
» [ Smart Card Ty Export List...
> | Trusted Devic
Help

"] Console Root Issued To
4 Gl Centficates (Local Computer] [ AddTrust External CA Root
G personal — — 5] Bal CyberTrust Root
g "J%M (5] Class 3 Public Primary Certificat...
| Certificat
, (=] Enterprise Tru |AllTasks P‘ Import... t.
> [ Intermediate View 5

rt Assured ID Root CA

yberTrust Global Root

I Microsoft Root Authority

S Microsoft Root Certificate Auth...
[2INO LIABILITY ACCEPTED, ()97 ...

3l Thawte Premium Server CA
53] Thawte Timestamping CA
5 usg210.dyndns-ip.com
[JUTN - DATACorp SGC

[53 VeriSign Class 3 Public Primary ...

rt High Assurance EV Ro...
.net Certification Author...
Secure Certificate Auth...

oft Authenticode(tm) Ro...

Issued By

AddTrust External CA Root
Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...

.. Class 3 Public Primary Certificatio...

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert High Assurance EV Root ...
Entrust.net Certification Authority...
Equifax Secure Certificate Authority
GeoTrust Global CA

GlobalSign Root CA

GTE CyberTrust Global Root
Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...

NO LIABILITY ACCEPTED, (c)97 V...
Thawte Premium Server CA
Thawte Timestamping CA
usg210.dyndns-ip.com

UTN - DATACorp SGC

VeriSign Class 3 Public Primary Ce...

< m

Expiration Date I ded P
2020/5/30 Server Auth
2025/5/13 serverAutl]  MoreActions b
2028/8/2 Secure Emi|
2004/1/8 Secure Emj|
1999/12/31 Time Stam
2031/11/10 Server Autl
2031/11/10 Server Autt
2029/7/24 Server Autl
2018/8/23 Secure Emi
2022/5/21 Server Autt
2028/1/28 Server Auth
2018/8/14 Secure Emi|
2000/1/1 Secure Emi|
2020/12/31 <All>
2021/5/10 <All>
2004/1/8 Time Stam,
2021/1/1 Server Autl
2021/1/1 Time Stam
2017/3/29 Server Auth
2019/6/25 Server Autl
2036/7/17 Server Auth

Contains actions that can be performed on the item.

Step 16. Select the certificate, which was generated by the USG.

g = N
‘&4 Open 5
@( . }vl- Desktop » v | +4 | l Search Desktop o

Organize v New folder = b @
- . DeSktop 5 — Y ' B TIrCToTOCY o - o B
"’ Doemiaacs ‘ TeamViewerPortable
‘1= Recent Places # L File folder
| ]
4 Libraries WiresharkPortable !
@ Docurnients File folder
L
‘ ZyWALL IPSec VPN —~
E J l Client_3.2.204.61.13
File folder |
ZyWALL IPSec VPN =l
e l Client_3.3.204.61.51
! Computes * File folder |
]
G : i CER_For_Windows Al
o otk i | Security Certificate
= Aa ' 856 bytes -
File name: CER_For_Windows v [X509 Certificate (*.cer;*.crt) v]
Cancel

Com 1 |

)
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Step 17. Create the Windows IPSec connection profile.

7

L R S W S —— ([ SalmE

= B T SR NS p———— -
@ hEConnedtoawkork&gje"..- — W — -

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: usg210.dyndns-ip.com
Destination name; iKEvZ Connection

[ Use a smart card

'&“ ["] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

[ Next ][ Cancel]

Type your user name and password

User name: spark

Password: 1234

Show characters
[V]Remember this password:

Domain (optional):

[ Create ][ Cancel ]
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Step 18. Modify the IPSec connection profile. Go to Security >

Type of VPN: IKEv2

Data encryption: Requires encryption (disconnect if server declines)
Authentication: Use Extensible Authentication Protocol (EAP)

o | — i — Fm »\1
— IKEv2 Connection Properties

| General | Options | Securty | Networking | Sharing |
Type of VPN:
[ IKEv2 v

[Advanced settings ]

encoption:
[Requite encryption {disconnect if server declines) vJ

Authentication
@ Use Extensible Authentication Protocol (EAF)

[Micmsoft: Secured password (EAP-MSCHAP v2) {encm v]
Properties

(") Use machine certificates
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Step 19. Modify IPSec connection profile. Go to Networking > and disable the TCP/IPv6
checkbox.

Note: USG 4.10 firmware does not support multiple proposals. It only supports IPv4
proposal selection.

[KEv2 Connection Propertie

s

| General | Options | Security | Networking | Sharing

This connection uses the following items:

B . Intemet Protocol Version 6 (TCP/IPv6)

<& Intemet Protocol Version 4 (TCP/IPv4)

g File and Printer Sharing for Microsoft Networks
% Client for Microsoft Networks

Install... Uninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

s

established successfully.

7

Currently connected to:

b 2 ﬁ%

Internet access

IKEv2 Connection
No network access

Dial-up and VPN A

IKEv2 Connection Connected £

Open Network and Sharing Center

Ne——

Step 20. Establish the IPSec tunnel from the Windows 7 machine, and the tunnel will be
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— pa— — — o
>
5 IKEv2 Connection Status l__ng Network Connection Details; u
General | Details Network Connection Details:
Connection fooely s
IPv4 Connectivity: No network access Connection-specific DN...
IPV6 Connectivity: ot Description IKEv2 Connection
onnectivity: o network access Physical Ad
Media State: Connected DHCP Enabled No
Duration: 00:00:38 IPv4 Address 172.16.1.14
IPv4 Subnet Mask 255.255.255.255
|Pv4 Default Gateway
Defols:s IPv4 DNS Servers 1111
2 2222
o IPv4 WINS Servers 3333
™ 4444
Sent — | ——  Received i
it &E@ i NetBIOS over Tepip En.. Yes
Bytes: 0
Compression: 0%
Errors: 0
| Properties | [ Disconnect | [ Diagnose |

39



ZyXEL - USG Application Notes

Scenario 6 — GRE over IPSec VPN

Tunnel -VPN Failover

6.1 Application scenario

We want to use VPN tunnels to transfer important files between the branch Office
and HQ. To prevent the network from getting disconnected, we configure four WAN
interfaces to do redundancy. Now, we want to establish two VPN tunnels between
the two USGs to perform failover, to ensure that the transfer will not be interrupted
when the first connection encounters a problem. This will create a stable
environment for the transfer.

WAN1: 192.168.3.33
WAN2: 192.168.4.33

GRE 0:10.0.0.3
GRE1:10.10.0.4

WAN1: 192.168.1.33
WAN2: 192.168.2.33
GRE 0: 10.0.0.1

GRE1: 10.10.0.2 VPN tunne Tunnel

Failover

-

10.59.1.0/24 10.59.2.0/24

6.2 Configuration Guide

Network conditions:

USG1 USG2

- WAN1 IP: 192.168.1.33 - WAN1 IP: 192.168.3.33

- WAN2IP:192.168.2.33 - WAN2IP: 192.168.4.33

- GRE tunnel interfacel: 10.0.0.1 - GRE tunnel interfacel: 10.0.0.3
- GRE tunnel interface2: 10.10.0.2 - GRE tunnel interface2: 10.10.0.4

Goals to achieve:
Use GRE over IPSec VPN to perform the VPN fail-over.
USG configuration
Step 1. Add two GRE tunnels on USG1. Go to CONFIGURATION > Tunnel.
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a. Add the first tunnel
IP Address: 10.0.0.1, Subnet Mask: 255.255.255.0

My Address: WAN1, Remote Gateway Address: 192.168.3.33
) Edit Tunnel ?

[TH show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunnelo
Zone: TUNNEL v B
Tunnel Mode: GRE %

IP Address Assignment

IP Address: 10.0.0.1
Subnet Mask: 255.255.255.0
Metric: 0 (0-15)

Gateway Settings

My Address
'6} Interface wanl v DHCP client -- 192.168.1.33/255.255.255.0 I
© IP Address
I Remote Gateway Address: 192.168.3.33 I

Place a check in the Enable Connectivity Check checkbox. Ensure that the Address is the remote GRE
tunnel interface.

) Edit Tunnel 2
[) Show Advanced Settings

Connectivity Check
v| Enable Connectivity Check
Check Method: icmp v
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this address: 10.0.0.3 (Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

b. Add the second tunnel
IP Address: 10.10.0.2, Subnet Mask: 255.255.255.0
My Address: WAN2, Remote Gateway Address: 192.168.4.33



&) Edit Tunnel 2 1
[ Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunnell
Pone: TUNNEL >~ 18
[Tunnel Mode: GRE N

IP Address Assignment

IP Address: 10.10.0.2
Subnet Mask: 255.255.255.0
Metric: 0 (0-15)

Gateway Settings

My Address

| @ Interface wan2 2 DHCP client - 192.168.2.33/255.255.255.0 I
© IP Address

Remote Gateway Address: 192.168.4.33 |

Place a check in the Enable Connectivity Check checkbox. Ensure that the Address is the remote GRE
tunnel interface.

) Edit Tunnel 2%
[T show Advanced Settings

Connectivity Check

[¥] Enable Connectivity Check
Check Method: icmp o
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this address: 10.10.0.4 (Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

[ ok [ cancel |

Step 2. Add a GRE tunnel trunk on USG1. Go to CONFIGURATION > Network > Interface > Trunk.
gre_trunk member:
tunnelO: Active
tunnell: Passive
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CONFIGURATION Port Role Ethernet FPP Cellular Tunnel VLAN Bridge Trunk

'T¥ Quick Setup Show Advanced Settings

5 Configuration
= Metwork
" [7] Disconnect Connections Before Falling Back [

+ Routing
DDNS Default VWAN Trunk

NAT Default Trunk Selection

+ HTTP Redirect
+ ALG

- |IPMMAC Binding ) User Configured Trunk
+ DNSInbound LB
Web Authentication
Security Policy

VPN , ? i § )

@ SYSTEM_DEFAULT_WAN_TRUNK

User Configuration

= o+

=

- BWM :
@ UTM Profile # | Name Algorithm
- Device HA I4 4 | Page of 1| # Wl | Show |50 |w |items
® Object
) Add Trunk 2|
Name: gre_trunk
Load Balancing Algorithm: Least Load First N/
Load Balancing Index(es): Outbound v

© Add =2Edit W Remove gNMove

" tunneld 1048576 kbps

Page |1 orl| » »i | Show|9U Lvikems No data to display

Step3. Add two IPSec VPN tunnels on USG1. Go to CONFIGURATION > VPN > IPSec VPN.
a. Addtwo VPN gateway policies.
First VPN Gateway policy (USG1 wan1 to USG2 wan1)
My Address: wan1, Peer Gateway Address: 192.168.3.33
Pre-Shared Key: 12345678
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-/ Edit VPN Gateway GREO_GW

[Tf) Show Advanced Settings (1) Create new Object~
General Settings

[¥] Enable
VPN Gateway Name: GREO_GW

IKE Version
(*)

Gateway Settings

My Address
I@ Interface wanl v DHCP client - 192.168.1.33/255.255.255.0 I

@ Domain Name /IPv4

Peer Gateway Address
| © StaticAddress [ Primary | 192.168.3.33 |

Secondary | 0.0.0.0

[] Fall back to Primary Peer Gateway when possible

© DynamicAddress [

Authentication

I @ Pre-Shared Key pr—— I

Secondary Gateway policy (USG1 wan2 to USG2 wan2)
My Address: wan2, Peer Gateway Address: 192.168.4.33
Pre-Shared Key: 12345678

./ Edit VPN Gateway GRE1_GW

(7] Show Advanced Settings (:=)Create new Object~
[¥] Enable
VPN Gateway Name: GRE1_GW

IKE Version
)

Gateway Settings

My Address

| @ Interface wan2 7 DHCP client -- 192.168.2.33/255.255.255.0

© Domain Name /IPv4

Peer, £SS
@ Static Address a8 Primary 192.168.4.33

Secondary 0.0.0.0

[7] Fall back to Primary Peer Gateway when possible

© DynamicAddress [

Authentication

b Pre-Shared Key et

b. Add two VPN Connections
First VPN Connection
Enable Nailed-Up
Application Scenario: Site-to-Site
VPN Gateway: GREO_GW
Local policy: 192.168.1.33
Remote policy: 192.168.3.33
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Enable GRE over IPSec

-/ Edit VPN Connection GREO_Conn
[ElHide Advanced Settings (5)Create new Object~

General Settings

[¥] Enable

Connection Name: GREO_Conn
[¥] Nailed-Up
("] Enable Replay Detection

[C] Enable NetBIOS broadcast aver IPSec
MSS Adjustment

© Custom Size

@ Auto

VPN Gateway
Application Scenario
@ Site-to-site
©) Site-to-site with Dynamic Peer
© Remote Access (Server Role)

() Remote Access (Client Role)

VPN Gateway: GREO_GW

¥ | wan1 192.168.3.33,0.0.0.0

- Edit VPN Connection GREQO_Conn
|[C)Hide Advanced Settings .= Create new Object~

Policy
Local policy: local_gre0
Remote policy: remote_grel

¥ | HOST, 192.168.1.33
¥ HOST, 192.168.3.33

Enable GRE over IPSec

[7] Policy Enforcement

Phase 2 Setting

SA Life Time: 86400
Active Protocol: ESP
Encapsulation: Tunnel
Proposal © Add |
# Encryption
1 DES
Perfect Forward Secrecy (PFS): none

Related Settings

Zone: IPSec_VPN

(180 - 3000000 Seconds)

v

v

Authentication
SHA1

v a

G

Second VPN Connection

Enable Nailed-Up

Application Scenario: Site-to-Site
VPN Gateway: GRE1_GW

Local policy: 192.168.2.33
Remote policy: 192.168.4.33

Enable GRE over IPSec
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.~/ Edit VPN Connection GRE1_Conn 2
["JHide Advanced Settings| .= Create new Object~

General Settings
[¥] Enable
Connection Name: GRE1_Conn

¥] Na p
|| Enable Replay Detection

[] Enable NetBIOS broadcast over IPSec
MSS Adjustment

© Custom Size

©@ Auto

VPN Gateway
Application Scenario

@ Site-to-site

) Site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

VPN Gateway: GRE1_GW Y| wan2 192.168.4.33,0.0.0.0

-/ Edit VPN Connection GRE1_Conn 2%
[C)Hide Advanced Settings (:%1Create new Object~
Policy

emote policy: remote_grel 7 HOST, 192.168.4.33

[FTEmatE GRE overtrset |

[7] Policy Enforcement

Facat policy: local_grel ¥ | HOST, 192.168.2.33

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP N
Encapsulation: Tunnel N
Proposal ©add = B
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none " a8

Related Settings

Zone: IPSec_VPN v B

G

Step 4. Add a policy routes on USG1. Go to CONFIGURATION> Network > Routing.
Source: LAN1_Subnet
Destination: Remote subnet
Next-Hop: gre_trunk
SNAT: none



) Add Policy Route 2%
(T Show Advanced Settings (5] Create new Object~
Configuration
[¥] Enable
Description: (Optional)
Criteria
User: any A
Incoming: any (Excluding ZywALL) ¥
Source Address: LAN1_SUBNET v
Destination Address: remote_11 N/
DSCP Code: any \/
Schedule: none .
Service: any N7
Next-Hop
Type: Trunk N/
Trunk: gre_trunk \/
[ ok J[ cancel |

Step5. Add two GRE tunnels on the USG2. Go to CONFIGURATION > Tunnel.
a. Add first tunnel
IP Address: 10.0.0.3, Subnet Mask: 255.255.255.0

My Address: WAN1, Remote Gateway Address: 192.168.1.33
é) Add Tunnel 2%
(T Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunnelo
Zone: TUNNEL v B
Tunnel Mode: GRE 7

IP Address Assignment

IP Address: 10.0.0.3
Subnet Mask: 255.255.255.0
Metric: 0 0-15)

Gateway Settings

My Address
[ werace wan1 ¥ DHOP Cllent — 192.166 3 331255 255 2550 |
D IP Address
[ Remote Gateway Address: 192.168.1.33] |

Place a check in the Enable Connectivity Check checkbox. Ensure that the Address is the remote GRE
tunnel interface.



&) Add Tunnel 2%
(T Show Advanced Settings

Egress Bandwidth: 1048576 Kbps
Connectivity Check

[¥] Enable Connectivity Check
Check Method: icmp ~7
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fal Tolerance: 3 (1-10)
Check this address: I 10.0.0.1| (Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

[ ok ][ cancel

b. Add Second tunnel
IP Address: 10.10.0.4, Subnet Mask: 255.255.255.0
My Address: WAN2, Remote Gateway Address: 192.168.2.33

<) Edit Tunnel 2%
() Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunnell
Zone: TUNNEL >~ B8
Tunnel Mode: GRE N

IP Address Assignment

IP Address: 10.10.0.4
Subnet Mask: 255.255.255.0
ju) U A

Gateway Settings

My Address
[o nterace wan2 ~ ] DHCP client— 192.168.4.33/255.255.255.0 |
© IP Address

| Remote Gateway Address: 192.168.2.33 |

Place a check in the Enable Connectivity Check checkbox. Ensure that the Address is the remote GRE
tunnel interface.



) Edit Tunnel

[ B3
[TE) Show Advanced Settings
Connectivity Check
[¥] Enable Connectivity Check
Check Method: icmp v
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this address: 10.10.0.2 (Domain Name or IP Address)
Related Setting
Configure WAN TRUNK
Configure Policy Route
[ 0K ] [ Cancel ]

Step6. Add a GRE tunnel trunk on USG2. Go to CONFIGURATION > Network > Interface > Trunk.

gre_trunk member:

tunnelO: Active
Tunnell: Passive

CONFIGURATION

T¥ Quick Setup

= MNetwork
.
Routing
DDMNS
MNAT
HTTP Redirect
ALG
IPMAL Binding
DNS Inbound LB
Web Authentication
1 Security Policy
= VPN
+ |PSecVPN
+ S5LVPN

Port Role I Ethernet l PPP I Cellular l Tunnel I WLAN I Bridge ] Trunk .
|[E Show Advanced Settings|

Configuration

[] Disconnect Connections Before Falling Back [

Default VWAN Trunk
Default Trunk Selection
@ SYSTEM_DEFAULT_WAN_TRUNK
() User Configured Trunk

User Configuration

# Mame Algaorithm

+ L2TP VPN Page of 1| # Pl | Show|50 |aa|items
+ B
) Add Trunk 2%
Name: gre_trunk
Load Balancing Algorithm: Least Load First N/
Load Balancing Index(es): Outbound N
© Add =2Edit W Remove gNMove
# Member Mode Egress Bandwidth
1 "tunnel0 ” Active 1048576 kbps

Step 7. Add two IPSec VPN tunnels on USG2. Go to CONFIGURATION > VPN > IPSec VPN.



a. Add two VPN Gateways.
First VPN Gateway
My Address: wanl, Peer Gateway Address: 192.168.1.33
Pre-Shared Key: 12345678

<2 Add VPN Gateway
[TH) Show Advanced Settings 5] Create new Object~
[¥] Enable

VPN Gateway Name: GREO_GW

IKE Version
@ IKEV1

© IKEV2

Gateway Settings

My
| @ Interface wanl v DHCP client - 192.168.3.33/255.255.255.0

© Domain Name / IPv4

Peer Gateway Address
|® staticagdress [l Primary 192.168.1.33 |

Secondary | 0.0.0.0

[] Fall back to Primary Peer Gateway when possible

© Dynamic Address B8

Authentication

| @ Pre-Shared Key sesscsee ]

Second VPN Gateway
My Address: wan2, Peer Gateway Address: 192.168.2.33
Pre-Shared Key: 12345678

. Add VPN Gateway

[Tf] Show Advanced Settings (=) Create new Object~
7] Enable

VPN Gateway Name: GRE1_GW

IKE Version
@ IKEv1

© IKEv2
Gateway Settings

My Address
| @ Interface wan2 7 DHCP client —- 192.166.4.33/255.255.255.0 |

() Domain Name / IPv4

Peer Gateway Address
| @ StaticAddress [ Primary 192.168.2.33

Secondary | 0.0.0.0

[] Fall back to Primary Peer Gateway when possible

© Dynamic Address [

Authentication

| @ Pre-Shared Key eseoseed 1

b. Addtwo VPN Connections.
First VPN connection
Application Scenario: Site-to-Site
VPN Gateway: GREO_GW
Local policy: 192.168.3.33
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Remote policy: 192.168.1.33
Enable GRE over IPSec

./ Edit VPN Connection GREO_Conn
=) Hide Advanced Settings (=] Create new Object~

General Settings

[¥] Enable

Connection Name: GREO_Conn
7] Nailed-Up

[ Enable Replay Detection

[] Enable NetBIOS broadcast over IPSec
MSS Adjustment

© Custom Size

@ Auto

VPN Gateway
Application Scenario
@ Site-to-site
©) Site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

IVPN Gateway: GREO_GW ¥ wan1 192.168.1.33,0.0.0.0 I

-7 Edit VPN Connection GREO_Conn
("] Hide Advanced Settings .= Create new Object~

Policy
Local policy: local_gre0 ¥ HOST, 192.168.3.33
Remote policy: remote gre0 V. HOST. 192.168.1.33

| [#] Enable GRE over |pseu|

"] Paolicy Enforcement

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP "
Encapsulation: Tunnel v
Proposal ©Add B
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none >~ B

Related Settings

Zone: IPSec_VPN >~ B

G

Second VPN connection

Enable Nailed-Up

Application Scenario: Site-to-Site
VPN Gateway: GRE1_GW

Local policy: 192.168.4.33
Remote policy: 192.168.2.33
Enable GRE over IPSec
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I Hide Advanced Settings (:=]Create new Object~

General Settings

[¥] Enable

Connection Name: GRE1_Conn
[7] Nailed-Up

[7] Enable Replay Detection

[T] Enable NetBIOS broadcast over IPSec
MSS Adjustment

© Custom Size
@ Auto

VPN Gateway
Application Scenario
@ Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)

() Remote Access (Client Role)

IVPN Gateway: TGREI_GW v | wan2 192.168.2.33,0.0.0.0 |

! Edit VPN Connection GRE1_Conn 2%

[=]Hide Advanced Settings (.%)Create new Object~

Policy

Local policy: local_grel ¥ HOST, 192.168.4.33
; 1 ~ HOST 192.1682.33

I [¥] Enable GRE over IPSec |

[] Policy Enforcement

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP 2%
Encapsulation: Tunnel %
Proposal © Add 2 |
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none v B3

Related Settings

Zone: PSec_VPN v @

./ Edit VPN Connection GRE1_Conn 20

Step 8. Add a policy routes on USG2. Go to CONFIGURATION > Network > Routing.
Source: LAN1_Subnet
Destination: Remote subnet
Next-Hop: gre_trunk
SNAT: none
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) Add Policy Route

Show Advanced Settings =) Create new Object~

Configuration

Enable

Description: (Optional)
Criteria

User: any ™

Incoming: any (Excluding ZyWALL) |¥

Source Address: LAN1_SUBNET 7

Destination Address: remote_10 7

DSCP Code: any v

Schedule: none e

Service: any s
Next-Hop

Type: Trunk .

Trunk: [ gre_trunq :\

OK

J

cancel |
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Scenario 7 - Deploying SSL VPN for Tele-workers to Access Company Resources —=SSL VPN
with Apple Mac OS X

7.1 Application Scenario

Tele-workers who work away from the office, sometimes need to access company resources in a secured way.
USG supports hybrid VPN for client dial-up, and provides an SSL VPN function, which allowing tele-workers to
access company resources through a secured VPN tunnel with little effort. All they need on their PC is a browser,
and it only requires installation of additional SSL SecuExtender software. Besides, in SSL VPN, the network
administrator can define different access rules to allow different users to access different company resources.
In the USG 4.10 firmware, we have extended support for SSL VPN with Apple Mac OSX.

For example, the network administrator can configure an SSL VPN rule to allows the administrator to remotely
control company servers by RDP or VNC through an SSL VPN tunnel. The administrator can also configure an
SSL VPN Full tunnel rule to allow sales people to remotely access company file-share resources to conduct their
daily tasks.

Televadmin | =
Tom

Mac 0SX

Sales = S e
—— R
Chris T VNC Applcation
MacOsX |

l Full tunnel

7.2 Configuration Guide

Step 1. Go to Configuration > Object > Address, add address object with “ssl_pool” (range
192.168.1.0”192.1678.1.10).
ZyXEL uscso —

CONFIGURATION Address Group
¥ Quick Setup

Welcome admn | Logout  PHelp ZAbout ¥Site Map (2Object Reference ' Console

IPv4 Address Configuration

@ Licensi

— @ Wireless =
_ D Add [/ Edt Wl Remove [G8 Object Reference
L{’B = ©add [AEde W )
+ Web Authentication # | Namea Type 1Pv4 Address Reference
& Security Policy 1 DMZ_SUBNET INTERFACE SUBNET dmz-192.168.3.0124 0
@ VPN 2 IP6tod-Relay HosT 192.88.99.1 0
- BWM 3 LAN{_SUBNET INTERFACE SUBNET 1an1-192.168.1.0124 1
@ UTM Profile
4 LAN2_SUBNET INTERFACE SUBNET 1an2-192.158.2.0124 2

© Object
- Zone
+ UserfGroup 6 subnef_branch SUBNET 192168.10.0/24 1
~ AP Profile 7 vian1 SUBNET 192168.1.0/24. 1

~ Application
~ Address

~ Semvice

~ Schedule

+~ A#AServer
~ Auth. Method

Page[l |of1| b »l | show[50 |v|tems Displaying 1 - 7 of 7

Step 2. Go to Configuration > Object > User/Group, add an SSL VPN user account, e.g. “test”.
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PHelp Z About ¥ Site Map (RObject Reference & Console

. Welcome admin | Logout
ZyXEL usca

CONFIGURATION

'T¥ Quick Setup
ing
reles

Configuration

) Network e =
Web Authentication #a UserName User Type Description Reference
1 admin admin Administration account 1
2 Idap-users ext-user External LDAP Users o
3 radius-users ext-user External RADIUS Users 0
4 ad-users ext-user External AD Users 0
5 user-phone admin Local User 1
[ user-pc admin Local User 1
7 test user LocalUser | 1
{ | Page of 1| » bl Show/50 |+ items Displaying 1 - 7 of 7

-+ Auth Method
- Certificate

Step 3. Go to Configuration > Object > SSL Application, add a web link with the URL for the SSL VPN client
to access.

' Edit SSL Application Test

(5] Create new Object~

Object

Type: Web Application

Web Application

Server Type: Weblink

Name: Test

URL: http://192.168.4.34

Step 4. Go to Configuration > VPN > SSL VPN > Access Privilege
(1) Add one SSL VPN rule and select User/Group Objects with “test” and SSL Application “Test” which you
have already created.

&) Edit Access Policy
(=) Create new Objectr
‘Configuration
Enable Policy
Name: test
Zona: S5L_VPN ¥ a8

Description: New Create (Opticnal)

User/Group

Selectable User/Group Objects Selected User/Group Objects
=== Object === === Object ===

admin
Idap-users

radius-users
ad-users

SSL Application List {Optional)
Selectable Application Objects Selected Application Objects

G

(2) Enable Network Extension (Full Tunnel Mode). Choose the Assign IP pool with “ssl-pool” which you
already create.
In the Network List, selected LAN1_Subnet.
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) Edit Access Policy Tix
= Create new Object~

Network Extension (Optional)

| Enable Network Extension (Full Tunnel Mode) |

[C] Force all client traffic to enter SSL VPN tunnel [
[] MetBIOS broadcast over SSL VPN Tunnel

| Assign IP Pool: ssl_pool | [ RAMGE 192.168.1.0-192.168.1.10
DNS Server 1: [none [~
DNS Server 2: none >
WINS Server 1: none 2
WINS Server 2: none -’

Netwaork List

Selectable Address Objects Selected Address Objects
DMZ_SUBNET
IP6tod-Relay I

vianl

subnet_branch
1 ANZ SUBNFT

Gz

Step 5. Establish an SSL VPN on Apple Mac OS X
(1) When establishing an SSL VPN on Apple Mac OSX, the Status will become “Connected”, and you can

check the IP address information in the details.

In the first tab — “Traffic Graph”, it will automatically scale to match the maximum traffic rate.

r'i__'\
( } 192.168.105.232 v

| 0 Status: Connected
E‘) Connected Time: 5 minutes, 26 seconds

‘ @ Client IP: 192.168.1.3
@ ServerIP: 192.168.105.232
DNS: 192.168.200.1

WINS: 192.168.105.1
Routefs: 192.168.1.0/24, 192.168.3.0/24,
192.88.99.1/32, 192.168.25.0/24,

10.59.0.0/24

T, ] RTR—

M In:0B/s B Out: 0 Bfs

(2) In the second tab — “Traffic”, lists total data amounts that have passed through the VPN network
adapter. These values are reset each time the connection is re-established.
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800 Details

I O status: Connected
© Connected Time: 58 seconds
@ Client IP: 192.168.1.2
@ Server IP: 192.168.105.232

DNS: 192.168.200.1
WINS: 192.168.105.1
Route/s: 192.168.1.0/24, 192.168.3.0/24,
192.88.99.1/32, 192.168.25.0/24,

10.59.0.0/24

(R, | WE—

Network Traffic Statistics

TCP/UDP In: 666.00 B TUN/TAP In: 666.008B

TCP/UDP Out: 441.008 TUN/TAP Out: 441.008B

(3) In the third tab — “Log”, the log will contain important information if you are having trouble connecting.

800 Details
o

( } 192.168.105.232 v
) Status: Connected
() Connected Time: 1 minute, 12 seconds
@ Client IP: 192.168.1.2
@ Server IP: 192.168.105.232
DMS: 192.168.200.1
WINS: 192.168.105.1
Route/s: 192.168.1.0/24, 192.168.3.0/24,
192.88.99.1/32, 192.168.25.0/24,
10.59.0.0/24

s R

Mar 25 11:32:12 IPv4 route created: 192.168.25.8,
255,255.255.8, 192,165.200,1

Mar 256 11:32:12 IPv4 route creqted: 18.59.8.8,
255,265 .255.8, 192.1658.200.1

Mar 26 11:32:12 DNS mode set to Split

Mar 26 11:32:12 State changed to Connected

Clear Save Log...
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Scenario 8 — Reserving Highest Bandwidth Management Priority for VolP traffic

8.1 Application Scenario

In an enterprise network, there are various types of traffic. But the company Internet connection bandwidth is
limited to a specific value. All this traffic will contend to use the limited bandwidth, which may result in some
important traffic, for example, VolP traffic getting slow or even starved. Therefore, intelligent bandwidth
management for improved productivity becomes a matter of high concern for network administrators. ZyXEL
USG provides Bandwidth Management (BWM) function to effectively manage bandwidth according to different
flexible criteria.

VolP traffic is quite sensitive to delay and jitter. Therefore, in an enterprise company, VolP traffic should usually
be awarded the highest priority over all other types of traffic.

VoIP traffic

Other traffic =

VoIP traffic has highest
priority on both directions

..... T~ 7l Internet

8.2 Configuration Guide

Step 1. Go to Configuration > Network > ALG, enable SIP ALG.

ZyXEL UsSG40wW 7&

CONFIGURATION
¥ Quick Setup

Welcome admin | Logout  ‘PHelp Z About 4 Site Map

SIP Settings

& WIEEES Enable SIP ALG
= Metwork
. Interface [] Enable SIP Transformations
+ Routing Enable Configure SIP Inactivity Timeout
. EE:“ SIP Mediz Inactivity Timeout : 120 (seconds)
+ HTTP Redirect SIP Signaling Inactivity Timeout : 1800 (seconds)
y [7] Restrict Peerto Peer Signaling Connection
~ UPnP
+ IPMAC Binding [7] Restrict Peerto Peer Media Connection
+ DNS \nbnynq LB SIP Signaling Port ©Add = o
+ Web Authentication
= Security Policy # Port «
= VPN 1 5060
- BWM
= UTM Profile H.323 Settings

[[] Enable H323 ALG
[7] Enable H.323 Transformations
H.323 Signaling Port : 1720 (1025-65535)
Additional H.322 Signaling Port for Transformations : (1025-65535) (Optional)

Step 2. Go to Configuration > BWM > enable BWM and enable Highest Bandwidth Priority for SIP Traffic >

Apply.

Enabling Highest Bandwidth Priority for SIP Traffic forces the device to give SIP traffic the highest bandwidth
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priority. When this option is enabled the system ignores the bandwidth management settings of all application
patrol rules for SIP traffic and does not record SIP traffic bandwidth usage statistics.

Welcome admin | Logout  ‘PHelp Z About % Site Map [20bject Reference & Console @ aLI

ZyXEL uscaow

CONFIGURATION
‘I Quick Setup

BWM Global Setting

BICr Enable BN
X = Network
+ Interface Enable Highest Bandwidth Priarity for SIP Traffic E
+ Routing
- DDNS Configuration
- NAT > "
- HTTP Redirect ©Add [ Edt W @ g oM
+ ALG Status Prio.. Description  BWM Type | User Schedule Incoming Int... Outgeing Int. Source Destination DSCP.. Senice BWM In/Pri/Qut. . | DSCP Marking
» UPnP def.. shared any none any any any any any Obj:any nal7ino/7 presemve/pr...
+ IP/MAC Binding
by [4 4 |Page of1| F Kl | Show|50 | |items Displaying 11 of 1

+ DNS Inbound LB
~ Web Authentication

@ Log & Report
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Scenario 9 - Reserving Highest Bandwidth Management Priority for a Superior User and
Control Session per Host — BWM Per IP or Per User

9.1 Application Scenario

In an enterprise network, there are various types of traffic. But the company Internet connection bandwidth is
limited to a specific value. All this traffic will contend to use the limited bandwidth, which may result in some
important traffic. Therefore, intelligent bandwidth management for improved productivity becomes a matter
of high concern for network administrators. USG provides Bandwidth Management (BWM) function to
effectively manage bandwidth according to different flexible criteria.

In the USG 4.10 firmware, we have extended the BWM function for a superior user and control session per host
by only adding one rule. Then the USG can control Per IP or Per User to use the limited bandwidth individually.
Among all the traffic in the company network, sometimes we need to a assign higher priority to some superior
users to keep their important work going on smoothly. For example, the general managers need to surf the
Internet smoothly to conduct their daily tasks. Therefore, the network administrator should use the bandwidth
management function to prioritize the managers’ Internet traffic, and guarantee a minimum bandwidth for
their own traffic by IP address or by user account.

9.2 Configuration Guide
BWM Per IP
Step 1. Go to Configuration > BWM > add the policy to limit the Bandwidth by BWM type —Per-Source-IP.
(1) BWM Type : Per-Source-IP, Source: LAN1_SUBNET
Note: Object source IP address must belong to class C range which amount can’t over 256 users.
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9 Add Policy
(=] Create new Object~
Configuration
Enable
Description:
BUYM Type:

Criteria
User:
Schedule:

Incoming Interface:

Outgoing Interface:

(Optional)

© Shared

® Per-Source-IP

© Peruser

any

any

Source:

LAN1_SUBNET

Destination:
DSCP Code:
Service Type:

Service Object:

&) Add Policy
{=1Create new Object

Service Object:

DSCP Marking

DSCP Marking

Bandwidth Shaping

Tany

any
® Senvice Object © Application Object

any v

s

Inbound Marking: preserve

Outbound Marking: preserve

Guaranteed Bandwidth

Inbound: 2000 kbps (0 disabled) Priority:

Qutbound: 2000 kbps (0 disabled) Priority:

Related Setfing

Log

CONFIGURATION

‘14 Quick Setup
BW Global Setting

Enable BWM

Configuration

Step 2. Go to Configuration > BWM > Enable BWM function.
ZyXEL usca - -

Welcome user-phone | Logout

[7] Enable Highest Bangwidth Priority for SIP Traffic

UTM Profile ©add [FEde W @ oM

Object Status | Prio..  Description BWM Type | User Schedule | Incoming Int . QutgoingInt . Source Destination | DSCP.
Zone @ 1 per-sour... any none any any alANT .. any any
User/Group
AP Profile def shared any none any any any any any
Application 4 4 Ipage[t Jof1| b bl |Show(50 [v|tems

Auth. Method
ficate
ount
Application

Senice
Obj:any
Obj:any

PHelp ZAbout ¥FSteMap [SObjectReference &

BWM In/Pri/Out.

20001/2000M1
neTinol?

Step 3. Use the PC’s IP address of “192.168.1.33” to connect to the USG.

Visit the website http://www.spe

edtest.net/ to test the speed.

The test result is around 2 Mbps, which is the same as our setup to manage per source IP 2 Mbps.

DSCP Marking
presenvelpr
presenve/pr

Displaying 1 - 2 of 2



http://www.speedtest.net/

@ PING 0 DOWNLOAD SPEED @ @ UPLOAD SPEED

1 8 ms 1 9] Mbps 1 89 Mbps
(W SHARE THIS RESULT

Are you on
CHTD, Chunghwa Telecom Co.,
: Ltd.?

Take our Broadband Internet Survey!

GET A FREE OOKLA SPEEDTESTFACCOUNT

Your Email Address

L=l

Being logged in would allow you to
start a Speed Wave here!

V11434247205 _

Taiwan'Fixed Network

Step 4. Use the PC’s IP address of “192.168.1.40” to connect to the USG.
Visit the website http://www.speedtest.net/ ” to test the speed.

i DOWNLOAD SPEED © UPLOAD SPEED
S 17 O 1790 ® 189 o
i SHARE THIS RESULT ‘

Are you on
CHTD. Chunghwa Telecom Co..
Ltd.? ' -

Take our Broadband Internet Survey!

= Search for More Speed

Taiwan Fixed Network

BWM Per User-
Step 1. Go to Configuration > Object > User/Group.
(1) Add one user name as “user-phone”, and add another user name as “user-pc”.

The test result is around 2 Mps, which is the same as our setup to manage per source IP 2 Mbps.
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http://www.speedtest.net/

T — Welcome admin | Logout ‘PHelp Z About ¥ Site Map (RObject Reference & Console
ZyXEL uscao

commcumson

¥ Quick Setup

Configuration
@Add [ZEdit T R erence
b Authentication #+ | UserName User Type Description Reference
curity Policy 1 admin admin Administration account 1
2 Idap-users ext-user External LDAP Users 0
3 radius-users ext-user External RADIUS Users 0
UTM Profile
Object 4 adusers extuser External AD Users 0
= 5 user-phane admin Local User 1
+ UserlGroup 6 admin Local User 1
AP Profile

b bl Show 50 |w |items
Application

Addre
rvice
hedule
AN/ er
Auth. Method
riificate
Account
L Application
m
eport

Displaying 1 - 6 of 6

(2) Add these two accounts “user-phone” and “user-pc” into the group as “user_local”.

| Edit Group user_local

Configuration

Name: user_local

Description: I I (optional)

Member List

Available

=== Object ===
ad-users
Idap-users

radius-users
test

Step 2. Go to Configuration > BWM > Add the policy to limit the Bandwidth by BWM type — Per user.
(1) BWM Type : Per user, User: user_local

) Add Policy
{i=1Create new Object~

Configuration

Enable

Description: (Optional)

BWM Type: @ Shared © Per-SourceP

Criteria

User: user_local

Schedule: [none

Incoming Interface:

Outgoing Interface:

Source:

Destination: B3

DSCP Code: B3

Service Type: @ Service Object © Application Object

(2) Inbound=2000Kbps, Out bound=2000Kbps, Priority =1



| © Add Policy
(B1Create new Objectv

Service Object:

DSCP Marking

DSCP Markng Inbound Marking: [preserve v |
Outbound Marking: preserve |v|

Bandwidth Shaping

Guaranteed Bandwidth Inbound: 2000 Kbps (0 disabled) Priority:

[0 Maximize Bandwidth Usage Maximum: |0 ™ kbps

|0uthound: kops (0 disabled) Priority:

[T Maximize Bandwidth Usage Maxmume |0 1™ kbps

Related Setfing

e

Step 3. Go to Configuration > BWM > Enable BWM function.
Z_yXEL . Welcome user-phone | PHelp Z About ¥ Site Map (RObject Reference & Consol

CONFIGURATION

T¥ Quick Setup
BVUM Global Setting

Enable BWH

Enable Highest Bandwidtn Friority for SIP Traflic [
Configuration

©Add [ Edit Wl Remove @ Activate @ Inactivate aMMove

Status Prio... | Description | BWH Type  User | Schedule  IncomingInt... | Outgoing Int... Source | Destination | DSCP... Senice | BWH InPriOut... | DSCP Marking
peruser  =userlo.. none any any any any any Obfany 20001/2000/1  presenveipr
def. shared  any none any any any any any  Oojany  noffmer presereipr.
14 4 [Page[t Joft| b | Show[50 |vitems Displaying 1 -2 of 2

Step 4. Verify with the “user-phone” account.
(1) Enter the “user-phone” user name and password and Login.

user-phone

[ Note:
1. Turn on Javascript and Cookie setting in your web browser.

2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

(2) Visit the website “ http://www.speedtest.net/ ” to test the speed.

The test result is around 2 Mbps, which is the same as our setup to manage per user 2 Mbps.


http://www.speedtest.net/

-

S

PING

18 ms

<om Co., Ltd.
to ur ISP

o DOWNLOAD SPEED @ UPLOAD SPEED

1 90 Mbps 1 90 Mbps

(W SHARE THIS RESULT

Are you on
CHTD. Chunghwa Telecom Co.,
Ltd.?

Take our Broadband Internet Survey!

GET A FREE OOKLA SPEEDTESTACCOUNT
Your Email Address

[ L=

Being logged in would allow you to
start a Speed Wave here!

TEST AGAIN EW.SERVER) ™ .

Taiwan'Fixed Network
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Scenario 10 - Using USG to Control Popular Applications —APP Patrol

10.1 Application Scenario

In the company, the network administrator will need to control access to the Internet for internal managers
and employees. The USG’s Application Patrol function can take corresponding actions according to the
configuration in App Patrol. For example, if the general managers need to execute the Teamviewer application
to access the customer’s side to conduct their daily work, then the network administrator can use the Firewall
to drop other employee that are not allowed to use this type of application, and allow only managers to
execute Teamviewer application.

Managers

—

10.2 Configuration Guide

Step 1. Go to Configuration > Object > Application > Add Application Rule
For example

Name: Teamviewer

' Edit Application Rule Teamviewer

Name: Teamwviswer

Description: [new create | (Optional)
@ndd I
# Category Application
| | Page of 1| b bl | show|50 |v|iems No data to display

NOTE: You need to register the IDP/App Patrol license to use App Patrol.

Step 2. Please add Application Object > Search By Service > insert “teamviewer” > select all to control all
teamviewer applications > and then click on the OK button.
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) Add Application Object 2{%

Query
Search: By Service A teamviewer Search
Query Result

Application

[4 4 paget |of1| b Pl | Show 50 |+ |items Displaying 1 - 2 of 2

[ oK ] [ Cancel

Step 3. Go to Configuration > UTM Profile > App Patrol > Profile > Add rule
For example
Name: teamviewer_rule.

|+ Edit Rule teamviewer_rule

General Settings

Hame: teamviewer_rule
T

Description:

Profile Managemant

@ add [FEdit [l Remove

# | Application « Action Log
{

[ | Page of1| b bl | Show[50 |+ itemsNo data to display

Step 4. Go to Profile Management > Add Application

For example

Application: choose the application object of “Teamviewer” which you have already created.
Action: drop

Log: log > ok.



) Add Application

General Settings

Application: Teamviewer
Action: drop

Log: log

Step 5. Go to Configuration > Security policy > Policy Control > Policy > Add corresponding > Enable rule
For example

Name: teamviewer_drop

From: LAN1

UTM Profiles: Enable Application Patrol: choose the application profile of “teamviewer_rule” which you
have already created.

Log: by profile > ok > Enable Policy Control, and then App Patrol will work.

7 Edit Policy1
{i51Create new Object~

Enable

Name: teamviewer_drop

Description: i T (optional)

| From: LAN " |

Tor Tany (Excudng ZyWALL) |

Source: v
Destination:

Service:

User:

Schedule:

Action:

Log matched traffic:

UTM Profiles

Application Patrol: | teamviewer_rule Log: | by profie v|
Content Fiter: [none [

Step 6. Connect to the PC under USG LAN1, then teamviewer application will not open.
But from other interface can, it can open.
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Connection Extras Help

«?* Remote Control

Free license (non-commercial use only} - Administrator

Allow Remote Control

Please tell your partner the following ID
and password if you would like to allow
remote control.

Your ID =

:

Use your personal password to access this
computer from anywhere,

Personal
aseeeeeeew
Password

I Mot ready. Flease check your connection

Control Remote Computer

Please enter your partner's ID in order to
control the remote computer,

Partner ID
| v

i@ Remote control
) File transfer

Computers & Contacts
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Scenario 11 - Configure Unified Policy (Firewall Policy + UTM Profile)

Introduction:

The unified policy is merging with firewall rule and UTM functions. The flow will check the firewall rule first,
and then check the UTM function. If the packets are already dropped by the firewall rule, then it will not
check the UTM rule any more. The behavior of policy control is to check for the Initiator source IP address.
For example, if you would like to block LAN1 users from downloading file from the Internet, then you
should block From: LAN, To: WAN, Service: FTP, Action: deny.

If the packets are already dropped by the firewall rule, then it will not check the UTM rule any more.

(2 Add corresponding 2fx

(5] Create new Object~

Enable

Name: test
Description: (Optional)
From: LANT
To: WAN
Source: any
Destination: any
Service: any
User: any

Schedule: none

Action: deny

3 S RIS )

Log denied traffic: no

If the packets are allowed by the firewall rule, then you can select the UTM profile to control sessions.
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) Add corresponding B
(.5 Create new Object~
Enable
Name: tast
Description: (Opticnal)
From: LANL 7
To: WAN R
Source: any v
Destination: any v
Service: any v
User: any v
Schedule: nang id
Action: allow W
Log mitched traffic: no P
I UTH Profile
] Application Patrol: none 7
O content Fiter: none i
O 1p: none g
O Antivius: none -
B Anti-Spam: none >
[ ssL Inspection: none hd |

11.1 Application Scenario

The customer wants to block Skype and all social networks in LAN1.

iV

11.2 Configuration Guide

(1) Add a Skype object in Application.
Go to Configuration > Object > Application, and click on the “Add” button.

|7 Edit Application Rule skype

Name:

sioype

Description: New Create (Optional)

@add W
# ‘ Category Application
[T Voice over IP Skype (authority) I
2 Voice over IP Skype (media)
3 Voice aver IP Skype (connect)
TI0 1 (Page|L |of1| » VI | Show|50 |wv|ftems Displaying 1 -3 of 3 |

Gt

(2) Add to the App Patrol profile



Go to Configuration > UTM profile > App Patrol, and click on the “Add” button to add the application
object into the profile.

7 Edit Rule Drop_Skype

General Settings
Name: Drop_Skype
Description:

Profile Management

©Add [4Edit T Remove

Application Action Log

14 4 |Page[l Jof1| » Pl | Show(50 |v|itertisplaying 1-1of 1

Add a social network in Content Filter function to drop social networks.
7 Edit Filter Profile Social_network 7%
Category Service | Custom Service |

General Settings

License Status: Licensed

License Type: Standard

Name: Social_netwark

Description: (Optionaly

Enable Content Filter Category Service

Action for Unsafe Web Pages: Wamn > Log
Action for Managed Web Pages: Block > Log |
Action for Unrated Web Pages: Warn > Log
Action When Categary Server Is Unavaiable: | warn ~ Log

Select Categories

Select All Categories Clear All Categories

Security Threat (unsafe)

Anonymizers Botnets Compromised

Malware Network Erors Parked Domains

Phishing & Fraud Spam Sites

Managed Categories

(4) Add a SSL inspection rule to drop the SSL web site to access the social network.
Go to Configuration > UTM Profile > SSL Inspection > Profile, and click on the “Add” button to add a SSL
Inspection profile.

7 Edit Rule check_SSL_Web

General Settings
Name: check_SSL_web
Description:
CA Certificate: defaul
Action for connection with SSLv2: black Log: log alert

Action for connection with unsupported sut: block Log: [no

G

(5) Add the policy control rule to drop Skype and social networks from LAN1 subnet.
Go to Configuration > Security Policy > Policy control > Policy, and click on the “Add” button to add the
rule, and select the objects into this rule.
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&) Add corresponding

{51 Create new Object~
Enable
Hame:
Description:
From:
Ta:
Sourca:
Destination:
Service:
User:
Schedule:
Action:
Log matched traffic:

UTM Profile

=

Content Filter:
IDP:

Anti-Virus:
Anti-Spam:

SSL Inspection:

‘Application Patral:

Drop_SKYPE_Social N

none
allows

no

Drop_Skype
Social_network
none

none

none

check_SSL_Web

(Optional)
~
~

v

by profile g

by profile v

by profile g

After configuring these rule, then you can drop Skype and all of the social networks successfully.
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Scenario 12 - Block HTTPS Websites by Content Filter

Introduction:

The Content Filter function can distinguish between websites by categories. Since the Content Filter does
not know that the traffic has already been encrypted, so the HTTPS websites cannot be detected. But now
can we use the “SSL Inspection” function to decrypt the packets, and then to block it.

After enabling the SSL inspection, clients only need to import the certificate generated by the USG,
because the USG has become a proxy to help to verify these HTTPS websites, so client only needs to trust
the USG.

WebdSite

Wehsite Certificate
USG Cerificate

After using the SSL inspect function, HTTPs traffic can detect it well by the Content Filter function.

12.1 Application Scenario

Block the search engine in the internal website.

12.2 Configuration Guide

(1) Create an object in SSL inspection function.
Go to Configuration > UTM Profile > SSL Inspection > Profile, and click on “Add” to add an SSL Inspection
object.

|+ Edit Rule Block_Search_Engien

General Settings
Name: Block_Search_Engien
Description:
CA Certificate: default
Action for connection with S5L v2: block

Action for connection with unsupported suit: pass

(2) Create a Content Filter object on the device.
Go to Configuration > UTM Profile > Content Filter > and click on “Add” to create a Content Filter profile.
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The default setting of “Action Managed Web Page” is “Block”.

7 Edit Filter Profile Search_Engine 2%

Category Service Custom Service

General Settings

License Status: Licensed

License Type: Standard

Mame: Search_Engine

Description: (Optional)

Enable Content Filter Category Service

Action for Unsafe Web Pages: warn 7 [0 Log
Action for Managed Web Pages: Block v [0 Log
Action for Unrated Web Pages: Warn > 7] Log
Action When Category Server Is Unavailable: Warn v [0 Log

Select Categories

[C] Select All Categories [F] Clear All Categaries

Security Threat (unsafe)

Anonymizers Botnets Compromised
Malware MNetwaork Errors Parked Domains
[F1 Phishinn & Frand [ Snam Sites

In the Managed Categories select “Search Engines/ Portals” to block the search engine.
~ Edit Filter Profile Search_Engine 2lx

Category Service Custom Service
Niahaged Laregories

[[] Advertisements & Pop-Ups [C] AlcoholTobacce [] Atz

[[] Business [] Transportation [C] Chat

[C] Forums & Mewsgroups [C] Computers & Technalogy [C] Criminal Activity

[] Dating & Personals [[] Download Sites [[] Education

[] Entertainment [] Finance [7] Gambling

[F] Games [[] Government [] Hate & Intolerance
[] Health & Medicine [F] Megal Drugs [] Job Search

[] streaming Media & Downloads [7] MNews [ Non-profits & NGOs
[C] Nudity [C] Personal Sites [] Politics

[[] Pornography/Sexually Explicit [[] Real Estate [] Religion

[[] Restaurants & Dining [C] Shopping

[[] Social Networking [C] Sports [] Translators

[] Travel [ viclence [[] Weapons

[] Web-based Email 7] General [] Leisure & Recreation
[F] Cults [] Fashion & Beauty [] Greeting Cards

[F] Hacking [C] Negal Software [] Image Sharing

[] Information Security [] Instant Messaging [[] Peerto Peer

[] Private IP Addresses [[] School Cheating [[] SexEducation

[[] Tasteless [C] Child Abuse Images

(3) After Create SSL Inspection and Content Filter profiles, then go to the Policy Control function to setup
the rule.

Go to Configuration > Security policy > Policy control and click on the “Add” button to add the rule.

After you setup a session orientation, then you can setup the UTM profile.

In this example, after you select the profile that you added in this rule, then the end user will not be able to

access the search engine any more.
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" Edit Policyl R ES
=] Create new Objectr

Enable
Mame: Block_Search_Engine
Description: (Optional)
From: any v
To: any (Excluding ZyWALL) |~
Source: any ¥
Destination: any v
Service: any >
User: any ¥
Schedule: none v
Action: allow v
Log matched traffic: no v
UTM Profile
[T1  Application Patrol: none v
| Content Filter: Search_Engine Ra Log: | by profie "l
O p: "none 54
[ Anti-Virus: none o
O anti-Spam: none b
| SSL Inspection: Block_Search_Engine v Log: | by profie 7 |

Verification: Access to https:yahoo.com

€« C ff (& beps//yahoo.com

Web access is restricted. Please contact the administrator. (Search Engines
and Portals)

(If vou feel this site has been improperly categorized, please visit here to submit a review.)

&7
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Scenario 13: Single Sign-on with USG and Windows Platform

13.1 Application Scenario

When the employee’s PC is connected to the company’s network, usually he needs to login to the domain
first, and then login to the USG with the same username and password again, to pass the web
authentication before accessing the Internet and the company’s resources. With Single Sign-On agent
integrated with Microsoft Active Directory, the SSO Agent sends authentication information to the USG to
let users automatically get access to permitted resources. Users just need to login to the domain once and
have access to the Internet and company internal resources that they are authorized to access directly
without being prompted to login again.

Domain Controller

3. 550 Agent
7. Access 5. USG send ACK guery group info
Internet to S50 Agent . i from DC R
1 4. 550 forward 2. DC forward Mi ft
6. User attempts user logininfo S5O Agent  yser login info to A[;c;oso
to send traffic to USG SSO Agent erver
through USG -t T

1. User login to the domain
User

13.2 Configuration Guide

Network conditions

WAN: 59.124.163.151

LAN 1:192.168.1.0/255.255.255.0

Domain Controller (Windows Server 2008 R2): 192.168.1.34
Client’s laptop: 192.168.1.33

Goals to achieve
The user logs into the domain once and is able to access the Internet directly without specifying the
username and password in the web browser.

Domain Controller Configuration
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1. Go to Active Directory Users and Computers to create a new domain account and add it to the group
of "Domain Admins".

Example: ssoadmin
Create some domain users.
Example: Amy

File Action View Heb

‘;ie:x;:‘mmmm{mmm)
D B Actve Orectory Coman Servies {10008 Type Descipton _ l
= : Active Directory Users and Comput 7,A'mwmstumr User Buitn account for admey....
= 33 cs0.zyxel.com 5} Alowed RODC Password Reok... Security Group ... Members in this group can...
® ] Builtn I.; Ay User ]
@ ] Computers %, Cert Publishers Sequrity Growp ... Members of ths group are...
% 2] Domain Controders 52, Derved RODC Password Reph..,  Security Group ... Members in this group can...
# | ForegnSecunityPrincipals 8, Domain Adming Security Group ... Designated administrators., ..
# | Managed Service Accounts | 88, Domain Computers Security Group ... All workstations and serve...
| Users | 52, Domain Controliers Security Group ... All domain controliers in th...
i) [ Active Drectory Sites and Services | B2 Domain Guests Security Group ... All domain guests
@8 3 Network Policy and Access Services | §2 Domain Users Security Group ... All domain users
® @i Features 52 Enterprise Admins Security Growp ... Designated administrators...
B g Dagnostics R, Enterprise Read-orfy Doman .., Security Group ... Members of ths group are....
@ g} Configuration 82 Group Polcy Creator Ownars  Security Group ...  Mambers in this group can. ..
= Shrepe !. Guest User - account for guest ...
52 RAS and 1AS Servers Security Group ...  Servers in this group can ...
82 Read-crly Domain Controllers  Security Group ... Members of this group are..
_%amﬂ_mm&]mwmms.--
| & seoadmn User

SSO Agent Installation
1. Prepare the package of SSO Agent.
2. Install .NET Framework v4.0.30319 or above version.

| DothetFx40 3/24/2014 2:54PM File folder
| veredist_x86 3/24/2014 2:54PM File folder
| WindowsInstaller3_1 3/24/2014 2:54FM File folder

Double click “dotNetFx40_Full_x86_x64.exe”.
#23 dotMetFx40_Full_x86_x64
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3.

Rl "5 crosoft NET Frameworica Setwp =EY

Installation Progress N
Please wait while the .NET Framework is being installed. ﬁme_f_-

File security verification:

S —

All files were verified successfully.

Installation progress:

7

Installing .NET Framework 4 Client Profile

5 crosoft MET Frameworkasetwp ~Ex

Microsoft®

Installation Is Complete

.NET Framework 4 has been installed.

Check for more recent versions on i

Install Visual C++

| DotMetFx40 3/24/2014 2:54PM File folder
) weredist_x@6 3/24/2014 2:54PM File folder
J WindowsInstaller3_1 3/24/2014 2:54 FM File folder

Double-click on the “vcredist_x86.exe”.

&l veredist_x86
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Installation Progress

Please, wait while the Microsoft Visual C++ 2010 x86 Redistributable is being
installed.

=y A

o0

File security verification:

"T_|

All files were verified successfully.

Installation progress:

»

|

Installing Microsoft Visual C++ 2010 Redistributable

% Microsoft Visual C++ 2010 x86 Redistributable Setup

Installation Is Complete

Mw Microsoft Visual C++ 2010 x86 Redistributable has been

MK'.O - . .
Visual Studio® ™=*=*

website.

=101

ent versions of this package on

4. Double-click on "SSOAgentInstaller.exe" to install SSO Agent.

J DotMetFx40

J veredist_x86

. WindowsInstaller3_1
Eﬂ Cleaner
| install
) setup
@ 550AgentBoostraper

| (i) 550Agentinstaller |

i5 ssoagentsetup

Click on “Next” to proceed.

3/24/2014 2:54PM
3/24/2014 2:54 PM
3/24/2014 2:54 PM
3/12/2014 3:32PM
3/24/2014 3:17PM
3/21/2014 11:00 AM
3f12/2014 2:32PM
3/21/2014 12:03 PM
3/21/2014 11:00 AM

File folder

File folder

File folder
Application
Text Document
Application
Application
Application

Windows Installer P...

12KB
451KB
413 KB
6 KB
7/414KB
3,095 KB
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i SSO Agent Setup 3 =0 x|

Welcome to the SSO Agent Setup Wizard v

=)

The installer will quide you through the steps required to install SS0 Agent on your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel I < Back I Next > I

Select a folder or setup with default location and click on “Next”.

R

Select Installation Folder DI \

EN )

The installer will install SS0 Agent to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files (#86)\ZyXEL\SS0Agenth Browse... I
Disk Space... I

Install SSO Agent for yourself, or for anyone who uses this computer:

' Everyone

 Just me

Cancel | < Back | | Next > I

In this scenario, SSO Agent is installed on the Domain Controller.
Select “DC”.




it? SSO Agent Setup

Select Local Machine Type of SSO Agent
Installation

Click on “Next” to start the installation.
{i? SSO Agent Setup

Confirm Installation

A dialog box called “Set SSO Agent Service” will pop-up.
Enter the Domain\Username and password of the domain account that was created in Domain Controller
configuration. Click on "OK” to continue.
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Installing SSO Agent

Set SSO Agent Service

fi& SSO Agent Setup

Installation Completed

Earcel

SSO Agent Installation
1. Click on “Configure ZyXEL SSO Agent”.

SSO Agent is installed successfully.
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Enable ZyXEL 550 Agent

Configure ZyXEL 550 Agent

Leg
Logon user lists
Diagnostic tools

Change service setting

Help

e moele

About Zy¥EL 550 Agent

2. Click on “Configure” to configure the LDAP query to get group information of users from the Active

Directory.
pteIb

—General Setting:

Agent Listening Port: |2158 (1025 - 65535)

Logon List Check Interval {minute): I3O (10 - 1440) Check Now I

Configure LDAP/AD server Configure
— Gateway Settings

Add I Modify I Delete |
Active | Index | Description | P | Pot | Share Key

0K Cancel

Configure the IP address of the AD server, Base DN, and Bind DN.
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xq
—General Settings

Mame UserGroup

Description I

1 Server Settings
Server Address [192.168.1.34

Backup Server Address I

Port |EEE]

Base DM IDC=CSD.DC=;':'_.'::EI.DC=CDm
™ Use 551

Search time limit |5

I Casesensitive User names

- Server Authentication
Bind DN ICN=ssoadmin.CN=L|sers.DC=cso.DC
Fassword Iu-u"uu
Retype to Confirm |u-u"uu
— User Login Settings
Login Mame Attribute Is.ﬁ.MFu:u:nurdname

Altemative Login Mame Attribute I

Group Membership Attribute Imember@f

— Configuration Validation

Please enter the existing user accournt in this server to validate the above settings

Usemame I Test

QK | Cancel |

Under Gateway Settings, click on “Add” to configure the IP address of the USG and the Pre-Shared Key.

P Gateway Setting —— —— — — — x|
Gateway IP:  [192.168.1.1 IPv4 Address

Gateway Port |2158 {1025 - 65535)
Description IUSG4D
PreShareKey Iuouuo Generate Key |

™ Check to show PreShareKey as clear Text

0K Cancel |

Enable SSO service.
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Enable ZyXEL SSO Agent |

Configure ZyXEL S50 Agent
Log

Logon user lists
Diagnostic tools

Change service setting
Help

About ZyXEL SSO Agent

B8 e mmuR

<

Customize...

When the SSO service is started successfully, the icon is enabled.

. 3:56 PM
A 3/25/2014 =

USG Configuration
1. Go to CONFIGURATION > Object > AAA server > Active Directory > Edit Active Directory. Configure the

AD server that has the same settings as step 2 of “SSO Agent Installation”.
|7 Edit Active Directory 2%

General Settings

Mame: ad

Description: (Optianal)

Server Settings

Server Address: 192.168.1.34 (IP or FQDN}

Backup Server Address: {IP or FQDM)YOptional)
Port: 389 (1-65535)

Base DN: DC=cso,DC=zyxel,DC=

[] Use 5L

Search time limit: 5 (1-300 seconds)

[[] Case-sensitive UserMames [

Server Authentication

Bind DNz CH=ssoadmin, Ch=Use
Password: —
Retype o Confirm: EEERRRRRES

User Login Settings

Login Mame Attribute: sAMACcountMame
Alternative Login Mame Attribute: (Optional}
Group Membership Attribute: memberQf

’ 0K H Cancel ]

2. Go to CONFIGURATION > Object > User/Group > User and add a new ext-group-user.
Ex: csosecurity. The domain user “Amy” must belong to this group in the AD.
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T Edit User csosecurity 2%

User Configuration

User Name : csosecurity

User Type: ext-group-user hd

Group Identifier: CN=csosecurity, CN=Users,DC=cso,DC=zyxel,DC=com

Associated AAA Server Object: ad v

Description: Local User

Authentication Timeout Settings @ Use Default Settings () Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

Configuration Validation

Please enter a user account existed in the configured group to validate above settings.

User MName : Test
[ oK ][ Cancel ]
3. Go to CONFIGURATION > Object > Auth. Method and add “group ad” in the default authentication
method.
7 Edit Authentication Method default 2%

General Settings
Mame: default

© Add ZEdit Tl N
#  Method List

1

2 local

[ oK ][ Cancel ]

4. Go to CONFIGURATION > Web Authentication > SSO.
Fill-in the Pre-Shared Key which is configured in the SSO Configuration.

T¥ Quick Setup
General Settings
8] TS Listen Port: 2158 (1025-65535)
= Metwork
Interface Agent PreShareKey: eennsene
Routing Primary Agent Address: 192.168.1.34
DDNS
NAT Primary Agent Port: 2158 (1025-65535)
HTTF Redirect Secondary Agent Address (Optional):
ALG
i : 1025-65535
IPIMAC Binding Secondary Agent Port (Optional): { )
DMNS Inbound LB
B \\Web Authentication Q Hote:
@ Security Policy Ifyou use Re-auth., please enable "Web Authentication” in Web Authentication.

5. Go to CONFIGURATION > Web Authentication > Web Authentication Policy Summary to add a new
authentication policy.
Enable the “Single Sign-on” checkbox to be authenticated by the SSO.
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~ Auth. Policy Edit
=] Create new Object~

General Settings

[¥] Enable Policy
Description: (Optional)

User Authentication Policy

Source Address: LAN1_SUBNET v INTERFACE SUBNET, 192.168.1.0/24
Destination Address: any v
Schedule: none v
Authentication: required v
[¥] Single Sign-on
[¥] Force User Authentication [
\Web Authentication Policy Summary
© Add (. [ | ® 5
Status Priority Source Destination Schedule Authenticatian
® K alANT_SUBNET any none S50/fforce
Default  any any none unnecessary
Page 1 |of1l Show | 50 |+ |items
Verification

1. Onthe client's laptop, login using the domain account "Amy".
Example: CSO\Amy
Open the browser or application on the client's laptop to trigger traffic to pass to the USG. The client
“Amy” can surf the Internet directly without extra authentication.

2. Check SSO Agent Log. User login is successful and has sent information to the USG’s GW (192.168.1.1)
successfully.

¢ Disable ZyXEL 550 Agent

£¥ Configure ZyXEL 550 Agent

E' Log

E Logon user lists

%} Diagnostic tools

lﬁ Change service setting

(@ Hep

(Z} About Zy¥EL 550 Agent

% ZyXEL Agent Log o ] 4
Save | Stop | Clear |

[4/3/2014 10:01:20 AM] [Operation Log] Start collecting agent log.

[4/3/2014 10:01:30 AM] [DC Log] AMY@CSO, IP: 192.168.1.33 Logon successfully from DC:CSO

[4/3/2014 10:01:31 AM] [LDAP/AD Log] Query user attribute successfully: AMY

[4/3/2014 10:01:31 AM] [GW Log] Connect to GW{192.168.1.1) successfully.

[4/3/2014 10:01:31 AM] [GW Log] Send information of AMY(192.168.1.33) to GW(192.168.1.1) successfully.
[4/3/2014 10:01:31 aM] [DC Log] AMY@CSO, IP: 192.168.1.33 Logon successfully from DC:CSO|
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3. Check the Logon user lists on the SSO Agent. The user “Amy” is in the logon list.

Disable ZyXEL 550 Agent
Configure ZyXEL 550 Agent

Log

Logon user lists

ON=RAS] bl g X:e)

Diagnostic tools

Change service setting
Help

About ZyXEL 550 Agent

d. Logon User Lists

=10l x|

Refresh intervalish [0 (5-300) Apply |  Refresh Now | Types: | =] Search |
Select | Index |ser IP Address Logon Time Logon DC Name
1 AMY 152.168.1.33 4/3,/2014 10:01:30 AM Cs0

4. Go to MONITOR > System Status > Login Users.
The client “Amy” is on the current user list with type SSO.

Login Users
Current User List
&
# User ID Reauth Lease T. Type IP Address User Info
1 ANY 23:19:58/2319:58 350 192.168.1.33 ext-group-user(csosecurity)
2 admin unlimited / 00:30:00 hitp/https 59124 163.130 admin{admin}

Page 1 |of1 kb k| | Show|50 |w items

Displaying 1 - 2 of 2
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Scenario 14 - WLAN Controller Function on USG

14.1 Application Scenario

USG with 4.10 firmware supports the AP controller function.
You can follow the steps to control your AP device.

14.2 Configuration Guide

Management of external AP device
(1) Add an SSID object on the device
Go to Configuration > Object > AP Profile > SSID > SSID list, and click on the “Add” button.

&) Add SSID Profile
(I Create new Object~

Profile Name: SSID

SSID: For_test

Security Profile: default

MAC Fittering Profie: disable

Qos: VUMM

VLAN ID: 1 (1~4094)

[C] Hidden SSID
[7] Enable Intra-BSS Traffic blocking

(2) Go to Configuration > Object > AP Profile > Radio, and click on the “Add” button to add 2.4G and 5G

radio objects, and set the SSID profile to this object.
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(© Add Radio Profile
[ Show Advanced Settings ((S]Create new Object~

General Settings

Activate
Profile Name: For_NWA

[ o011 mane: 2.46 ~ [
Mode: blg/n ~
Channel: 5 ~

MBSSID Settings
ZEdt

#  SSIDProfile

disable
disable

disable
disable
disable
disable
disable

@ N e o W

e

& Add Radio Profile
[ show Advanced Settings (L5ICreate new Object

General Settings

Activate

Profie Name: For_NWA_SG|
[[z02.17 Banc: 56 -]

Mode: an 32

Channek: 36 - indoor use only a

MBSSID Settings

S Edic

# _ SSID Profile

disable

disable
disable
disable
disable
disable

@ N e o e W

disable

G

(3) Connect your AP to the LAN interface (this document is using NWA 3560-N to test).
a. The AP must be set as managed mode.
b. After the connection is successful, the NWA will start upgrading the firmware from the USG.

After upgrading the firmware successful, you will see the MAC address a name in the GUI.
ZyXEL usc210 T — o ot it G

‘CONFIGURATION Mgnt. AP List

T¥ Quick Setup

Mant. AP List

s edr W Remove [@Reboot

AP Management # ‘\PAddrssE WAC Address Model R1 Mode / Profile R2 Mode / Profile WMgnt VLAN L. | Mgnt VLAN L. | Description »
etwork 1 192.168.1.33 50.67-F0:37:89:99 NWA3SEO0-N AP/ default AP | default2 1 1 AP-5067F037B999
ob Authentication M 4 | Page of 1| b Pl | Show|50 [kems Displaying 1 - 1 of 1

(4) Apply the AP profile on the NWA.

[ Edit AP List
[SIcreate new Object~
Configuration
MAC: 50:67:F0:37:B9:99

Model: NWA3560-N

Description: AP-5067F037B999
Radio 1 OF Mode AP Mode

| Radio 1 Profle: For_HWA ~ [
Radio 2 OF Wode AP Mode

| Radio 2 Profle: For_HV/A_SG v [

VLAN Settings

[] Force Overwrite VLAN Config

i

(5) Verify the SSID on your network (the SSID is “For_test”)



-
Localbridge_remote ,g!!! I
IyXEL_3DTT q!!!!
ZyXEL4T614 -1!!!]
ZyXEL_DOOD q!!!!
Speedlink-031 -;!!!!
ZTD1680_Spark ,g!!! Hl
Wirelessl ?‘!!!!
ZyXEL a
Guest ?!!]J
For_test ?!!I!!

Alex Mol q!!!T =

Management of Local AP interface (Only for USG40W & USG60W)
(1) Add 2 SSIDs in the SSID list (LAN1 and LAN2 subnet)

Go to Configuration > Object > AP Profile > SSID > SSID list and click on the “Add” button to create SSID object.
Disable “VLAN support” and select the “LAN1” interface in Local VAP Settings.

| Edit SSID Profile For_LANL
{=1Create new Object~

r
Profile Name: For_LAN1

S5ID: For_LAN1

Security Profile: | default

MAC Fitering Profle: disable =

Qos: WM v

VLAN 1D: 1 (1~4094)
Hidden SSID

Enable Intra-BSS Traffic blocking

[Local VAP Setting

VLAN Support @ on

Outgoing Interface:

G

Disable “VLAN support” and select the “LAN2” interface in Local VAP Setting.

| Edit SSID Profile For_LAN2
(E1Create new Object~

r
Profile Name: For_LANZ

SSID: For_LAN2

Security Profile: [gefaute

MAC Fittering Profile: disable v

QoS: VMM ~

WLAN ID: 1 (1~4034)
Hidden SSID

Enable Intra-BSS Traffic blocking

Local VAP Setting

VLAN Support © on

Outgoing Interface:

G

(2) Add AP profiles and select these 2 SSID objects in the rule.
Go to Configuration > Object > AP Profile > RADIO and click on the “Add” button to create the AP profile
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2.4G Band

) Add Radio Profile 2|
[ Show Advanced Settings (15 Create new Object~

General Settings

Activate

Profile Hame: Loca WALN

[ s02.11 Bana: [2.45 = 1
Moge: brgn ¥
Channel: 6 ~

MBSSID Settings

Ede
#  SSID Profile

[ "For_Lant

disable
disable

ol

dizable
dizable
dizable

CREEE T

disable

5G Band

) Add Radio Profile

[E show Advanced Settings (5 Create new Object~

General Settings

Activate
Profile Name: Local WALN_SG

[ 502,11 gand: 56

Mode: 3n

Channel: 36 - indoor use only

MBSSID Settings

ZEdt

# S$8ID Profile

disable
disable

disable
disable
disable
disable

(3) Apply AP profiles to the Local AP interface

Go to Configuration > Wireless > AP Management and click the local AP (IP address is 172.0.0.1) to edit the
rule.

Apply the AP profiles to this rule.

{i=5\Create new Object~

‘Configuration
MAC: B0:B2:DC:70:C1:D6
Model: usGeow

Description: Local-AP
Radio 1 0P Mode 2P Mode

Radio 1 Profile: Local_WALN
Radio 2 OP Mode AP Mode

Radio 2 Profie: Local WALN_5G

Verification:
If you have connected to For_LAN1 SSID, then you will get the LAN1 subnet IP address. If you connect to
For_LANZ2, then you will get the LAN2 subnet IP address.
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ZyXELD0O36 =
VIDEOTRONO0048 =
CHTB695 =
For_LAM1 EI
Wirelessl ?!!!! '
ZyxEL o
ZyXEL_3DTT =
TTNET_ZyXEL_FAYW =
Keenetic-5079 T
BBBBEBEBBBBBEEEEBBE8B T

[Fur_LANE

=

4

»
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Scenario 15 - Device HA on the USG

15.1 Application Scenario

Setup the Device HA environment.

LAN Side
192.168.1.0/24

WAN Side
10.59.3.0/24

Internet

Master device

Backup device

WAN interface IP

10.59.3.100/24

10.59.3.100/24

WAN Management IP

10.59.3.101/24

10.59.3.102/24

LAN1 Interface IP

192.168.1.1/24

192.168.1.1/24

LAN1 Management IP

192.168.1.11/24

192.168.1.12/24

Cluster ID

1

1

15.2 Configuration Guide

On Master setting:

(1) Go to Configuration > Network > Interface > Ethernet to check the WAN and LAN interface setting.
WAN interface is: 10.59.3.100/24
LAN interface is: 192.168.1.1/24

Configuration

i

$ | [

| Port Role | Ethernet [ PPP I Cellular I Tunnel I WLAN I Bridge I Trunk _

Status « Mame IP Address Iask

| 1 o] wan1 STATIC —10.59.3.100 255.255.255.0
2 @ wanz2 DHCP —-0.0.0.0 0.0.00
3 @ apt STATIC - 0.0.0.0 0.0.00

| I4 o] lan1 STATIC —192.168.1.1 255.255.255.0
I5 o] lan2 STATIC - 192.168.21 255.255.255.0
G @ reserved STATIC - 0.0.0.0 0.0.00
7 ] dmz STATIC —192.168.31 2552552550

Page |1 |of1l Show| 50 | w items
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(2) Go to Configuration > Device HA > Activate-Passive Mode to add the management interface on the
master device.
The Device Role must be set as “Master”.
WAN management IP address is: 10.59.3.101
LAN management IP address is: 192.168.1.11

[E Show Advanced Settings

General Settings

Device Role: @ Master @ Backup

Cluster Settings

Cluster ID: 1

Monitored Interface Summary

# Status Interface « Virtual Router IPMNetmask Management IP / Netmask Link Status

|“I [*] wan1 10.59.3.100/ 255 255.255.0 10.59.3.101/255.255 255.0 Up I
2 @ wan2 ! i Down
3 @ opt ! 1 Down
| 4 @ lan1 192.168.1.1/255.255.255.0 192.168.1.11/255.255.255.0 Up |
5 G lan2 192.168.2.1/255.2586.255.0 1255.285.2550 Down
6 @ reserved ! i Down
7 @ dmz. 192.168.3.1/ 255255 255.0 12552552550 Dawn
Page |1 |of1l Show 50 | items Displaying 1 - 7 of 7

(3) Go to Configuration > Device HA > General to enable the Device HA function.
After you have enabled the Device HA function, you will see the interface that was monitored above.

General [ Active-Passive Mode

General Settings

Enable Device HA

Device HA Mode: Active-Passive Mode

Monitored Interface Summary

# \nﬂce i Vvirtual Router IPiNetmask Ianagement IP / Netmask Link Status HA Status
1 wan1 10.59.2.100/ 255.255.255.0 10.59.2.101/255.255.255.0 Up Master/ Active
2 lan1 192.168.1.1/255.255.255.0 192.168.1.11/255.255.255.0 Up Master/ Active
T TPage|l |of1] F Pl Show 50 |+ ftems Displaying 1 - 2 of 2

On Backup setting:

(4) Go to Configuration > Network > Interface > Ethernet to check the WAN and LAN interface setting.
WAN interface is: 10.59.3.100/24
LAN interface is: 192.168.1.1/24

| Port Role | Ethernet [ PPP I Cellular I Tunnel I WLAN I Bridge I Trunk _
Configuration
| g =
# Status « IMame IP Address Iask
K @ wan1 STATIC — 10.59.2.100 255.255.255.0 |
I2 o] wanz2 DHCP —-0.0.0.0 0.0.00
3 @ apt STATIC - 0.0.0.0 0.0.00
[l4 @ lan1 STATIC — 192.168.1.1 255.255.255.0 |
I5 o] lan2 STATIC - 192.168.21 255.255.255.0
G @ reserved STATIC - 0.0.0.0 0.0.00
7 @ dmz STATIC - 192.168.31 255.255.255.0
Page |1 |of1l Show| 50 | w items

(5) Go to Configuration > Device HA > Activate-Passive Mode to add the management interface on the
backup device.
The Device Role must se as “Backup”.
WAN management IP address is: 10.59.3.102
LAN management IP address is: 192.168.1.12
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Gerers | e s o |

Show Advanced Settings

General Settings

Davice Role: © Master @ Backup

Priority: 1 (1-254)

[7] Enable Preemption

Cluster Settings

Cluster 1D: 1

Monitored Interface Summary

# Status Interface Virtual Router IPINetmask Management IP / Netmask Link Status

|I1 @ wan1 10.59.3.100/ 255.255 255 0 10.59.3.102/ 255255 255.0 Up |

12 @ wan2 i ! Down

3 [ opt 1 i Down
||4 @ lan1 192.168.1.1/255.255.255.0 192.168.1.12/255.255.255.0 Up |

b @ lan2 192.168.2.1/255.2565.255.0 1265.255.265.0 Down

[} @ reserved i 1 Down

7 @ dmz 192.168.3.1/255.255.255.0 1255.255.255.0 Down

Page |1 |ofi| b Pl | Show|50 |~ items Displaying 1 - 7 of 7

(6) Go to Configuration > Device HA > General to enable Device HA function.
After you have enabled the Device HA function, you will saw the interface that was monitored above.
I

General [ Active-Passive Mode

General Settings

Enable Device HA

Device HA Mode: Active-Passive Mode

Monitored Interface Summary

# Interface Virtual Router IP/Netmask Management IP / Netmask Link Status HA Status
1 wani 10.59.2.100/255.255.255.0 10.50.2.102/255.255.255.0 Up Backup / Stand-By
2 lan1 192.168.1.1/255.255.255.0 192.168.1.12/255.255.255.0 Up Backup / Stand-By
TIT T TPage|1 Jof1 T Show 50 |~ ftems Displaying 1 - 2 of 2
Verification:

You can check the status of the Device HA in the GUI.

The status of the master device will be “Master/Activate”.

‘General Settings

Enable Device HA
Device HA Mode: Active-Passive Mode

Monitored Interface Summary

# Interface « Virual Router IPMetmask Management IP / Netmask Link Status HA Status
1 wani 10.59.2.100/255.255.255.0 10.59.3.101/255.255.255.0 Up Master ! Active
2 lan1 192.168.1.1/255.2565.255.0 192 168.1.11/255.255 255.0 Up Master ! Active

Page|1 |of1| ¥ Kl | Show 50 | |tems

The status of the backup device will be “Backup/Stand-By”

General [ Active-Passive Mode

Displaying 1 - 2 of 2

General Settings

Enable Device HA
Device HA Mode: Active-Passive Mode

Monitored Interface Summary

# Interface « Virtual Router IP/Netmask Management IP / Netmask Link Status HA Status
1 wanl 10.59.3.100/ 255 2552550 10593102/ 255 255 255.0 Up Backup / Stand-By
2 lan1 192.168.1.1/255.255.255.0 192.168.1.12/255.255.255.0 Up Backup / Stand-By

Page 1 |of1| b bl | Show|50 |+ tems Depleying 1 - 2 of 2




Tutorial 1: How to Set Up Your Network

Here are examples of using the Web Configurator to set up your network in the USG.

Note: The tutorials featured here require a basic understanding of connecting to and using the Web
Configurator,. For field descriptions of individual screens, see the Web Configurator Online Help.

1.1 Wizard Overview

Use the wizards to quickly configure Internet connection and VPN settings as well as activate
subscription services.

WIZARD DESCRIPTION

Installation Setup Wizard Use this wizard the first time log into the Web Configurator to configure WAN
connections and register your USG.

Quick Setup You can find the following wizards in the CONFIGURATION navigation panel.

WAN Interface Use these wizard screens to quickly configure a WAN interface’s encapsulation
and IP address settings.

VPN Setup Use these wizard screens to quickly configure an IPSec VPN or IPSec VPN
configuration provisioning.

After you complete a wizard, you can go to the CONFIGURATION screens to configure advanced
settings.

1.2 How to Configure Interfaces, Port Roles, and Zones

This tutorial shows how to configure Ethernet interfaces, port roles, and zones for the following
example configuration.

e The wanl interface uses a static IP address of 1.2.3.4.
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e Add P5 (lan2) to the DMZ interface (Note: In USG 20/20W, use P4 (lan2) instead of P5 in this
example). The DMZ interface is used for a protected local network. It uses IP address
192.168.3.1 and serves as a DHCP server by default.

¢ You want to be able to apply specific security settings for the VPN tunnel created by the Quick
Setup - VPN Setup wizard (named WIZ_VPN). So you create a new zone and add WIZ_VPN to
it.

Figure 21  Ethernet Interface, Port Roles, and Zone Configuration Example

192.168.1.x

@DQ G

" P1:1.2.3.4 P2: e.f.g.h

P3:192.168.1.1

VPN

Z ﬁ @ P4, P5: 192.168.3.1

1.2.1 Configure a WAN Ethernet Interface

You need to assign the USG’s wan1 interface a static IP address of 1.2.3.4.

Click Configuration > Network > Interface > Ethernet and double-click the wan1 interface’s
entry in the Configuration section. Select Use Fixed IP Address and configure the IP address,
subnet mask, and default gateway settings and click OK.

.~ Edit Ethernet
[Pv4 View v [ Show Advanced Settings | TiCreate new Object

Descrpton: (Optonal)

1P Address Assignment

Get Automaticaly

9 Use Fooed IP Address

P Address: 1.2.3.4

Subnet Masic: 258.255,255.0

Gateway: 1.2.3.254 (Optcg)
Metnic 0 (0-15)

Interface Parameters

1.2.2 Configure Port Roles

Here is how to take the P5 port from the lan2 interface and add it to the dmz interface.

1 Click Configuration > Network > Interface > Port Role.
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2 Under P5 select the dmz (DM2) radio button and click Apply.

S e R N AN T |

Confguraton

CIE I

lant (LAN1)
lan2 (LAN2)

dmz (OMZ)

1.2.3 Configure Zones
In this example you have created a WIZ_VPN tunnel through the Quick Setup - VPN Setup

wizard. By default, it is assigned to the IPSec_VPN zone. Do the following to move WIZ_VPN
from the IPSec_VPN zone to a new zone.

1 Click Configuration > Network > Zone and then double-click the IPSec_VPN entry.

2 Select WIZ_VPN and remove it from the Member box and click OK.

- tdet Zone X

Group Members
Name IPSec_VWN
7 Biock Intra-zone Traffic [
Member List
Avadable Member
=== VPN Tunnel ===
Default _L2TP_VPN_Connecton
2L EX

WIZ_VPN

*i WIZ_VPN_PROVISIONING

3 Back to the Configuration > Network > Zone screen and click Add in the User Configuration
section.

4  Enter VPN as the new zone’s name. Select WIZ_VPN and move it to the Member box and click
OK.
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' Add Zone

Group Members
Name VPN

Block Intra-zone Traffic )

Member List

Available Member
=== VPN Tunnel ===

WIZ_VPN

©

(o ][ conce ]

Then you can configure firewall rules to apply specific security settings to this VPN zone.

1.3 How to Configure a Cellular Interface

Use 3G cards for cellular WAN (Internet) connections. See www.zyxel.com for a supported 3G card. In
this example you connect the 3G USB card before you configure the cellular interfaces but is also
possible to reverse the sequence.

Make sure the 3G device’s SIM card is installed.
Connect the 3G device to one of the USG’s USB ports.

Click Configuration > Network > Interface > Cellular. Select the 3G device’s entry and click
Edit.

Celhular Interface Surmamary
o S
¥§ - Staha Moty E ol Tag it Divce 5P et
1 caldarl (1.=:F Husrees E2T) Dervice Prosis 1
Page |1 of I Shiws | 50 Ll -] Cisplaryineg L - 1 of
Apply | |_ Reset |

Enable the interface and add it to a zone. It is highly recommended that you set the Zone to WAN to
apply your WAN zone security settings to this 3G connection. Leaving Zone set to none has the USG
not apply any security settings to the 3G connection. Enter the PIN Code provided by the cellular 3G
service provider (0000 in this example).
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Note: The Network Selection is set to auto by default. This means that the 3G USB
modem may connect to another 3G network when your service provider is not in
range or when necessary. Select Home to have the 3G device connect only to your

home network or local service provider This prevents you from being charged using
the rate of a different ISP

5 Go to the Dashboard. The Interface Status Summary section should contain a “cellular” entry.
When its connection status is Connected you can use the 3G connection to access the Internet.

@ Interface Status Summary @ 2x

¥ Name Stalus Zone P Address Action

1 wan Dovwm VAN 0000 rua

2 wanl_pp Disconnected VAN &L

Wianz Down VAN 0000 Raraw

4 lani Dorevmi LAaN 19216811 nda

5 lani2 1 QOMUF Ll LANZ 19216821 nia
:-_ ek 4 Lioa LidL 19216821
E cebuar Connected nia =%

Page II of 1 Show 50 o kems Displaying 1 - 7of 7

6 The USG automatically adds the cellular interface to the system default WAN trunk. If the USG is
using a user-configured trunk as its default trunk and you want this cellular interface to be part of it,
use the Trunk screens to add it.

This way the USG can automatically balance the traffic load amongst the available WAN connections
to enhance overall network throughput. Plus, if a WAN connection goes down, the USG still sends
traffic through the remaining WAN connections. For a simple test, disconnect all of the USG’s wired
WAN connections. If you can still access the Internet, your cellular interface is properly configured
and your cellular device is working.
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1.4 How to Set Up a Wireless LAN

This tutorial applies only to models that include wireless LAN.

You can configure different interfaces to use on the wireless LAN card. This lets you have different

wireless LAN networks using different SSIDs. You can configure the WLAN interfaces before or after
you install the wireless LAN card. This example shows how to create a WLAN interface that uses WPA
or WPA2 security and the USG's local user database for authentication.

1.4.1 Set Up User Accounts

3

Besides WPA-PSK, the USG also supports TTLS using PAP so you can use the USG’s local user
database with WPA or WPA?2 instead of needing an external RADIUS server. For each WLAN user; set
up a user account containing the user name and password the WLAN user needs to enter to connect
to the wireless LAN.

Click Configuration > Object > User/Group > User and the Add icon.

Set the User Name to wlan_user. Enter (and re-enter) the user’s password. Click OK.

Edet User wlan-user

User Configuration

User Name whan_user
User Type user ~
Password LLTTTTY
Retype ssssee
Description Local User
Acktericmion TEeout Settings © Use Defauk Settings Use Manusl Settings

Lease Tme: 144 minutes

Resuthentication Tene 144 minutes

K ] E Cancel J

Use the Add icon in the Configuration > Object > User/Group > User screen to set up the
remaining user accounts in similar fashion.

1.4.2 Create the WLAN Interface

1
2

Click Configuration > Network > Interface > WLAN > Add to open the WLAN Add screen.
Edit this screen as follows.

A (internal) name for the WLAN interface displays. You can modify it if you want to.

The USG's security settings are configured by zones. Select to which security zone you want the WLAN
interface to belong (the WLAN zone in this example). This determines which security settings the USG
applies to the WLAN interface.

Configure the SSID (ZYXEL_WPA in this example).

If all of your wireless clients support WPA2, select WPA2-Enterprise as the Security Type,
otherwise select WPA/WPA-2-Enterprise. Set the Authentication Type to Auth Method. The
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USG can use its default authentication method (the local user database) and its default certificate to
authenticate the users.

Configure the interface’s IP address and set it to DHCP Server. Click OK.
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2 Turn on the wireless LAN and click Apply.
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4  Configure your wireless clients to connect to the wireless network.
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1.4.2.1 Wireless Clients Import the USG’s Certificate

You must import the USG’s certificate into the wireless clients if they are to validate the USG’s
certificate. Use the Configuration > Object > Certificate > Edit screen to export the certificate
the USG is using for the WLAN interface. Then do the following to import the certificate into each
wireless client computer.

1 In Internet Explorer click Tools > Internet Options > Content and click the Certificates button.
2 Click Import.

3 Use the wizard screens to import the certificate. You may need to change the Files of Type setting to
All Files in order to see the certificate file.

4 When you get to the Certificate Store screen, select the option to automatically select the
certificate store based on the type of certificate.

5 If you get a security warning screen, click Yes to proceed.

6 The Internet Explorer Certificates screen remains open after the import is done. You can see the
newly imported certificate listed in the Trusted Root Certification Authorities tab. The values in
the Issued To and Issued By fields should match those in the USG's My Certificates screen’s
Subject and Issuer fields (respectively).

Certificates ElE
Intended purpose: <Al b
Trusted Rock Certificstion Authorties | Trusted Publishers | Untrusted Publshers 1K
Issued Tor Tesued By Frisriclly Mams ~

lerrEt nternational. ..
F pcamplelecampls. . .,

(&) GeoTrust Gobal CA 2

Elret Inbernabional B...
oarnpheie arnpls, com

GecTrust Global CA 2

[ weort... || proor...

| [_gemove |

<Al

Cartificats mtarded purposas

0090304

«ione >

=] ~Poh b B AT FESTE, Publc No...
[Elreste, verfied Certs  FESTE, Verified Costs ZEOMIE  FESTE, Yerfied ...

(ElFirst Data Dighal ... First iska Dighal Corti...  2019/07/04  First Dats Digitad....
ElerT Clase 2 CA FHMT Clase 2 CA 01903118 Fabrica Mackonal ...,
ElGatebeeper Riook CA  Gatekweper Moot CA 201405124 eSign Australy: ..
Gl GeoTrust Gobal CA  GeoTrust Global CA L0521 GeoTrust Giobal CA

GeoTrust Global ... o

g
0|

The My Certificates screen indicates what type of information is being displayed, such as Common

Name (CN), Organizational Unit (OU), Organization (O) and Country (C).
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My Certificates Setting
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4524 G
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Repeat the steps to import the certificate into each wireless client computer that is to validate the
USG's certificate when using the WLAN interface.

1.4.2.2 Wireless Clients Use the WLAN Interface

Wireless clients enter their username and password when they connect to the wireless network.
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1.5 How to Configure Ethernet, PPP, VLAN, Bridge
and Policy Routing

The following table describes when to configure the Ethernet, PPP, VLAN, Bridge screens under
Configuration > Network > Interface and the Configuration > Network > Routing > Policy
Routing screen.

Table 10 Ethernet, PPP, VLAN, Bridge and Policy Routing Screen Relationships

SCREEN | DESCRIPTION

Ethernet | Configure this if any interface on the USG is connecting to an Ethernet network. Ethernet
interfaces are the foundation for defining other interfaces and network policies.

PPP Configure this if you need your service provider to provide an IP address through PPPoE or PPTP in
order to access the Internet or another network.

VLAN Configure this if you want to divide your physical networks into multiple VLANs, or your service
provider or an aggregated network needs the USG to recognize the VLAN tags in the packets flowing
through the USG.

Bridge Configure this if you want the USG to combine two or multiple network segments into one single
network. Although the USG is “transparent” in this mode, you can still apply security checking on
packets flowing through the USG.

Policy Configure this if you want to override the USG’s default routing behavior in order to send
Routing packets through the appropriate interface or VPN tunnel.

Since firmware version 3.00, the USG supports IPv6 configuration in these Ethernet, PPP,
VLAN, Bridge and Policy Route screens under Configuration > Network > Interface and
Configuration > Network > Routing. Basically, these are the same as the ones for IPv4
networks except the following differences:

¢ You have to enable IPv6 globally in the CONFIGURATION > System > IPv6 screen to make the
IPv6 settings work.

¢ An Enable IPv6 setting - Select this in the screens listed above to enable the USG to be able to
send and receive IPv6 packets through the interface. Otherwise, the USG discards IPv6 packets
flowing through the interface.

e IPv6 Address Assignment - This section allows you to enable auto-configuration and configure
prefix delegation.

o DHCPv6 Setting - This section allows you to configure the DHCPv6 role and the corresponding
settings for the interface.
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1.6 How to Set Up IPv6 Interfaces For Pure IPv6 Routing

This example shows how to configure your USG Z's WAN and LAN interfaces which connects two IPv6
networks. USG Z periodically advertises a network prefix of 2006:1111:1111:1111::/64 to the LAN
through router advertisements.

Note: Instead of using router advertisement, you can use DHCPv6 to pass the network
settings to the computers on the LAN.

Figure 22  Pure IPv6 Network Example

20061111 11111111464,

1.6.1 Setting Up the WAN IPv6 Interface

1 In the CONFIGURATION > Network > Interface > Ethernet screen’s IPv6 Configuration
section, double-click the wanl.

2 The Edit Ethernet screen appears. Select Enable Interface and Enable IPv6. Select Enable
Auto-Configuration. Click OK.
Note: Your ISP or uplink router should enable router advertisement.

- Edit Ethernet TIx

v View ™ Sheorw Advanoed Setbngs T Create new Object

General Settings

General IPvh Setting

*| Enable PvG

Interface Properties

Inberface Type: extema

Irterface Plame: wanl

Port: p1

Zone: WAN

o 00 AA: 79 737

SR (Opbanal]

1P Address Assigrmment
( | Erable A.f:m’!‘q.rabﬂ'\-_:]

Link-Local Address: nfa

[Pvi Address Pref Length: (Cobonal)

1.6.2 Setting Up the LAN Interface
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1 In the CONFIGURATION > Network > Interface > Ethernet screen, double-click the lan1 in
the IPv6 Configuration section.

2 The Edit Ethernet screen appears. Select Enable Interface and Enable IPv6.

Select Enable Router Advertisement and click Add and configure a network prefix for the LAN1
(2006:1111:1111:1111::/64 in this example). Click OK.
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|: | Enabie It :I

Interface Properties
Interfnoe Type: e
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Zone:

MALC Address:
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DHCPh Setting
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s __Ed: W Remcne

[ ] Pl AdareiaPrgie Lengh =

IE LT :|

Page 1 [ofl Show 50w Bems o claka ko chsplay

You have completed the settings on the USG. But if you want to request a network address prefix
from your ISP for your computers on the LAN, you can configure prefix delegation

1.6.3 Prefix Delegation and Router Advertisement Settings

This example shows how to configure prefix delegation on the USG's WAN and router
advertisement on the LAN.

1.6.3.1 Apply a Network Prefix From Your ISP

First of all, you have to apply a network prefix from your ISP or the uplink router’s administrator. The
WAN port’s DUID is required when you apply the prefix. You can check the DUID information in the
WAN IPv6 Interface Edit screen.

This example assumes that you were given a network prefix of 2001:b050:2d::/48 and you decide to
divide it and give 2001:b050:2d:1111::/64 to the LAN network. LAN1’s IP address is

2001:b050:2d:1111::1/128.
Figure 23  Pure IPv6 Network Example Using Prefix Delegation
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2002:b050:2d:1111::/64 .

2001:0050:2d:1111:.4J128.

1.6.3.2 Setting Up the WAN IPv6 Interface

double-click the wan1.

2 The Edit Ethernet screen appears. Select Enable Interface and Enable IPv6.
Click Create new Object to add a DHCPv6 Request object with the Prefix Delegation type.

Select Enable Auto-Configuration.
Select Client in the DHCPv6 field. (WAN1's DUID appears.)

Click Add in the DHCPv6 Request Options table and select the DHCPv6 request object you just
created. You cannot see the prefix your ISP gave you in the Value field until you click OK and then
come back to this screen again. It is 2001:b050:2d::/48 in this example.

Note: Your ISP or a DHCPv6 server in the same network as the WAN should assign an

IPv6 IP address for the WAN interface.

In the Configuration > Network > Interface > Ethernet screen’s IPv6 Configuration section,
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1.6.3.3 Setting Up the LAN Interface

1

In the Configuration > Network > Interface > Ethernet screen, double-click the lan1 in the
IPv6 Configuration section.

The Edit Ethernet screen appears. Click Show Advanced Settings to display more settings on
this screen.

Select Enable Interface and Enable IPv6.

In the Address from DHCPv6 Prefix Delegation table, click Add and select the DHCPv6 request
object from the drop-down list, type ::1111:0:0:0:1/128 in the Suffix Address field. (The
combined address 2001:b050:2d:1111::1/128 will display as LAN1’s IPv6 address after you click OK
and come back to this screen again).

Note: You can configure the IPv6 Address/Prefix Length field instead if the delegated
prefix is never changed.

Select Enable Router Advertisement.

In the Advertised Prefix from DHCPv6 Prefix Delegation table, click Add and select the DHCPv6
request object from the drop-down list, type ::1111/64 in the Suffix Address field. (The combined
prefix 2001:b050:2d:1111::/64 will display for the LAN1's network prefix after you click OK and
come back to this screen again).
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1.6.4 Test

1

Connect a computer to the USG's LAN1.
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2 Enable IPv6 support on you computer.
In Windows XP, you need to use the 1pPv6 install command in a Command Prompt.
In Windows 7, IPv6 is supported by default. You can enable IPv6 in the Control Panel > Network
and Sharing Center > Local Area Connection screen.

3 Your computer should get an IPv6 IP address (starting with 2001:b050:2d:1111: for this example)
from the USG.

4 Open a web browser and type http://www.kame.net. If your IPv6 settings are correct, you can see a
dancing turtle in the website.

1.6.5 What Can Go Wrong?

1 If you forgot to enable Auto-Configuration on the WAN1 IPv6 interface, you will not have any
default route to forward the LAN’s IPv6 packets.

2 To use prefix delegation, you must set the WAN interface to a DHCPv6 client, enable router
advertisements on the LAN interface as well as configure the Advertised Prefix from DHCPv6
Prefix Delegation table.

3 If the Value field in the WAN1's DHCPv6 Request Options table displays n/a, contact your ISP
for further support.

4 In Windows, some IPv6 related tunnels may be enabled by default such as Teredo and 6to4
tunnels. It may cause your computer to handle IPv6 packets in an unexpected way. It is
recommended to disable those tunnels on your computer.

1.7 How to Set Up an IPv6 6to4 Tunnel

This example shows how to use the interface configuration screens to create the following 6to4
tunnel.

Figure 24  6to4 Tunnel Example

192.99.88.1.,

2002:7a64:deee:l: /64

In this example, the USG (Z) acts as a 6to4 router which connects the IPv4 Internet (through WAN1
with an IP address of 122.100.220.238) and an IPv6 intranet network. In the 6to4 tunnel application,
you must configure the LAN1 with an IP address starting with 2002:7a64:dcee::/48 if you decide to
use the WAN1 IP address to forward 6to4 packets to the IPv4 network. The second and third sets of
16-bit IP address from the left must be converted from 122.100.220.238. It becomes 7a64:dcee in
hexadecimal. You are free to use the fourth set of 16-bit IP address from the left in order to allocate
different network addresses (prefixes) to IPv6 interfaces. In this example,
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the LAN1 network address is assigned to use 2002:7a64:dcee:1::/64 and the LAN1 IP address is
set to 2002:7a64:dcee:1::111/128.

A relay router R (192.99.88.1) is used in this example in order to forward 6to4 packets to any
unknown IPv6 addresses.

1.7.1 Configuration Concept

After the 6to4 tunnel settings are complete, IPv4 and IPv6 packets transmitted between WAN1 and
LAN1 will be handled by the USG through the following flow.

Figure 25 6to4 Tunnel Configuration Concept

LANI¢ WAN1
(IPv6) - bto4 TUNNEL | —4

1.7.2 Setting Up the LAN IPv6 Interface

1 In the CONFIGURATION > Network > Interface > Ethernet screen’s IPv6 Configuration
section, double-click the lan1.

2 The Edit Ethernet screen appears. Select Enable Interface and Enable IPv6.

Type 2002:7a64:dcee:1::111/128 in the IPv6 Address/Prefix Length field for the LAN1's IP
address.

Enable Router Advertisement. Then click Add in the Advertised Prefix Table to add
2002:7a64:dcee:1::/64. The LAN1 hosts will get the network prefix through the router
advertisement messages sent by the LAN1 IPv6 interface periodically. Click OK.
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1.7.3 Setting Up the 6to4 Tunnel

1 Click Add in the CONFIGURATION > Network > Interface > Tunnel screen.

2 The Add Tunnel screen appears. Select Enable.
Enter tunnel0 as the Interface Name and select 6to4 as the Tunnel Mode.

In the 6to4 Tunnel Parameter section, this example just simply uses the default 6to4 Prefix,
2002:://16. Enter your relay router’s IP address (192.88.99.1 in this example).

Select wan1l as the gateway. Click OK.
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1.7.4 Testing the 6to4 Tunnel

1 Connect a computer to the USG’s LAN1.

2 Enable IPv6 support on you computer.
In Windows XP, you need to use the 1pv6 install command in a Command Prompt.
In Windows 7, IPv6 is supported by default. You can enable IPv6 in the Control Panel > Network
and Sharing Center > Local Area Connection screen.

3 You should get an IPv6 IP address starting with 2002:7a64:dcee:1:.

4 Type ping -6 ipvé6.google.comin @ Command Prompt to test. You should get a response.

1.7.5 What Can Go Wrong?

1 Do not enable Auto-Configuration for the LAN1 IPv6 interface. Enabling it will cause two default
routes, however, the USG only needs a default route generated by your relay router setting.

In 6to4, the USG doesn’t need a policy route to determine where to forward a 6to4 packet
(starting with 2002 in the IPv6 IP address). The next gateway information of where to forward a
6to4 packet can be retrieved from the packet’s destination IP address. The USG only forwards a
6to4 packet to the relay router using the default route if the packet’s destination is not an IP
address starting with 2002.

2 You don’t need to activate the WAN1 IPv6 interface but make sure you enable the WAN1 IPv4
interface. In 6to4, the USG uses the WAN1 IPv4 interface to forward your 6to4 packets over the IPv4
network.

Note: For 6to4, you do not need to enable IPv6 in the wanl since the IPv6 packets will be
redirected into the 6to4 tunnel.
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3 In Windows, some IPv6 related tunnels may be enabled by default such as Teredo and 6to4
tunnels. It may cause your computer to handle IPv6 packets in an unexpected way. It is
recommended to disable those tunnels on your computer.

1.8 How to Set Up an IPv6-in-IPv4 Tunnel

This example shows how to use the interface and policy route configuration screens to create an
IPv6-in-IPv4 tunnel.

Figure 26  IPv6-in-IPv4 Tunnel Example

TAIAKRE- 1

123-1.

2003111141111 64 2004:2222:2222:2::064.

In this example, the USGs (Z and Y) act as IPv6-in-IPv4 routers which connect the IPv4
Internet and an individual IPv6 network. This configuration example only shows the settings on
USG Z. You can use similar settings to configure USG Y.

Note: In the IPv6-in-IPv4 tunnel application, you must configure the peer gateway’s WAN
IPv4 address as the remote gateway IR

1.8.1 Configuration Concept

After the IPv6-in-IPv4 tunnel settings are complete, IPv4 and IPv6 packets transmitted between
WAN1 and LAN1 will be handled by the USG through the following flow.

Figure 27  IPv6-in-IPv4 Tunnel Configuration Concept

LAN1 IPvGE-in-1Pv4+ o WAN1
(IPv6)e - TUNNEL+ -4—p | Policy Route+| -s—j

1.8.2 Setting Up the IPv6-in-IPv4 Tunnel

1 Click Add in the CONFIGURATION > Network > Interface > Tunnel screen.
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2 The Edit Tunnel screen appears. Select Enable.
Enter tunnel0 as the Interface Name and select IPv6-in-IPv4 as the Tunnel Mode.
Select wan1 in the Interface field in the Gateway Settings section.

Enter 5.6.7.8 as the remote gateway’s IP address. Click OK.
) Edit Tunnel 3 B
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IPvé Address Assignment

[P Address Prefix Length: (Optonal)
Melric: o {0-15)
Gateway Settings
My Address
G Interface wanl v:)?-cp chent - 10,1.8.54/255.255.255.0
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1.8.3 Setting Up the LAN IPv6 Interface

1 Select lanl in the IPv6 Configuration section in the CONFIGURATION > Network > Interface
> Ethernet screen and click Edit.
2 The Edit Ethernet screen appears. Select Enable Interface and Enable IPv6.

Type 2003:1111:1111:1::1/128 in the IPv6 Address/Prefix Length field for the LAN1's IP
address.

Enable Router Advertisement. Then click Add in the Advertised Prefix Table to add
2003:1111:1111:1::/64. The LAN1 hosts will get the network prefix through router
advertisements sent by the LAN1 IPv6 interface periodically. Click OK.
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1.8.4 Setting Up the Policy Route
1 Go to the CONFIGURATION > Network > Routing screen and click Add in the IPv6
Configuration table.

2 The Add Policy Route screen appears. Click Create New Object to create an IPv6 address object
with the address prefix of 2003:1111:1111:1::/64.

Select Enable.

Select the address object you just created in the Source Address field.
Select any in the Destination Address field.

Select Interface as the next-hop type and then tunnel0 as the interface. Click OK.
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Type: Interface w
[rber Faoe: furnel) s

1.8.5 Testing the IPv6-in-IPv4 Tunnel

1 Connect a computer to the USG’s LAN1.

2 Enable IPv6 support on you computer,
In Windows XP, you need to use the 1pPv6 install command in a Command Prompt.
In Windows 7, IPv6 is supported by default. You can enable IPv6 in the Control Panel > Network
and Sharing Center > Local Area Connection screen.

3 You should get an IPv6 IP address starting with 2003:1111:1111:1000:.

4 Usetheping -6 [IPv6 IP address] command in a Command Prompt to test whether you can ping
a computer behind USG Y. You should get a response.

1.8.6 What Can Go Wrong?

1 You don't need to activate the WAN1 IPv6 interface but make sure you enable the WAN1 IPv4
interface. In IPv6-in-IPv4, the USG uses the WAN1 IPv4 interface to forward your 6to4 packets to the
IPv4 network.

2 In Windows, some IPv6 related tunnels may be enabled by default such as Teredo and 6to4
tunnels. It may cause your computer to handle IPv6 packets in an unexpected way. It is
recommended to disable those tunnels on your computer
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Tutorial 2: Protecting Your Network

These sections cover configuring the USG to protect your network.

2.1 Firewall

The firewall controls the travel of traffic between or within zones for services using static port
numbers. Use application patrol to control services using flexible/dynamic port numbers. The firewall
can also control traffic for NAT (DNAT) and policy routes (SNAT). Firewall rules can use schedule, user,
user groups, address, address group, service, and service group objects. To-USG firewall rules control
access to the USG itself including management access. By default the firewall allows various types of
management from the LAN, HTTPS from the WAN and no management from the DMZ. The firewall
also limits the number of user sessions.

This example shows the USG’s default firewall behavior for WAN to LAN traffic and how stateful
inspection works. A LAN user can initiate a Telnet session from within the LAN zone and the firewall
allows the response. Howevey, the firewall blocks Telnet traffic initiated from the WAN zone and
destined for the LAN zone. The firewall allows VPN traffic between any of the networks.

Figure 28  Default Firewall Action
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2.1.1 What Can Go Wrong

¢ The USG checks the firewall rules in order and applies the first firewall rule the traffic matches.
If traffic is unexpectedly blocked or allowed, make sure the firewall rule you want to apply to the
traffic comes before any other rules that the traffic would also match.

¢ Even if you have configured the firewall to allow access for a management service such as HTTR you
must also enable the service in the service control rules.

e The USG is not applying your firewall rules for certain interfaces. The USG only apply’s a zone's rules
to the interfaces that belong to the zone. Make sure you assign the interfaces to the appropriate
zones. When you create an interface, there is no security applied on it until you assign it to a zone.

2.2 User-aware Access Control

You can configure many policies and security settings for specific users or groups of users. Users can
be authenticated locally by the USG or by an external (AD, RADIUS, or LDAP) authentication server
Here is how to have the USG use a RADIUS server to authenticate users before giving them access.

1 Set up user accounts in the RADIUS server
2 Set up user accounts and groups on the USG (Configuration > Object > User/Group).

3 Configure an object for the RADIUS server. Click Configuration > Object > AAA Server >
RADIUS and double-click the radius entry.

4 Then, set up the authentication method, Click Configuration > Object > Auth. Method. Double-
click the default entry. Click the Add icon.

5 Configure the USG’s security settings. The USG can use the authentication method in authenticating
wireless clients, HTTP and HTTPS clients, IPSec gateways (extended authentication), L2TP VPN, and
authentication policy.

2.2.1 What Can Go Wrong

¢ The USG always authenticates the default admin account locally, regardless of the authentication
method setting. You cannot have the RADIUS server authenticate the USG's default admin
account.

¢ The authentication attempt will always fail if the USG tries to use the local database to authenticate
an ext-user. An external server such as AD, LDAP or RADIUS must authenticate the ext-user
accounts.

e Attempts to add the admin users to a user group with access users will fail. You cannot put
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access users and admin users in the same user group.

e Attempts to add the default admin account to a user group will fail. You cannot put the default
admin account into any user group.

2.3 Device and Service Registration

This tutorial shows you how to create a myZyXEL.com account and register the USG. You can then
activate your service subscription.

1 You can directly create a myZyXEL.com account and register the USG on the Registration screen.
Click Configuration > Licensing > Registration to open the following screen. Select new
myZyXEL.com account. Fill in the fields marked in red in this screen. Click Apply to create your
account and register the device.

I Registration Servce

General Settings

This device is not registered to myZyXEL.com. Please enter information below to register your device
If you don't have myZyXEL.com account, please select “new myZyXEL.com account” below. If you have
a3 myZyXEL.com account, but you forget your User Name or Password, please go to yvw.myZyXEL com for help.

Q) new myZyXEL.com account

User Name: Check you can click to check if username exists

exsting myZyXEL.com account

Password: f e v

Confrm Password: |

E-Mai Address: v

Country:
Seller Details

2 Click the Service tab. To activate or extend a standard service subscription enter your iCard’s license
key in the License Key field. The license key can be found on the reverse side of the iCard.

T I
License Status

L Sarvice Sahes Regatrans Typs Expaatisn Date Coum

1 Anti-Virus Signature Service Het Licensed His

2 DRiAppPatrol Signature Service Mot Licensed s

3 Anti-Spam Sarvice Hot Licenaed His

4 Commicuch Conent Fiar Sarvice Hod Licansad W&

BlueConi Content Filer Sarvies M Licansed Wi
& S5 VPN Service i Licensed 2
Page I of 1 Staow| 50 ol Displaying 1- 6986

License ACtivation
(umse LH ATV AN )

Service License Refresh
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€ Log Wi the ZyNIL device webs Configuestor

€ Ol Bogieiration sl them b Sarvive b

€ Eroer the by @aacTly 35 Ahown o P ivwenie wde
of B Kant i Wi Licemse Kay Told them Ok the
Upetate buion

Service License Key

E-ICARD 2 YR KASPERSKY AV ZYWALL USG 50
SKAVO02- 2000000000

icaRD <= i

SECURITY

2.4 Anti-Virus Policy Configuration

This tutorial shows you how to configure an Anti-Virus policy.

Note: You need to first activate your Anti-Virus service license or trial. See
1 Click Configuration > Anti-X > Anti-Virus to display the Anti-Virus General screen. In the
Policies section click Add to display the Add Rule screen. Select Enable. In the Direction

section, you can select the From and To zones for traffic to scan for viruses. You can also select
traffic types to scan for viruses under Protocols to Scan. Click OK.
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) Add Rule

Configuration

Direction

From:
To:

Protocols to Scan

WAN v

LANL v

(./ HTTP v

FP v

v IM-\P‘)

Actions When Matched
¥ Destroy nfected fie
¥| Send wandows message

Log: o5 v

White List / Black List Checking
¥ Check White List
| Check Black List

File decompression
¥| Enable fie decompression (ZIP and RAR)
Destroy compressed fles that could not be decompressed

e (o ]

2 The policy configured in the previous step will display in the Policies section. Select Enable Anti-

Virus and Anti-Spyware and click Apply.

General Settings

('4] Erusiie Arb-Virus and Anti-Spyware )

e [ [ I

Polickes
Onad (e T . o M
.. Pr.. From To Probacol
{ g 1 a YWaH = LAN1 HTTP FTP SMTP POP3 MAPS
K4 reget ofy P B thow/so [witems Displaying 1- 18 1

2.4.1 What Can Go Wrong

e The USG does not scan the following file/traffic types:

Simultaneous downloads of a file using multiple connections. For example, when you use

FlashGet to download sections of a file simultaneously.

Encrypted traffic. This could be password-protected files or VPN traffic where the USG is not
the endpoint (pass-through VPN traffic).

Traffic through custom (non-standard) ports. The only exception is FTP traffic. The USG

scans whatever port number is specified for FTP in the ALG screen.

ZIP file(s) within a ZIP file.
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2.5

IDP Profile Configuration

IDP (Intrusion, Detection and Prevention) detects malicious or suspicious packets and protects
against network-based intrusions.

Note: You need to first activate your IDP service license or trial.

You may want to create a new profile if not all signatures in a base profile are applicable to your
network. In this case you should disable non-applicable signatures so as to improve USG IDP
processing efficiency.

You may also find that certain signatures are triggering too many false positives or false negatives. A
false positive is when valid traffic is flagged as an attack. A false negative is when invalid traffic is
wrongly allowed to pass through the USG. As each network is different, false positives and false
negatives are common on initial IDP deployment.

You could create a new ‘monitor profile’ that creates logs but all actions are disabled. Observe the
logs over time and try to eliminate the causes of the false alarms. When you're satisfied that they
have been reduced to an acceptable level, you could then create an ‘inline profile’ whereby you
configure appropriate actions to be taken when a packet matches a signature.

2.5.1 Procedure To Create a New Profile

To create a new profile:

Click Configuration > Anti-X > IDP > Profile and in the Profile Management section of this
screen, click the Add icon. A pop-up screen will appear allowing you to choose a base profile. Select a
base profile to go to the profile details screen.

) Base Profile TI®

Please select one [0P Base Frofile,
Base Profile #

]
ol
wan
L
iz

Note: If Internet Explorer opens a warning screen about a script making Internet Explorer
run slowly and the computer maybe becoming unresponsive, just click No to
continue.

Type a new profile Name. Enable or disable individual signatures by selecting a row and clicking
Activate or Inactivate. Click OK.
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. Add Profile kS
=
General Settngs
Signature Group
C T
L] Siatus Sarvice = Wessage S0 Severty Palcy Type Log Achon
& Service: DATABASE (106 Items)
2 Service: DHOP (6 Thems)
& Service: DRS (22 Ttems) =
3 Service: DOS (172 Ttems)
& Service: DOPFLOIT (700 Items)
& Service: FILEFORMAT (101 Thems)
& Service: FTP (57 Ttems)
& Service: TMAP (32 Ttems)
= Service: MISC (198 Items)
=
o |[ cwmes || save |

3 Edit the default log options and actions.

2.6 ADP Profile Configuration

ADP (Anomaly Detection and Prevention) protects against anomalies based on violations of protocol
standards (RFCs - Requests for Comments) and abnormal traffic flows such as port scans.

You may want to create a new profile if not all traffic or protocol rules in a base profile are applicable
to your network. In this case you should disable non-applicable rules so as to improve USG ADP
processing efficiency.

You may also find that certain rules are triggering too many false positives or false negatives. A false
positive is when valid traffic is flagged as an attack. A false negative is when invalid traffic is wrongly
allowed to pass through the USG. As each network is different, false positives and false negatives are
common on initial ADP deployment.

You could create a new ‘monitor profile’ that creates logs but all actions are disabled. Observe the
logs over time and try to eliminate the causes of the false alarms. When you're satisfied that they

have been reduced to an acceptable level, you could then create an ‘inline profile’ whereby you
configure appropriate actions to be taken when a packet matches a detection.

2.6.1 Procedure To Create a New ADP Profile
To create a new profile:

1 Click Configuration > Anti-X > ADP > Profile and in the Profile Management section of this
screen, click the Add icon. A pop-up screen will appear allowing you to choose a base profile. Select
a base profile to go to the profile details screen.
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Base Profile
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Note: If Internet Explorer opens a warning screen about a script making Internet Explorer
run slowly and the computer maybe becoming unresponsive, just click No to
continue.

The Traffic Anomaly screen will display. Type a new profile Name. Enable or disable individual scan
or flood types by selecting a row and clicking Activate or Inactivate. Selecting different levels in the
Sensitivity drop-down menu adjusts levels for scan thresholds and sample times. Edit the default log
options and actions by selecting a row and making a selection in the Log or Action drop-down menus.
Click OK.

. Add Anomaly Profile Tix
Traffic Anomaly Protocol Anomaly
a
General 1
('w: APPSO )
Scan Detection
Serthty: rascdam pe
& Hatus Kame = _Log Acton
o] poriscan) TCP Poriscan og none
2 o] portscan) TCP Portscan Fin og naong
o] partscan) TCP Partscan Syn L= nang
r g pafscan ) LIDP Partscan L=} fdfig
] wweaap) TCP Port Sweap L=} nong
Page [1 of1 Show |50 | items Displaying 1 - 5of 5

Fload Detection

& Siatus _Nm = Log Achon Thresholdipid'sec)
d {Maad ) ICMP Flood Bg fGaE 1000 :_-'-_l
Lok [ cne || sae |

Click the Protocol Anomaly tab. Type a new profile Name. Enable or disable individual rules by
selecting a row and clicking Activate or Inactivate. Edit the default log options and actions by
selecting a row and making a selection in the Log or Action drop-down menus. Click OK.
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. Add Anomaly Profile 21X
Traffic Anomaly Protocol Anomaly
=
General
( Name: APFS600 )
TCP Decoder
s Status Nome - Log Acton
J (tcp_decoder) bad-top-flag ATTACK og nooe
9 (1cp_decoder) bad-tep-K-size ATTACK log nooe
" (tcp_decoder) tep-land ATTACK log none
Page l:l of 1 Show 50 v items Deplaying 1 -30f 3
UDP Decoder
H Status Name Log Action
® (udp_decoder) bad-udp-K-size ATTACK log neoe
& (udp_decoder) udp-land ATTACK log none
e (udp_decoder) udp-smurf ATTACK g none
Page l: of 1 Show 50 v items Displaying 1 -30f 3
1CMP Decoder
. Status Name - Log Action
! (iomp_decoder) bad-cmp-K-sae ATTACK log nene i
® (lomp_decoder) lomp-smurf ATTACK g none
— = =rn =
[ OK ] [ Cancel J [ Saye ]

2.7 Content Filter Profile Configuration

Content filter allows you to control access to specific web sites or filter web content by checking
against an external database. This tutorial shows you how to configure a Content Filter profile.

Note: You need to first activate your Content Filter service license or trial to use
Commtouch or BlueCoat content filtering service.

1 You will first configure a content filter profile. Click Configuration > Anti-X > Content Filter >
Filter Profile > Add to open the following screen. Enter a profile Name and select Enable Content
Filter Category Service and select desired actions for the different web page categories. Then select
the categories to include in the profile or select Select All Categories. Click Apply.
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General Settings
License Stabus: Licensed

Licerse Type: Tris
Hame: ( BhueCoat )

Enabile Content Filter Category Service

Betien for Unsafe Wih Pages: Warn w L Leg
Acton for Managed Web Pages: Back » [ g
Metion for Linrated Web Pages: Warn - [ Log
Action When Category Server [s Unavallable: Warn » Log

Select Categories

T t tegonies tEgories
7 Select Al Ca | Clear A1 Cal

2 Click the General tab and in the Policies section click Add. In the Add Policy screen that
appears, select the Filter Profile you created in the previous step. Click OK.

.2 Add Policy ?2X
T Create new Object y
] Enable Polcy
Schedule: none ~
Address: any v
C Filter Profie : BueCoat v )
User /Group: any ~
ook J[ cont |

3 In the General screen, the configured policy will appear in the Policies section. Select Enable
Content Filter and select BlueCoat. Then select Enable Content Filter Report Service to
collect content filtering statistics for reports. Click Apply.

General l Filter Profile I Trusted Web Sites l Forbidden Web Sites _

General Settings

|¥| Enable Content Filter

() Commtouch
@ BlueCoat
V| Enable Content Filter Report Service Report Server [
Content Filter Category Service Timeout: 10 (1~60 Seconds)
Content Filter Port O Add gedt T re
# Port ~
1 80
Policies
D Block web access when no policy is applied
O s (red Wrerove Q revate §racivate
# Status Address Schedule User Filter Profile
< 1 1% any none any BlueCoat )
K 4 Page Il oft| P >E Show |50 | items Displaying 1-1of 1
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2.8 Viewing Content Filter Reports

Content filtering reports are generated statistics and charts of access attempts to web sites
belonging to the categories you selected in your device content filter screen. You need to register
your iCard before you can view content filtering reports. Alternatively, you can also view content
filtering reports during the free trial (up to 30 days).

1 Go to http://www.myZyXEL.com. Fill in your myZyXEL.com account information and click Login.

Welcome to myZyXEL.com

Chek hern

Anacencement More

AV/100 WCard/E-1Cerd EOS

Canced

s D AESNIIY sacas Bos

2 A welcome screen displays. Click your USG's model name and/or MAC address under Registered
ZyXEL Products (the USG 20W is shown as an example here). You can change the descriptive name
for your USG using the Rename button in the Service Management screen.

Welcome

Welcome! Customer.

Model Serial Number Authenticatics Code / MAC
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http://www.myzyxel.com/

3 In the Service Management screen click Content Filter (BlueCoat) or Content Filter
(Commtouch) in the Service Name column to open the content filter reports screens.

Sarvice Activation

Service Management

EYWALL USC POW-DO0OAATHT 169
Fic Ranaller Indamatica
Eaxeiler Ema
TYWALL USC 300 -DI0AATIT 80 Henamas Transler
Sarvice Name Service Activation Semvice Type Scatun Expiracion Duce Eamark
Upgrace Tria e ewtends be
r— Iastalle extends te

In the Web Filter Home screen, click Commtouch Report or BlueCoat Report.

ZyXEL o o] .0 Coxt J oo
[@ ‘Web Filter Home

You're protected by Web Fitering. Web Filtering peovides you the
ablity to control what web stes can be accessed co your home o
Business PC. Web Fiter allows you i modify blocked categorias and
wiew reports of Internet activity.

REPORTS:
Track Interret activiy by viewing user reports, including ste violstions,
Cick Inks bellow 1o enter Commtouch / BlueCoat report:

==

5 Select items under Global Reports to view the corresponding reports.

ZyXEL comyiitoud Frwre

—

Report Home | Global Reports
e

ré Report Home

e |

Gicbal reports provide You with an overview of all your Interrat use.

Alowed/Biocked
Catecoren
URLs

6 Select a time period in the Date Range field, either Allowed or Blocked in the Action Taken field
and a category (or enter the user name if you want to view single user reports) and click Run Report.
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The screens vary according to the report type you selected in the Report Home screen.
7 A chart and/or list of requested web site categories display in the lower half of the screen.

IH_] Blurd st Reports
o= T

Erport Hoeme

@1%1 Reports - categaries

This report shows the tobal rambers of alowed or bloded requests for each category.

Select & report bype and b date range Fiom B drap dowe boooes Baiow b modkfy S report. Cickan a
CAbENy 15 view 8 ieport of the URLs requested far 5 speaf camegany.

Date Rasge: Laat 24 Hoiws =
ATTTED

Categories where the request was:  Mosed

® Ernail - 18% Email
Search EngnesiPortals
Web Advartigement
Computarsinferni
Hewibdadia
Sockal Natwariing

B Reterence
Proocy Awcldiar @
BloguNewigeoups

W Businegs 4E condmy
Polficatiacivist Groups

B Tranal
Urated =
Ll 15150
‘2aprch Engre-s Port gl 13754
‘Had koo fiemment 18219
| Computeriobermet bl ]

8 You can click a category in the Categories report or click URLs in the Report Home screen to see
the URLs that were requested.

ZyXEL ol -
@ BlucCoat Reports

Report Home

{ This report deplays allowed or blocked URLS requested within 8 speaific category. }

Date Range: Last24 Hours =

Action taken: Allowed ¥

Category: | Email =

URLs Requested for category:  Emal

Number of Open Web
Reque;u

ooe
1 v, mad,yahoo, comf

2 mad, yahoo.com/ 10 9.
3 mad, googe. com{afstam, com, mwy/ 10 2

4 mal. google. comimal 9 )
3 , be 9 8
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2.9 Anti-Spam Policy Configuration

This tutorial shows you how to configure an Anti-Spam policy with Mail Scan functions and DNS
Black List (DNSBL).

Note: You need to first activate your Anti-Spam service license or trial to use the Mail
Scan functions (Sender Reputation, Mail Content Analysis and Virus Outbreak
Detection).

1 To use the Mail Scan functions (Sender Reputation, Mail Content Analysis and Virus Outbreak
Detection) you need to enable them in the Mail Scan screen. Click Configuration > Anti-X >
Anti-Spam > Mail Scan to open this screen. Enable the desired Mail Scan functions. Click Apply.

Sender Reputation

(ﬂ Enable Sender Reputation Chedkdng (SMTP cely) )

Mail Content Analysis

C V] Enable Mai Content Analyss )

Mai Content Spam Tag: [Spam] (Optional)
Mad Content X-Header: X- (Optional)
Virus Outbreak Detection
C 7| Enable Vrus Outbresk De‘.ecbon)
Virus Outbreak Tag: [Virus) (Optional)
Virus Outbreak X-Header: X- (Optional)

2 To configure DNS Black List (DNSBL), click the DNSBL tab. Select Enable DNS Black List (DNSBL)
Checking. In the DNSBL Domain section click Add. Enter the DNSBL Domain for a DNSBL
service. In this example, zen.spamhaus.org is used. Click Apply.

1) Shows Advanced Settings
General Settings
< [¥] Enable DNS Biack List (DNSBL) Checking ’
DNSBL Spam Tag: [Spam] (Optional)
DNSEL X-Header: X- {Optional)
Query Timeout Settings
SMTP: forveard with tag N7
POP3: forward with tag A
Timeout Value: 3 {1-10 Seconds)
Timeout Tag: [Timeout] (Optional)
Timeout X-Header: X- {Optional)
DNSBL Domain List
@ Add _ZEdit [ Remove () Activate () Inactivate
S.. # DNSBL Domain «
_xen,spsmhaus.wﬁ ) I
m Q Page |1 of1 i> Dl:l Show 50 v items No data to display
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3 Click the General tab. In the Policy Summary section, click Add to display the Add rule screen.
Select from the list of available Scan Options and click OK to return to the General screen.

o Add rube Tix

General Settings
¥ Enable Policy
Log: log >~ 0

Email Direction
From: any t

To: any »

Probocols to Scan

| sMTR ¥ POP3

Scan Options
ﬁ Chack White List ‘\
& ChedkBlack st
¥ Chedk [P Reputabon (SMTP only)
¥ ChedcMal Content
o Ched: Virus Qutbreak
. Chedk DNSEL
Actions For Spam Mal [

forvward with tag ~

SMTP:
\ POPT: forward with tag vj
o [ cmm ]

4 In the General screen, the policy configured in the previous step will display in the Policy
Summary section. Select Enable Anti-Spam and click Apply.

e [ [ o

T Show Advanced Settngs

General Settings

V] Erable Ant-Spam

Polcy Summary
OMd e Prenore @ g .
St. pri_ Frem Te Protecol Scan Optons
( g 1 ey any smip, popd WL, BL. P Reputation Hllcweﬂlvmswnte)
—
K4 Peoel oft D M  Showso v tems Displaying 1- 1of 1
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Tutorial 3: Create Secure Connections ACross

the Internet

These sections cover using VPN to create secure connections across the Internet.

3.1 IPSec VPN

Besides using the VPN quick setup wizard to configure settings for an IPSec VPN tunnel, you can use
the Configuration > VPN > IPSec VPN screens to configure and activate or deactivate VPN
gateway and IPSec VPN connection policies. You can also connect or disconnect IPSec VPN
connections.

e Use the VPN Gateway screens to manage the USG’s VPN gateways. A VPN gateway specifies the
IPSec routers at either end of a VPN tunnel and the IKE SA settings (phase 1 settings). You can also
activate or deactivate each VPN gateway.

¢ Use the VPN Connection screens to specify which IPSec VPN gateway an IPSec VPN connection
policy uses, which devices behind the IPSec routers can use the VPN tunnel, and the IPSec SA
settings (phase 2 settings). You can also activate or deactivate and connect or disconnect each VPN
connection (each IPSec SA).

3.1.1 Test the VPN Connection
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After you configure the VPN gateway and VPN connection settings, set up the VPN settings on the
peer IPSec router and try to establish the VPN tunnel. To trigger the VPN, either try to connect to a
device on the peer IPSec router’s LAN or click Configuration > VPN > IPSec VPN > VPN
Connection and use the VPN connection screen’s Connect icon.

3.1.2 Configure Security Policies for the VPN Tunnel

You configure security policies based on zones. The new VPN connection was assigned to the
IPSec_VPN zone. By default, there are no security restrictions on the IPSec_VPN zone, so, next,
you should set up security policies that apply to the IPSec_VPN zone.

3.1.3 What Can Go Wrong

If the IPSec tunnel does not build properly, the problem is likely a configuration error at one of the
IPSec routers. Log into both IPSec routers and check the settings in each field methodically and
slowly. Make sure both the USG and remote IPSec router have the same security settings for the VPN
tunnel. It may help to display the settings for both routers side-by-side.

Here are some general suggestions.

e The system log can often help to identify a configuration problem.
e If you enable NAT traversal, the remote IPSec device must also have NAT traversal enabled.
e Both routers must use the same authentication method to establish the IKE SA.

e Both routers must use the same negotiation mode, encryption algorithm, authentication
algorithm, and DH key group.

e When using manual keys, both routers must use the same encryption key and authentication
key.

e When using pre-shared keys, both routers must use the same pre-shared key.

e The USG's local and peer ID type and content must match the remote IPSec router’s peer and local
ID type and content, respectively.

e Both routers must use the same active protocol, encapsulation, and SPI.

o If the sites are/were previously connected using a leased line or ISDN router, physically
disconnect these devices from the network before testing your new VPN connection. The old
route may have been learnt by RIP and would take priority over the new VPN connection.

e To test whether or not a tunnel is working, ping from a computer at one site to a computer at the
other
Before doing so, ensure that both computers have Internet access (via the IPSec routers).

e It is also helpful to have a way to look at the packets that are being sent and received by the
USG and remote IPSec router (for example, by using a packet analyzer such as Wireshark). Check

the configuration for the following USG features.

e Make sure the To-USG firewall rules allow IPSec VPN traffic to the USG. IKE uses UDP port
500, AH uses IP protocol 51, and ESP uses IP protocol 50.

e The USG supports UDP port 500 and UDP port 4500 for NAT traversal. If you enable this, make
sure the To-USG firewall rules allow UDP port 4500 too.

e Make sure regular firewall rules allow traffic between the VPN tunnel and the rest of the network.
Regular firewall rules check packets the USG sends before the USG encrypts them and check
packets the USG receives after the USG decrypts them. This depends on the zone to which you
assign the VPN tunnel and the zone from which and to which traffic may be routed.

e If you set up a VPN tunnel across the Internet, make sure your ISP supports AH or ESP
(whichever you are using).

e If you have the USG and remote IPSec router use certificates to authenticate each other, You must
set up the certificates for the USG and remote IPSec router first and make sure they trust each
other’s certificates. If the USG’s certificate is self-signed, import it into the remote IPsec router. If
it is signed by a CA, make sure the remote IPsec router trusts that CA. The USG uses one of its
Trusted Certificates to authenticate the remote IPSec router’s certificate. The trusted certificate
can be the remote IPSec router’s self-signed certificate or that of a trusted CA that signed the
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remote IPSec router’s certificate.
¢ Multiple SAs connecting through a secure gateway must have the same negotiation mode.

If you have the Configuration > VPN > IPSec VPN > VPN Connection screen’s Use Policy
Route to control dynamic IPSec rules option enabled and the VPN connection is up but VPN
traffic cannot be transmitted through the VPN tunnel, check the routing policies to see if they are
sending traffic elsewhere instead of through the VPN tunnels.

3.2 VPN Concentrator Example

A VPN concentrator uses hub-and-spoke VPN topology to combine multiple IPSec VPN connections
into one secure network. The hub routes VPN traffic between the spoke routers and itself. This
reduces the number of VPN connections to set up and maintain. Here a VPN concentrator connects
ZLD-based USGs at headquarters (HQ) and branch offices A and B in one secure network.

e Branch A's USG uses one VPN rule to access both the headquarters (HQ) network and branch
B’s network.

e Branch B’s USG uses one VPN rule to access branch A's network only. Branch B is not
permitted to access the headquarters network.

Figure 29 IPSec VPN Concentrator Example
Host 2 IP: 192.168.1.33

WAN IP: 10.0.0.2

WAN IP: 10.0.0.3
LAN IP: 192.168.11.1 N

LAN IP: 192.168.12.1

Vv
Host 1 IP: 192.168.11.33 ﬂ- Host 3 IP: 192.168.12.33

This IPSec VPN concentrator example uses the following settings.

Branch Office A
VPN Gateway (VPN Tunnel 1):

e My Address: 10.0.0.2
e Peer Gateway Address: 10.0.0.1

VPN Connection (VPN Tunnel 1):

e Local Policy: 192.168.11.0/255.255.255.0
e Remote Policy: 192.168.1.0/255.255.255.0
¢ Disable Policy Enforcement

Policy Route

e Source: 192.168.11.0
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e Destination: 192.168.12.0
e Next Hop: VPN Tunnel 1
Headquarters

VPN Gateway (VPN Tunnel 1):

e My Address: 10.0.0.1
e Peer Gateway Address: 10.0.0.2

VPN Connection (VPN Tunnel 1):

e Local Policy: 192.168.1.0/255.255.255.0
e Remote Policy: 192.168.11.0/255.255.255.0
¢ Disable Policy Enforcement

VPN Gateway (VPN Tunnel 2):

e My Address: 10.0.0.1
e Peer Gateway Address: 10.0.0.3

VPN Connection (VPN Tunnel 2):

e Local Policy: 192.168.1.0/255.255.255.0
e Remote Policy: 192.168.12.0/255.255.255.0

e Disable Policy Enforcement

Concentrator

¢ Add VPN tunnel 1 and VPN tunnel 2 to an IPSec VPN concentrator.
Firewall

e Block traffic from VPN tunnel 2 from accessing the LAN.

Branch Office B
VPN Gateway (VPN Tunnel 2):

e My Address: 10.0.0.3
e Peer Gateway Address: 10.0.0.1

VPN Connection (VPN Tunnel 2):

e Local Policy: 192.168.12.0/255.255.255.0
e Remote Policy: 192.168.1.0/255.255.255.0
e Disable Policy Enforcement

Policy Route
e Source: 192.168.12.0

e Destination: 192.168.11.0
¢ Next Hop: VPN Tunnel 2

3.2.1 What Can Go Wrong
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Consider the following when using the VPN concentrator.

The local IP addresses configured in the VPN rules should not overlap.

The concentrator must have at least one separate VPN rule for each spoke. In the local policy,
specify the IP addresses of the networks with which the spoke is to be able to have a VPN tunnel.
This may require you to use more than one VPN rule for each spoke.

To have all Internet access from the spoke routers go through the VPN tunnel, set the VPN rules in
the spoke routers to use 0.0.0.0 (any) as the remote IP address.

Your firewall rules can still block VPN packets.

If on a USG USG or USG 1050 the concentrator’s VPN tunnels are members of a single zone, make
sure it is not set to block intra-zone traffic.

3.3 Hub-and-spoke IPSec VPN Without VPN Concentrator

Here is an example of a hub-and-spoke VPN that does not use the USG’s VPN concentrator feature.
Here branch office A has a ZyNOS-based USG and headquarters (HQ) and branch office B have
ZLD-based USGs.

e Branch A's USG uses one VPN rule to access both the headquarters (HQ) network and branch
B’s network.

e Branch B’s USG uses one VPN rule to access both the headquarters and branch A’s networks.
Figure 30 Hub-and-spoke VPN Example

—; 192.168.168.0/255.255.255.0

192.168.167.0/255.255.255.0 192.168.169.0/255.255.255.0

This hub-and-spoke VPN example uses the following settings.

Branch Office A (ZyNOS-based USG):

Gateway Policy (Phase 1):

e My Address: 10.0.0.2
e Primary Remote Gateway: 10.0.0.1

Network Policy (Phase 2): Local Network: 192.168.167.0/255.255.255.0; Remote Network:
192.168.168.0~192.168.169.255

Headquarters (ZLD-based USG):
VPN Gateway (VPN Tunnel 1):
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e My Address: 10.0.0.1
e Peer Gateway Address: 10.0.0.2

VPN Connection (VPN Tunnel 1):

¢ Local Policy: 192.168.168.0~192.168.169.255
e Remote Policy: 192.168.167.0/255.255.255.0

e Disable Policy Enforcement
VPN Gateway (VPN Tunnel 2):

e My Address: 10.0.0.1
e Peer Gateway Address: 10.0.0.3

VPN Connection (VPN Tunnel 2):

e Local Policy: 192.168.167.0~192.168.168.255
e Remote Policy: 192.168.169.0/255.255.255.0

e Disable Policy Enforcement

Branch Office B (ZLD-based USG):
VPN Gateway:

e My Address: 10.0.0.3
e Peer Gateway Address: 10.0.0.1

VPN Connection:

e Local Policy: 192.168.169.0/255.255.255.0
e Remote Policy: 192.168.167.0~192.168.168.255
e Disable Policy Enforcement

3.3.1 What Can Go Wrong

Consider the following when implementing a hub-and-spoke VPN.

e This example uses a wide range for the ZyNOS-based USG’s remote network, to use a narrower
range.

¢ The local IP addresses configured in the VPN rules should not overlap.

e The hub router must have at least one separate VPN rule for each spoke. In the local policy,
specify the IP addresses of the hub-and-spoke networks with which the spoke is to be able to
have a VPN tunnel. This may require you to use more than one VPN rule.

To have all Internet access from the spoke routers to go through the VPN tunnel, set the VPN
rules in the spoke routers to use 0.0.0.0 (any) as the remote IP address.

Your firewall rules can still block VPN packets.

If the ZLD-based USGs’ VPN tunnels are members of a single zone, make sure it is not set to block
intra-zone traffic.

The ZyNOS based USGs don't have user-configured policy routes so the only way to get traffic
destined for another spoke router to go through the ZyNOS USG's VPN tunnel is to make the remote
policy cover both tunnels.

Since the ZLD-based USGs automatically handle the routing for VPN tunnels, if a ZLD-based USG
USG is a hub router and the local policy covers both tunnels, the automatic routing takes care of
it without needing a VPN concentrator
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o If a ZyNOS-based USG’s remote network setting overlaps with its local network settings, set ipsec

swSkipOverlapIp to onto send traffic destined to A's local network to A's local network instead of
through the VPN tunnel.

3.4 USG IPSec VPN Client Configuration Provisioning

VPN configuration provisioning gives USG IPSec VPN Client users VPN rule settings
automatically.

Figure 31  IPSec VPN Configuration Provisioning Process

1

INTERNEI

2

1 User Charlotte with the USG IPSec VPN Client sends her user name and password to the
USG.

2 The USG sends the settings for the matching VPN rule.
3.4.1 Overview of What to Do

1 Create a VPN rule on the USG using the VPN Configuration Provisioning wizard.
2 Configure a username and password for the rule on the USG.
3 On a computer, use the USG IPSec VPN Client to get the VPN rule configuration.

Now user Charlotte can access the network behind the USG through the VPN tunnel.

Figure 32 USG IPSec VPN Client with VPN Tunnel Connected

3.4.2 Configuration Steps

1 Inthe USG Quick Setup wizard, use the VPN Settings for Configuration Provisioning
wizard to create a VPN rule that can be used with the USG IPSec VPN Client.

142



2 Click Configuration > Object > User/Group and create a user account for the USG IPSec
VPN Client user.

3 Then, enable Configuration Provisioning in Configuration > VPN > IPSec VPN >
Configuration Provisioning and configure it to allow the newly created user to retrieve this rule’s
settings using the USG IPSec VPN Client.

4 On the USG IPSec VPN Client, select Configuration > Get From Server.
iZ ZyWALL IPSec VPN Client E=mey X

| Configuration | Tools ?
Import
Export
Move to USB Drive

Wizard...
Quit

IN Configuration

VPN Configuration
Written by VpnConf 3.00
Last modification: 09-27-2011

5 Enter the WAN IP address or URL for the USG. If you changed the default HTTPS port on the USG,
then enter the new one here. Enter the user name (Login) and and password exactly as configured
on the USG or external authentication server. Click Next.

& VPN Configuration Server Wizard |

Step 1: Authentication

What are the parameters of the VPN Server Connection?

You are going to download your VPN Configuration from the VPN Configuration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: { myconfserv.dyndns.org ) Port: 443

Authentication: Login + Password -

Login:
word:

6 Click OK. The rule settings are now imported from the USG into the USG IPSec VPN Client.

3.4.3 What Can Go Wrong

¢ VPN rule settings violate the the USG IPSec VPN Client restrictions:

Check that the rule does not contain AH active protocol, NULL encryption, SHA512
authentication, or a subnet/range remote policy.

The USG IPSec VPN Client can also indicate rule violations. Check its warning screen.

Although the rule settings may be valid, whether the tunnel actually works depends on the
network environment. For example, a remote policy IP address for a server may be valid, but
the server may be down or have an actual different IP address.

e There is a login problem:

Reenter the user name (Login) and password in the USG IPSec VPN Client exactly as
configured on the USG or the external authentication server

Check that the client authentication method selected on the USG is where the user name and
password are configured . For example, if the user name and password are configured on the
USG, then the configured authentication method should be Local.

e There’s a network connectivity problem between the USG and the USG IPSec VPN Client:
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Check that the correct USG IP address and HTTPS port (if the default port was changed)
was entered.

Ping the USG from the computer on which the USG IPSec VPN Client is installed. If there
is no reply, check that the computer has Internet access.
If the computer has Internet access, contact the USG administrator

e The entry is not activated:

Make sure that both Enable Configuration Provisioning in Configuration > VPN > IPSec
VPN > Configuration Provisioning is selected and that the entry has a yellow Status icon.

3.5 SSLVPN

SSL VPN uses remote users’ web browsers to provide the easiest-to-use of the USG's VPN solutions.
A user just types the USG's web address and enters his user name and password to securely access
the USG’s network. Here a user uses his browser to securely connect to network resources in the same
way as if he were part of the internal network.

Figure 33 SSL VPN
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¢ Click Configuration > Object > SSL Application and configure an SSL application object to
specify the type of application and the address of the local computer, server, or web site SSL users
are to be able to access.

¢ Click Configuration > VPN > SSL VPN > Access Privilege to configure SSL access policies.

e Use the Configuration > VPN > SSL VPN > Global Setting screen to set the IP address of the
USG (or a gateway device) on your network for full tunnel mode access, enter access messages or
upload a custom logo to be displayed on the remote user screen.

Remote users can access resources on the local network using one of the following methods:

e Using a supported web browser

Once you have successfully logged in through the USG, you can access intranet sites, web- based
applications, or web-based e-mails using one of the supported web browsers.

¢ Using the USG SecuExtender client

Once you have successfully logged into the USG, if the SSL VPN access policy has network
extension enabled the USG automatically loads the USG SecuExtender client program to your
computer. With the USG SecuExtender, you can access network resources, remote desktops and
manage files as if you were on the local network.

3.5.1 What Can Go Wrong

o If you uploaded a logo to show in the SSL VPN user screens but it does not display properly, check
that the logo graphic is in GIF, JPG, or PNG format. The graphic should use a resolution of
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103 x 29 pixels to avoid distortion when displayed. The USG automatically resizes a graphic of a
different resolution to 103 x 29 pixels. The file size must be 100 kilobytes or less.
Transparent background is recommended.

¢ If users can log into the SSL VPN but cannot see some of the resource links check the SSL
application object’s configuration.

o If the user account is not included in an SSL VPN access policy, the USG redirects the user to the
user aware screen.

e Operating system and browser requirements for the remote user’s computer:
e Windows 7 (32 or 64-bit), Vista (32 or 64-bit), 2003 (32-bit), XP (32-bit), or 2000 (32-bit)
e Internet Explorer 7 and above or Firefox 1.5 and above
e Using RDP requires Internet Explorer
e Sun’s Runtime Environment (JRE) version 1.6 or later installed and enabled.

e Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension sessions. Users
need to re-connect if this happens.

3.6 L2TP VPN with Android, i0S, and Windows

L2TP VPN uses the L2TP and IPSec client software included in remote users’ Android, iOS, or
Windows operating systems for secure connections to the network behind the USG.

1 L2TP VPN uses one of the USG’s IPSec VPN connections. Edit Default_L2TP_VPN_GW as
follows:

¢ Set My Address to the WAN interface domain name or IP address you want to use.
e Replace the default Pre-Shared Key.

2 Create a host-type address object containing the My Address IP address configured in the
Default_L2TP_VPN_GW and set the Default_L2TP_VPN_Connection’s Local Policy to use it.

3 In Configuration > VPN > L2TP VPN enable the connection and set the VPN connection L2TP
VPN uses, the L2TP client IP address pool, the authentication method, and the allowed users.

4  Configure a policy route to let remote users access resources on the network behind the USG.

e Set the policy route’s Source Address to the address object that you want to allow the remote
users to access (LAN1_SUBNET in the following example).

¢ Set the Destination Address to the IP address pool that the USG assigns to the remote users
(L2TP_POOL in the following example).

e Set the next hop to be the VPN tunnel you are using for L2TR

3.6.1 L2TP VPN Example

Here a sales representative uses a laptop to securely connect to the USG’s network.

Figure 34  L2TP VPN Example
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I _ | LAN1_SUBNET:~ L2TP_POOL:«

L s 1921881 192.168.10.10~192.168.10.20

The USG has a WAN interface with a static IP address of 172.16.1.2.
e The remote user has a dynamic public IP address and connects through the Internet.

¢ You configure an IP address pool object named L2TP_POOL to assign the remote users IP
addresses from 192.168.10.10 to 192.168.10.20 for use in the L2TP VPN tunnel.

e The VPN rule allows the remote user to access the LAN1_SUBNET (the 192.168.1.x subnet). Do

the following to configure the L2TP VPN example:
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Click Configuration > VPN > IPSec VPN > VPN Gateway and double-click the
Default_L2TP_VPN_GW entry.

Select Enable.
Set My Address. This example uses a WAN interface with static IP address 172.16.1.2.

Set Authentication to Pre-Shared Key and configure a password. This example uses top-
secret. Click OK.

| -/ Edit VPN Gateway Default_L2TP_VPN_GW ?]x

Short Advanced Settings

Geners| Settngs #

|
|
| +| Enable

| WPH Gateway Mame: Default_LITF VPN_GYV
|

! GalEway Setlings

My Address
@ nterface wanl W Ciabic - 1TL1G.1.Z.

Domain Mame | I[P

Peer Gateway Address

Static Address

Fall Bk o Primary Peer Galewsy when posabls

% Dynamic Address

Authentication

& Pre-Shared Key top-secret

Click the VPN Connection tab and double-click the Default_L2TP_VPN_Connection entry.

Click Create New Object > Address and create a host type address object that contains the My
Address IP address you configured in the Default_L2TP_VPN_GW. The address object in this
example uses the WAN interface’s IP address (172.16.1.2) and is named L2TP_IFACE.

Select Enable, set Application Scenario to Remote Acces and Local Policy to L2TP_IFACE,
and click OK.

- tdit VPN Connection Default_L2TP_VPN_Connection ?ix
Show Advanced Settings | MCreate new Object » .) Create Address
7| Enable
Connection Name: Defaudt_L2TP_VPN_Cornection Name: L2TP_IFACE
VPH Gateway Address Type: HOST V.
Appicaton Scenano 1P Address: 172.16.1.2
Ste-to-site

Site-to-site with Dynamic Peer
@ Remote Access (Server Roie)

Remote Access (Chent Role)

VPN Gateway: Defauit_L2TP_VPN_GW ¥ wan10.0.0.00.0.0.0
Policy
Local policy L2TP_JFACE ¥ MOST, 172.16.1.2
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3 Click Configuration > VPN > L2TP VPN and then Create New Object > Address to create an
IP address pool for the L2TP VPN clients. This example uses L2TP_POOL with a range of
192.168.10.10 to0 192.168.10.20. Click Create New Object > User/Group to create a user object
for the users allowed to use the tunnel. This example uses a user object named L2TP-test.

Enable the connection.
Set VPN Connection to Default_L2TP_VPN_Connection.
Set IP Address Pool to L2TP_POOL.

Select the authentication method (default in this example), and select the users that can use the
tunnel (L2TP-test in this example).

.. Create Address
.l Show Advanced Settings .70 Create new Object ~
General Settings Name: L2TP_POOL
7] Ensble L2TP Over IPSec ey RANGE X
VPN Connection: Default_LZTP VPN_Connes ¥ Starting 1P Address: 192.168.10.10
1P Address Pool: L2TP_POOL v End IP Address: 192.168.10.20
Authentication Methed: default v « Add User
ARG L2TP-test % User Configuration
User Name : LZTP-test
(Lronty ][ Reset ] s = —
Password: seee
Retype: eee

3.6.2 Configuring Policy Routing

You must also configure a policy route to let remote users access resources on the network behind the
USG.

e Set the policy route’s Source Address to the address object that you want to allow the remote
users to access (LAN_1SUBNET in this example).

e Set the Destination Address to the IP address pool that the USG assigns to the remote users
(L2TP_POOL in this example)).

e Set the next hop to be the VPN tunnel that you are using for L2TP VPN.

' Add Policy Route 2%

Show Advanced Settings T Create new Object ~

Configuration
7| Enable
Description: L2TP_VPN (Optional)

Criteria
User: any e
Incoming: any (Exchuding ZyWALL) ¥
Source Address: LAN1_SUBNET W
Destination Address: L2TP_POOL N,
DSCP Code: any e
Schedule none Y
Service: any >

Next-Hop
Type: VPN Tunnel M
VPN Tunnel Default_L2TP_VPN_Conne: ¥ =
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USG's return traffic back through the L2TP VPN tunnel.

e Set Incoming to USG.
e Set Destination Address to the L2TP address pool.
e Set the next hop to be the VPN tunnel that you are using for L2TR

2 Add Policy Route JE
Show Advanced Settings T Create new Dbject =
Configuration
' Enable
Description: Remote Management | (Optional)
Criteria
User: admin =
Incoming: ZyWALL ot
Source Address: arny ”'
Destination Address: L2TP_POOL o
DSCP Code: any bt
Schedule; nong !
Service: any o
Next-Hop
Type: VPN Tunnel i
VPN Tunnel: Default_L2TP_VPN_Conne ™

If some of the traffic from the L2TP clients needs to go to the Internet, create a policy route to send
traffic from the L2TP tunnels out through a WAN trunk.

e Set Incoming to Tunnel and select your L2TP VPN connection.

e Set the Source Address to the L2TP address pool.
e Set the Next-Hop Type to Trunk and select the appropriate WAN trunk.

-7 Edit Policy Route A L

Show Advanced Settings 7] Create new Object »

Configuration -
¥ Enable
Description L2TP VPN to Intemet ~ (Optional)

Criteria
User: L2TP-test >
Incoming: Tunnel ¥
Please select one member: Default_L2TP_VPN_Conne: ¥
Source Address: L2TP_POOL N
Destination Address: any %
DSCP Code: any "
Schedule none 2
Sesvice any %

Next-Hop
Type: Trunk N
Trunk SYSTEM_DEFAULT _WAN_" ¥

3.6.3

To configure L2TP VPN in an Android device, go to Menu > Settings > Wireless & networks >
VPN settings > Add VPN > Add L2TP/IPSec PSK VPN and configure as follows..

149



e VPN name is for the user to identify the VPN configuration.
e Set VPN server is the USG's WAN IP address.

o Set IPSec pre-shared key is the pre-shared key of the IPSec VPN gateway the USG uses for
L2TP VPN over IPSec (top-secret in this example).

o Enable L2TP secret turn this off.
o DNS search domain leave this on.

e When dialing the L2TP VPN, the user will have to enter his account and password.

3.6.4 Configuring L2TP VPN in iOS

To configure L2TP VPN in an iOS device, go to Settings > VPN > Add VPN Configuration > L2TP
and configure as follows.

e Description is for the user to identify the VPN configuration.

e Server is the USG’s WAN IP address.

e Account is the user’s account for using the L2TP VPN (L2TP-test in this example).
¢ RSA SecurlID leave this off.

e Password is the password for the user’s account.

e Secret is the pre-shared key of the IPSec VPN gateway the USG uses for L2TP VPN over
IPSec (top-secret in this example).

¢ Send All Traffic leave this on.

¢ Proxy leave this off.

3.6.5 Configuring L2TP VPN in Windows

The following sections cover how to configure L2TP in remote user computers using Windows 7,
Vista, or XP.

3.6.5.1 Configuring L2TP in Windows 7 or Windows Vista

Do the following to establish an L2TP VPN connection.

Create a Connection Object

1 Open the Network and Sharing Center screen.

Windows 7: click Start > Control Panel > View network status and tasks > Set up a new
connection or network.

Windows Vista: click Start > Network > Network and Sharing Center > Set up a connection or
network).

2 Select Connect to a workplace and click Next.
3 Select Use my Internet connection (VPN).

4 For the Internet address enter the My Address domain name or WAN IP address of the VPN
gateway the USG is using for L2TP VPN (172.16.1.2 in this example).

4a For the Destination name, specify a name to identify this VPN (L2TP to USG for
example).

4b  Select Don’t connect now, just set it up so I can connect later and click Next.
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4

Type the Internet address to connect to

¥our network administrator can give you thes sddiress.

Internet address: 1721612

Destination name: L2TP ta Zy'WALL

Lise a gmant card

oy gllow ather people to wie this connection
This eption allows anyone with access to this computer bo use this connection,

| Don't connect now; just set it up so I can connect later

Hext Cancel |
Enter your USG user name and password and click Create.

Type your user name and password
ser name: LETR-teat
Password: sesssssan

Show characters

Eemember this pastword
Domain {optional):

| Create Cancel

Click Close.

Configure the Connection Object

In the Network and Sharing Center screen, click Connect to a network. Right-click the L2TP

VPN connection and select Properties.
Dial-up and VPN A |
L2TP to ZyWALL |

Properties ‘

In Windows 7, click Security and set the Type of VPN to Layer 2 Tunneling Protocol with

IPsec (L2TP/IPSec). Then click Advanced settings.

In Windows Vista, click Networking. Set the Type of VPN to L2TP IPSec VPN and click IPSec

Settings.
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Windows 7
3 VPN Connection Properties SN I s+ [
—

| Generai | Opbors | Securty | Netorkung | Shanng|
TrpeolVPR 0000000
Layer 2 Tunneiing Protocol with IPsec (L2TP/iPSec) v

Data encrypbon
|Require encrypaon (o t 4 server dechnes) -
Autherficaton

Use Extensible Authentcabon Protocol (EAP)

Q Allow these peotocols

Unencrypled password (PAP)

v Challenge Handshake Auth ason Protocol (CHAP)
V| Mecrosof CHAP Version 2 (MS-CHAP v2)

Automancally use my Windows logen name and
password (and domasn, # any)

o [ omn

2

Windows Vista+

| Genesal | Optons | Secus

Typa of VPN
(L2TP 1Peec VPN

This connaction uses the folowing tems

" biomet Prtoca Vorwon 6(CP/PVE |
64 -+ Itemet Protocol Version 4 (TCP/IPv4) |
2 BBl Fle and Prnter Shanng for Mcrosoft Networks

|2 28 Trend Mcro NDIS 6.0 Fier Daver

(2 & Chent for Microsoft Networks

TCPAP version 6. The latest version of the ntemet protocol
that provides communication across dverse intercornected
networks

Select Use preshared key for authentication and enter the pre-shared key of the VPN gateway

entry the USG is using for L2TP VPN (top-secret in this example). Click OK to save your changes and
close the Advanced Properties screen. Then click OK again to close the Properties window.

e —

L2Te

Q) Use preshared key for authentication
Key: top-secre§

Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

If a warning screen about data encryption not occurring if PAP or CHAP is negotiated, click Yes.

When you use L2TP VPN to connect to the USG, the USG establishes an encrypted IPSec VPN
tunnel first and then builds an L2TP tunnel inside it. The L2TP tunnel itself does not need
encryption since it is inside the encrypted IPSec VPN tunnel.

{ The protocols you have selected include PAP and/or CHAP. If one of
these is negotiated, data encryption will not occur. Do you want to keep
these settings?

[y J[ m

Connect Using L2TP VPN

1

In the Network and Sharing Center screen, click Connect to a network, select the L2TP VPN

connection and click Connect to display a login screen. Enter the user name and password of your

USG user account and click Connect.
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& Connect VPN Connection™® -5

Username L2TP-test
Password o0
Domain

| Save this user name and password for the following users
Me only

'S Anyong who uses this computer

(Gomect ) [_concei_| [_Propemes | [ 1]

2 A window appears while the user name and password are verified. The Connect to a network
screen shows Connected after the L2TP over IPSec VPN tunnel is built.

Dial-up and VPN A

L2TP to USG.. Connected ;:]

3 After the connection is up a connection icon displays in your system tray. Click it and then the L2TP
connection to open a status screen.

4  Click the L2TP connection’s View status link to open a status screen.

Network and Sharing Center
View full map
LW ‘
. L
i ") :
A L -
TWPCL1477-VISTA Muiltiple networks Internet
(This computer)
5‘ ZyXEL.com (Domain network) Customize
Access Local and Internet
Connection Broadcom NetXtreme View status
A4 L2TP to ZyWALL (Public network) Customize
Access Local only
Connection L2TP to ZyWALL
Dicconnect s

5 Click Details to see the address that you received is from the L2TP range you specified on the
USG (192.168.10.10-192.168.10.20 in the example).
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Hetmdcfmn__eiﬁnn[?elﬂs

Networs Connection Detads:
Propesty Ve
Cormaction-spaciic DN
Descorption L2TF to ZyWALL
Physical Address
DHCF Ensbiad Ha
IPod IF Addrees 152.168.10012
IPwd Subret Mask 255295255255
IPwd Diafaul Gateway
IPwd DNS Server
IPed WINS Sarver

NelBIDS ower Topip Eni Yes

6 Access a server or other network resource behind the USG to make sure your access works.

3.6.5.2 Configuring L2TP in Windows XP

In Windows XP first issue the following command from the Windows command prompt (including
the quotes) to make sure the computer is running the Microsoft IPSec service.

net start "ipsec services".

Then do the following to establish an L2TP VPN connection.

1 Click Start > Control Panel > Network Connections > New Connection Wizard.
2 Click Next in the Welcome screen.

3 Select Connect to the network at my workplace and click Next.

New Connection Wizard
Network Connection Type
What do you wark to do? ‘/

(O Connect to the Internet
Connact 1o the Intemat 1o pou can browse the Web and read emad
(Connect to the network at my workplace
Connect 10 & business network (using dalup of VPN 20 you can wodk om home,
2 hedd olfice, or ancther locaton
() Set up a home or small office network
Connect o an exasting home of snall olfice network of set up 3 new one

() Set up an advanced connection

Connect deoctly 1o another compuber Lsng your sonal. paraliel, or nfraced pont, o
ot up thes compuber 10 that other competens can connect to &

[ <Back ]ue-h ] [ Cancel |

4  Select Virtual Private Network connection and click Next.

Network Connection
How do pou want to cornect to the network at your workplace?

Cieate the lodowng connechon

) Dial-up connection

Connect uting a modem and a regular phone ne of an Integrated Senvices Digtal
Network (ISDN) phore Ine

© ¥irtual Private Network connection
I(:on\ocnothmmtmavhudwdoww«k VPN] connection over the
ket

[ < Back ][ Nesd > ][ Cancelj

5 Type L2TP to USG as the Company Name.
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Connection Name
Speciy a name fot this conmection 10 pour wodkplace.
Type & name for thes connection in the lollovang box.
Compary Name
L2TP to ZywALL

For example, you could type the name of your warkplace of the name of & serves you
will cornect to

&)

[ cBock || New>

) [ Concel ]

6 Select Do not dial the initial connection and click Next.

Public Network
Windows can make sure the publc network is connacted fest

Wirdows can sutomatically dial the intial connechon bo tha Intemet or other public
retwork, balfore establiching the virtual connechon.

® Do ot dal the iniial connection]
O Automatically dial this indal connection:

Cerss s ] (

Concel |

7 Enter the domain name or WAN IP address configured as the My Address in the VPN gateway
configuration that the USG is using for L2TP VPN (172.16.1.2 in this example).

VPN Serves Selection
What is the nama of sddiess of the VPN serves?

Type the host name of Intemet Protocol (BP) addeess of the computer to wiech you are
connectng
Hoast name of IP address (for example. mecrosoft. com or 157.540.1 }
172.16.1.2.
[ <Bock J[ Hets | [ Cowel |

8 Click Finish.
9 The Connect L2TP to USG screen appears. C

Connect L2TP 1o ZyWALL 2|

7] Save thes user name and password for the folowing users

lick Properties > Security.

Lonnect Cancel l ﬁm: I Hep
10 Click Security, select Advanced (custom settings) and click Settings.
2]
General | Dptions  Securty | Networking | Shang |
~ Securly ophons
" Iypical recommended settngs)
| |
I~ Autoens o
I™ Re L n
= Agvanced [custoe seltings)

1

Select Optional encryption (connect even if no encryption) and the Allow these protocols
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radio button. Select Unencrypted password (PAP) and clear all of the other check boxes. Click

OK.

Raa encoypion

Opbional encryption [cornact even § rno encypbon) v
Logon secunty

O Use Extensbie Authertication Protocal [EAP)

(®/Alow theze peotoceld
[¥] Unencrypted password [PAP)
[] Sheva Password Authertic shon Protocal [SPAP)
] Challenge Handshake Authentication Protocol {CHAP)
[[] Micsosolt CHAP (MS-CHAP)

[T Micsosolt CHAR Version 2 (MS-CHAP v2)

ok _J[ conce ]

12  Click IPSec Settings.

@ L21P to ZyWALL Properties &3

General | Options | Secusky Networking -~ Advanced

Secursty opbons

O Iyl [recommended settings)

®Advanced custom settngs)

Uting these seltings tequres 8 knowledge
of security peotocols

13 Select the Use pre-shared key for authentication check box and enter the pre-shared key used
in the VPN gateway configuration that the USG is using for L2TP VPN. Click OK.

IPSec Settings

[] Use poe-shaved key for suthertication

ey lop-saconl

14  Click Networking. Select L2TP IPSec VPN as the Type of VPN. Click OK.
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& L2TP to ZyWALL Properties 4 x|
Genersl  Opbont ~ Secusty Networking | Advancad

Type of VPN

) QoS Packet Scheduer
Bl Fie and Prrter Sharng for Microsolt Netwodks
2 B Chert for Microzolt Networks

4 Bl Novel Chent for Windows v
Descapbon

Trarsmission Control Protocol/Intemet Protocol The delaukt
wade aes network peotocol that provides commurcabon
actoss diverse mhetconnected networks

Lok _J[ Concel ]

15  Enter the user name and password of your USG account. Click Connect.

Connect L2TP to ZyWALL

User name:

Pazowoed:

[7] Save thes user name and password for the followng uters

[gere ][ cocs ) Coupesen J[ sow J

16 A window appears while the user name and password are verified.
17 A USG-L2TP icon displays in your system tray. Double-click it to open a status screen.
18 Click Details to see the address that you received from the L2TP range you specified on the

USG (192.168.10.10-192.168.10.20).

& L7TP to ZyWALL Status 2%

General | Detads
Property Wahe
WAN Miniport [L2TF)
D Toopest po
Sarver hupe il
Tramapsoiis TCRAP
Ahenbeabon PAP
IPSEC Enciyption IPSec, ESP 2DES
Comprasion Inorw]
PPP mudtiink, framang O
Server |F address onoo
Chert IP addeess 1521681012

19  Access a server or other network resource behind the USG to make sure your access works.

3.6.6 What Can Go Wrong
The IPSec VPN connection must:

e Be enabled
e Use transport mode
¢ Not be a manual key VPN connection

157



¢ Use Pre-Shared Key authentication

e Use a VPN gateway with the Secure Gateway set to 0.0.0.0 if you need to allow L2TP VPN
clients to connect from more than one IP address.

Disconnect any existing L2TP VPN sessions before modifying L2TP VPN settings. The remote users
must make any needed matching configuration changes and re-establish the sessions using the new
settings.
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Tutorial 4. Managing Traffic

These sections cover controlling the traffic going through the USG.

4.1 How to Configure Bandwidth Management

Bandwidth management is very useful when applications are competing for limited bandwidth.

Connection and Packet Directions

Bandwidth management looks at the connection’s direction from the interface it was initiated on to
the interface it goes out. The connection initiator sends outbound traffic and receives inbound traffic.
The USG controls each flow’s bandwidth as it goes out through an interface or VPN tunnel. For
example, a LAN1 to WAN connection is initiated from LAN1 and goes to the WAN.

Figure 36 LAN1 to WAN Connection and Packet Directions

LANA. Connection® e WAN

/ Inbound«
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e Outbound traffic goes from a LAN1 device to the WAN. The USG applies bandwidth
management before sending the packets out a WAN interface.

e Inbound traffic comes back from the WAN to the LAN1 device. The USG applies bandwidth
management before sending the traffic out a LAN1 interface.

You can set outbound and inbound guaranteed and maximum bandwidths for an application.

4.1.1 Bandwidth Allocation Example

Say a 10-person office has WAN1 connected to a 50 Mbps downstream and 5 Mbps upstream VDSL
line and you want to allocate bandwidth for the following:

e SIP: Up to 10 simultaneous 100 Kbps calls guaranteed

¢ Video conferencing: Up to 10 simultaneous 128 Kbps Skype video calls guaranteed

e Video streaming: up to 10 simultaneous 256 Kbps sessions

e HTTP: Internet access including downloading files for 10 users

e SMTP: 10 users sending email

e POP3: 10 users receiving email

e FTP: 10 users uploading and downloading files

Here is an example of allocating the any to WAN connection’s inbound and outbound packet flows.

Enable Maximize Bandwidth Usage (Max B.U.) on a packet flow to set no limit on it and let it use any
available bandwidth on the out-going interface.

Table 11 50 Mbps / 5 Mbps Connection Any to WAN Bandwidth Allocation Example
GUARANTEED K / MAXIMUM K OR MAX B.U.

PRIORITY AND APPLICATION
INBOUND OUTBOUND

1 SIP 1000/2000 1000/2000

2 Video conferencing 1280/3840 1280/3840

3 Video streaming 2560/3584 *

4 HTTP 10240/46080 *

4 SMTP * 2048/Max B.U.

4 POP3 10240/Max B.U. *

5 FTP 10240/46080 792/3072

Total guaranteed bandwidth: 35560 Kbps 5120 Kbps

* This application does not usually generate enough traffic in this direction to require management.

4.1.2 Setting the Interface’s Bandwidth

Use the Configuration > Interface screens to set the WAN1 interface’s upstream (egress)
bandwidth to be equal to (or slightly less than) what the connected device can support. This
example uses 5120 Kbps.

4.1.3 SIP Bandwidth Management

The most effective way to ensure the quality of SIP calls is to go to the Configuration > BWM screen
and enable BWM and select Enable Highest Bandwidth Priority for SIP Traffic. See the following
section if you prefer to configure specific bandwidth management rules for SIP instead.

4.1.4 SIP Any-to-WAN and WAN-to-Any Bandwidth Management Example
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e Manage SIP traffic going to WAN1 from users on the LAN or DMZ.

e Inbound and outbound traffic are both guaranteed 1000 kbps and limited to 2000 kbps.
Figure 37  SIP Any-to-WAN Guaranteed / Maximum Bandwidths Example
Outbound: 1000/2000 kbps+

LAN S~ _ _ QBWM“

Inbound: 1000/2000 kbps+

1 In the Configuration > BWM screen, click Add.

2 In the Add Policy screen, select Enable and type SIP Any-to-WAN as the policy’s name.
Leave the incoming interface to any and select wan1l as the outgoing interface.
Select App Patrol Service and sip as the service type.

Set the inbound and outbound guaranteed bandwidth to 1000 (kbps) and maximum bandwidth to
2000 kbps and priority 1. Click OK.

Note: Use App Patrol Service for the services classified by the USG’'s IDP packet
inspection signatures. Use Service Object for pre-defined services.

2 Repeat the steps above to create another policy named SIP WAN-to-Any for calls coming in from
the SIP server on the WAN. It is the same as the SIP Any-to-WAN policy, but with the directions
reversed (WAN-to-Any instead of Any-to-WAN).
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Create new Dbject = S

= Creabs mew Obeet =

+ | Ensbie Confepuraise

i
i
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)

b -y et Critens

Uper; =y
incoming interface: *v-_-_-_-_-_-_-_-_-_ Sohee; P =
Duigaing Inberface: —_._w;_-_h- et

Dot i B sy ! Temrca: oy g
w
5P Code =y — = = ;
e .
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4.1.5 HTTP Any-to-WAN Bandwidth Management Example

e Set inbound guaranteed and maximum rates as the local users on the LAN and DMZ will probably
download more than they upload to the Internet.

e Set fourth highest priority (4) for the HTTP traffic in both directions.

Figure 38 HTTP Any-to-WAN Bandwidth Management Example
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LAN QOutbound:# WAN
Bandwidth not managed«‘
-

. Inbound: 10240 kbps guaranteed+
DMZ 46080 kbps maximum+

1 In the Configuration > BWM screen, click Add.

2 In the Add Policy screen, select Enable and type HTTP Any-to-WAN as the policy’s name.
Leave the incoming interface to any and select wan1l as the outgoing interface.
Select App Patrol Service and http as the service type.

Set the guaranteed inbound bandwidth to 10240 (kbps) and set priority 4. Set the maximum to
46080 (kbps). Set the outbound priority to 4. Click OK.

) Add Policy 21X
=] Create new Object ~

Configuration

[V] Enable
Description: HTTP Any-to-WAN (Optional)

Criteria
User: any v
Schedule: none v
Incoming Interface: any v
Outgoing Interface: wan1 v
Source: any v
Destination: any v
DSCP Code: any v

Service Type: @ service Object @ App Patrol Service

DSCP Marking
DSCP Marking Inbound Marking: preserve N
Outbound Marking: preserve v
Bandwidth Shaping
Guaranteed Bandwidth Inbound: 10240 | kbps (0 : disabled) Priority: 4
[] Maximize Bandwidth Usage Maximum: 46080 | kbps
Outbound: | g kbps (0 : disabled) Priority: 4
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4.1.6 FTP WAN-to-DMZ Bandwidth Management Example

Suppose the office has an FTP server on the DMZ. Here is how to limit WAN1 to DMZ FTP traffic so it
does not interfere with SIP and HTTP traffic.

¢ Allow remote users only 2048 kbps inbound for downloading from the DMZ FTP server but up to
10240 kbps outbound for uploading to the DMZ FTP server

e Set the fifth highest priority (5) for the FTP traffic.
Figure 39 FTP WAN-to-DMZ Bandwidth Management Example

Outbound: 5120 kbps guaranteed+
10240 kbps maximum+

Inbound: 792 kbps guaranteed+
2048 kbps maximum+

1 In the Configuration > BWM screen, click Add.

2 In the Add Policy screen, select Enable and type FTP WAN-to-DMZ as the policy’s name.
Select wan1l as the incoming interface and dmz as the outgoing interface.
Select App Patrol Service and ftp as the service type.
Set inbound guaranteed bandwidth to 792 kbps, priority 5, and maximum 2048 kbps.

Set outbound guaranteed bandwidth to 5120 kbps, priority 5, and maximum 10240 kbps. Click
OK.
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o Add Pobicy ? I
T Create new Cbject *
Configuration
= ot
Cntera
User: ay -
Schedule! ~one N/
Incomng Interface: wanl %
Outgong Interface: amz
Source: any
Destraton: vy b
DSCP Code: o v
Servee Type: Service Object <0 App Patrol Service )
ADD Patrol Service: fo ¥
DSCP Marking
DSCP Markng Inbound Marking: preserve ~s
Outhound Markng: reserie v
Bandwidth Shaping
Guaranteed Bandwadh rbourd: »2 s (0 : deabied) Priority: 3
Maxmre Bandwdth Usage Maomum: 04 Mops
Outbound: 5120 o (0 : daabied) Priority: 5
Maxmze Bandwidth Usage Maomum: 30240 | Mops
Related Setting
Log o ~
. ) ’
[ oox [ coxe

4.1.7 FTP LAN-to-DMZ Bandwidth Management Example

FTP traffic from the LAN1 to the DMZ can use more bandwidth since the interfaces support up to 1
Gbps connections, but give it lower priority and limit it to avoid interference with other traffic.

e Limit both outbound and inbound traffic to 50 Mbps.

e Set fifth highest priority (5) for the FTP traffic.
Figure 40 FTP LAN-to-DMZ Bandwidth Management Example

1 In the Configuration > BWM screen, click Add.
2 In the Add Policy screen, select Enable and type FTP LAN-to-DMZ as the policy’s name.
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Select lan1 as the incoming interface and dmz as the outgoing interface.
Select App Patrol Service and ftp as the service type.

Type 10240 (kbps) with priority 5 for both the inbound and outbound guaranteed bandwidth. Do
not select the Maximize Bandwidth Usage. Set the maximum to 51200 (kbps). Click OK.

i Ak Palicy i
T Creabe rew Object =
Configuraticn
o e
Criberis
Usar: Wy -
Sehwdbe: —_— w
uiipeirey [nberface: d b
S o -
[eal gl oy -
DSCP Code- any bt
Tarvioe Tygd Service Object |:¢I Aop Patrol Service }
g Patred Service: (# )
DSCP Marking
DS Marking It Wk - Dreserve w
Dudound Marking: | preserve: aa
Bandwadth Shapang
Guararioed Bandvidth Tnbound: e Ebos (D deabled)  Prioniby: 5 \.
My Brgwicth Lisage Mo | siog | Hboe

Ouound: o240 bibps {0 deabled) Pricrity: 5

Maimize Bandwidth Lissge: M S 1200 m’f‘/

Finally, in the BWM screen, select Enable BWM. Click Apply.

e IE——
BWH Global Setting
¥ Enablie BWM
V| Enable Mghest Bandwdsh Prionty for 52 Traffic [
Coofiguration
W Add 3 N
Status  Frorty Descripton User Schedule hcomingl.. Ostgongl.  Scerce Destra . DSC Service  BWM BP0, DSCPM
& 1 FTP LANAo-DNZ ory none =lan! ndmr any any ony Appw i 1026005102 presery
¢ 2 FTP WaAN0.OMZ  any neoe -wa - dm sy any any Appm B THUSSI20S presery
o 3 HTTP Asy 2o WAN  any none "y . want any any sy Appah 10260/Amcid  presery
J 4 SP Asy-to-WAN ary nene .y . want any any any Appusp 10007110001  preserv
v s SP WAN-t-Any oy nene awant any any any any Appnsp 100071110001  presery
v L] FTP LAN-0-DNZ any none -l ade any any any Obyeoy 10000:5/100 presery
Setaut any none oy any any any any Oty any nedTiol? presery
Page §  of) Sow S0 v items Desplaying 1 - Tof 7
[ tor [ Rest ] |

4.1.8 What Can Go Wrong?

e The “outbound” in the guaranteed bandwidth settings apply to traffic going from the connection
initiator to the outgoing interface. The “inbound” refers to the reverse direction.

e Make sure you have registered the IDP/App.Patrol service on the USG to use App Patrol Service
as the service type in the bandwidth management rules. The application patrol service uses the
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USG’s IDP packet inspection signatures to classify services.

4.2 How to Configure a Trunk for WAN Load Balancing

These examples show how to configure a trunk for two WAN connections to the Internet. The
available bandwidth for the connections is 1 Mbps (wan1) and 512 Kbps (wan2 or cellularl)
respectively. As these connections have different bandwidth, use the Weighted Round Robin
algorithm to send traffic to wanl and wan2 (or cellularl) in a 2:1 ratio.

Figure 41  Trunk Example For Dual WANs

wan1: 1 Mbps
h‘z:! wan2: 512 Kbps+

Figure 42  Trunk Example For WAN and 3G Interface

wan1: 1 Mbps

h‘?:z! cellular1: 512 Kbps+

You do not have to change many of the USG’s settings from the defaults to set up this trunk. You
only have to set up the outgoing bandwidth on each of the WAN interfaces and configure the
WAN_TRUNK trunk’s load balancing settings.

4.2.1 Set Up Available Bandwidth on Ethernet Interfaces

1

Here is how to set a limit on how much traffic the USG tries to send out through each WAN
interface.

Click Configuration > Network > Interface > Ethernet and double-click the wan1 entry. Enter
the available bandwidth (1000 kbps) in the Egress Bandwidth field. Click OK.
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2

3

- Edit Ethermet
[Pl bare ™ (| Show Advanced Setirgs T Creste new Obiect

General Settings
o Erbis Inberface

Interfsce Properties

Irerface Type: externg

e face Muame: S

Port: Pl

Dore: WM

AT Addrews: (i 0 AR TR TR T

Desorphon: (Do)

1P Add e Assigimeent

Gt Autematicaly

B Use Fooed [P Address

17 daddiress: L34

St Maghc 255.255.255.0

Gartewdy: L2.3.3%4 [y )
Mitria: ] {0-15)

I

Egress Bandwidth: 1000 -:'.bp-s)_l

Conmectivity Chedk

Erable Connectivity Oheck

Lo [ o |

4

Repeat the process to set the egress bandwidth for wan2 to 512 Kbps.

For 3G interface settings, go to Configuration > Network > Interface > Cellular. Double-click

the cellularl entry and set the egress bandwidth for cellularl to 512 Kbps.

4.2.2 Configure the WAN Trunk

Click Configuration > Network > Interface > Trunk. Click the Add icon.

Name the trunk and set the Load Balancing Algorithm field to Weighted Round Robin.

Add wan1l and enter 2 in the Weight column.
Add wan2 (or cellularl) and enter 1 in the Weight column.

Click OK.

.2 Add Trunk 7%
Name exampls
Load Balancing Algorkhm: Weighted Round Robin v

o Add oZEd T Remove oM Move
# Member Mo Weight

ot TAe 2
2 wan2 Active 1
Page 1 of1 Show S0 v Rems No data to dsplay
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) Add Trunk 2%

Name: examphe
Load Balancing Algorkthen: Weighted Round Robin v

D Add _ZEd T Resmove oM Move

#  Member Mode Weight
2 Ccoludart Active 2
Page |1 of 1 Show 80 v Rems No data to desplay

2 Select the trunk as the default trunk and click Apply.

e [ [ [ o [ o ] o

| Show Advanced Settngs

Configuration
7| Enasbis Link Stcking [0
Trmesut: N0 | (30600 secorcis) [
Passive: Connection Discornect [}

Default WAN Trunk

Default Trunk Selecton
SYSTEM_DEFAULT WAN_TRLUBS
(:Il User Configured Trunk exampls V)

4.3 How to Use Multiple Static Public WAN IP Addresses for

LAN-to-WAN Traffic

If your ISP gave you a range of static public IP addresses, this example shows how to configure a
policy route to have the USG use them for traffic it sends out from the LAN.

4.3.1 Create the Public IP Address Range Object

Click Configuration > Object > Address > Add (in IPv4 Address Configuration) to create the
address object that represents the range of static public IP addresses. In this example you name it
Public-IPs and it goes from 1.1.1.10 to 1.1.1.17.

o #dd Address Rule ?x
-
Harma: Public-[Ps
Bddress Type: RAHGE -
Starting [P Address: 1.1.1.10
End IP Adddress: L.1.1.47
[oc J[ concel |
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4.3.2 Configure the Policy Route

Now you need to configure a policy route that has the USG use the range of public IP addresses as the
source address for WAN to LAN traffic.

Click Configuration > Network > Routing > Policy Route > Add (in IPv4 Configuration). It

is recommended to add a description. This example uses LAN-to-WAN-Range.
Specifying a Source Address is also recommended. This example uses LAN1_SUBNET.

Set the Source Network Address Translation to Public-IPs and click OK.

+ Add Polcy Route L B
Show Advanced Setbngs | ThCreate new Object»
A
Configuration
o | Enabis
Deseription: (.A.'n-:&-'.'. AN-Rangs ;mw;})
Criteria
User any e
Imcnming: any (Exchading ZyWall) bt
Source Address: ( LAM]_SUBNET > )
Degtriabon Address: army L
DSCP Code: Ay w
Schedule: none -
Service: By ot
Mext-Hop
Type: AutD w
D5CF Harking
DSCP Markng: Dreserve -
Address Translation
Souroe Netwaork Address Trarslabon: (_ Publc-[Pg W )
w
[ ok ][ caces

4.4 How to Use Device HA to Backup Your USG

Use device high availability (HA) to set up an additional USG as a backup gateway to ensure the
default gateway is always available for the network.

Active-Passive Mode and Legacy Mode

Active-passive mode has a backup USG take over if the master USG fails and is recommended for
general device failover deployments. Use legacy mode if you need a more complex relationship
between the master and backup USGs, such as having both USGs active or using different USGs as the
master for individual interfaces. The USGs must all use the same device HA mode (either
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active-passive or legacy).

Management Access IP Addresses

For each interface you can configure an IP address in the same subnet as the interface IP address to
use to manage the USG whether it is the master or the backup.

Synchronization

Synchronize USGs of the same model and firmware version to copy the master USG’s configuration,
signatures (anti-virus, IDP/application patrol, and system protect), and certificates to the backup
USG so you do not need to do it manually.

4.4.1 Active-Passive Mode Device HA Example

Here active-passive mode device HA has backup USG B automatically takes over all of master
USG A’s functions if A fails or loses its LAN or WAN connection.

An Ethernet switch connects both USGs’ LAN interfaces to the LAN. Whichever USG is functioning as
the master uses the default gateway IP address of the LAN computers (192.168.1.1) for its LAN
interface and the static public IP address (1.1.1.1) for its WAN interface. If USG A recovers (has both
its LAN and WAN interfaces connected), it resumes its role as the master and takes over all of its
functions again.

Figure 43 Device HA: Master Fails and Backup Takes Over

LAN 192.168.1.1
T

Each USG’s LAN interface also has a separate management IP address that stays the same whether
the USG functions as the master or a backup. USG A’'s management IP address is
192.168.1.3 and USG B’s is 192.168.1.5.

Figure 44 Device HA: Management IP Addresses
LAN 19216813 As

4.4.2 Before You Start

USG A should already be configured. You will use device HA to copy USG A’s settings to B later. To
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avoid an IP address conflict, do not connect USG B to the LAN subnet until after you configure its
device HA settings and the instructions tell you to deploy it.

4.4.3 Configure Device HA on the Master USG

1 Log into USG A (the master) and click Configuration > Device HA > Active-Passive Mode.
Double-click the LAN interface’s entry.

2 Configure 192.168.1.3 as the Manage IP and 255.255.255.0 as the Manage IP Subnet Mask.
Click OK.

! Edit Monitored Interface ? X

Enable Monkored Interface

Interface Name: il

Virtual Rocter IR(VRIP)/Subret Mask: 192,168.1.1)255.255.255.0
Manage [P: 192.168.1.3

Manags [P Subnet Mask: 255.255.255.0

ook J[ concet ]

3 Set the Device Role to Master. This example focuses on the connection from the LAN to the Internet
through the WAN interface, so select the LAN and WAN interfaces and click Activate. Enter a
Synchronization Password ("mySyncPassword” in this example). Retype the password and click
Apply.

T T I
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4  Click the General tab, enable device HA, and click Apply.
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4.4.4 Configure the Backup USG

1 Connect a computer to USG B’s LAN interface and log into its Web Configurator. Connect USG B to the
Internet and subscribe it to the same subscription services (like content filtering and anti-virus) to
which USG A is subscribed. See the Registration screens for more on the subscription services.

2 In USG B click Configuration > Device HA > Active-Passive Mode and the LAN interface
Edit icon.

3 Configure 192.168.1.5 as the Manage IP and 255.255.255.0 as the Subnet Mask. Click OK.

- Edit Monitored Interface 7%

¢! Enable Montoeed Interface

Interface Name: lanl

Wrtusl Router IP(VRIP)jSubnet Mask: 192.168.1.1/255.255.255.0
Manage 1P: 192.163.1.5

Mansge IP Subret Mask: 255.255.255.0

o [ coat ]

4 Set the Device Role to Backup. Activate monitoring for the LAN and WAN interfaces. Set the
Synchronization Server Address to 192.168.1.1, the Port to 21, and the Password to
“mySyncPassword”. Retype the password, select Auto Synchronize, and set the Interval to 60.

Click Apply.

T TR |
1 Show Advanced Settings
General Settings

Device Role: Mastor

Priorky 1 (1-254)
Enable Preengton

Cluster Settings

Chster 10: !

Monitored Interface Summary

s Stotus tertace ~ Virtual Router PiNetmask Marngemert PNetnazk Link Status
woan! 1234125525500 125525500 Down
2 . w2 / / Up
3 opt 19216841 /2552552550 12552552550 Down
4 @lam 192196811 /2562552550 192168157255 2652550 Down
5 o2 19216821 /2552552550 12552552550 Derwn
eotowian 105901 f 255285 2550 12552852550 Down
dmz 19296831 /25525652550 12552552550 Down
Page 1 of1 Show S0 v Rems Displayrg 1 -7 of 7
Synchronization
Server Address: 192.168.1.1 (1P or FQON)
Server Poet! 2t
Password: sessssssssssses )

v Ao Syncheonize

\ Interval: €0 mervkes (S-1440)
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5 In the General tab enable device HA and click Apply.

General Settings

Im Active-Passrve Mode [Switch to Legacy Mods paae)

4.4.5 Deploy the Backup USG

Connect USG B’s LAN interface to the LAN network. Connect USG B’s WAN interface to the same
router that USG A's WAN interface uses for Internet access. USG B copies A’s configuration (and
re-synchronizes with A every hour). If USG A fails or loses its LAN or WAN connection, USG B
functions as the master.

4.4.6 Check Your Device HA Setup

1 To make sure USG B copied USG A's settings, you can log into USG B’s management IP address
(192.168.1.5) and check the configuration. You can use the Maintenance > File Manager >
Configuration File screen to save copies of the USGs’ configuration files that you can compare.

2 7o test your device HA configuration, disconnect USG A’'s LAN or WAN interface. Computers on LAN

should still be able to access the Internet. If they cannot, check your connections and device HA
configuration.

Congratulations! Now that you have configured device HA for LAN, you can use the same process for
any of the USG’s other local networks. For example, enable device HA monitoring on the DMZ
interfaces and use an Ethernet switch to connect both USGs’ DMZ interfaces to your publicly
available servers.

4.5 How to Configure DNS Inbound Load Balancing

This example shows you how to configure the USG to respond to DNS query messages with the least
loaded interface’s IP address. The DNS query senders will then transmit packets to that interface
instead of an interface that has a heavy load.

This example assumes that your company’s domain name is www.example.com. You want your
USG’s WAN1 (202.1.2.3) and WAN2 (202.5.6.7) to use DNS inbound load balancing to balance traffic
loading coming from the Internet.

1 In the CONFIGURATION > Network > Inbound LB screen, select Enable DNS Load
Balancing. Click Apply.

D45 Load Balancing

Glalal Seiting

o Erabe D05 Logd Malancng

2 Click Add in the Configuration table. The following screen appears.
Select Enable, enter *.example.com as the Query Domain Name.

Enter 300 in the Time to Live field to have DNS query senders keep the resolved DNS entries on
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their computers for 5 minutes.

Select any in the IP Address field and WAN in the Zone field to apply this rule for all DNS query

messages the WAN zone receives.
Select Least Load - Total as the load balancing algorithm.

Click Add to add WAN1 and WAN2 as the member interfaces. Click OK.

- Add DNS Load Balanang 7 %

M Create new Object«
General Settings A
DNS Setting

Query Domain Name:

Tere 10 Live: 147483547 saconds, 0 s unchanged)
Query from Setting

T Address: any A Load Balancing Member

Zone: WAN v, Vet

Moyt Innerface:

Load Balancing Member ® Addess

Load Balancing Algorithen: Ge.y,z Load - Total v!) & Seme as Monvtor Interface

Custom

Falover [P Adcress: 0.0.0.0 (Opsional)

e
Member
s P Ascress Montor nterface
202123 want Morvior Interface: nondd
02567 wan2 P adden
9 Same a8 Morvior Irderface
Page |1 of1 Show 50 v items )
Cusstom
[ o || coced |

Continue to go to the Configuration > Firewall and Configuration > Network > NAT screens to
configure the corresponding firewall rules and NAT virtual server for the inbound service access.

4.5.1 What Can Go Wrong?

e Using a greater TTL value makes DNS inbound load balancing become ineffective, although it can
reduce the USG's loading as the DNS request senders does not need to send new queries to the

USG that often.

o If you choose Custom in the Load Balancing Member screen and enter another IP address for a
member interface, make sure the entered IP address is configured in the corresponding firewall and

NAT virtual server rules.
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4.6

How to Allow Public Access to a Web Server

This is an example of making an HTTP (web) server in the DMZ zone accessible from the Internet
(the WAN zone). In this example you have public IP address 1.1.1.1 that you will use on the WAN
interface and map to the HTTP server’s private IP address of 192.168.3.7.

Figure 45 Public Server Example Network Topology

192.168.3.7
! DMZ-

1:3:13¢

—_—
\

i

4.6.1 Configure NAT

Create a NAT rule to send HTTP traffic coming to WAN IP address 1.1.1.1 to the HTTP server’s
private IP address of 192.168.3.7.

Click Configuration > Network > NAT > Add > Create New Object > Address and create an
IPv4 host address object named DMZ_HTTP for the HTTP server’s private IP address of
192.168.3.7. Repeat to create a host address object named Public_HTTP_Server_IP for the public
WAN IP address 1.1.1.1.

Configure the NAT rule.

For the Incoming Interface select the WAN interface.

Set the Original IP to the Public_HTTP_Server_IP object and the Mapped IP to the
DMZ_HTTP object.

HTTP traffic and the HTTP server in this example both use TCP port 80. So you set the Port
Mapping Type to Port, the Protocol Type to TCP, and the original and mapped ports to 80.

Keep Enable NAT Loopback selected to allow users connected to other interfaces to access the
HTTP server.
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4.6.2 Set Up a Firewall Rule

Create a firewall rule to allow the public to send HTTP traffic to IP address 1.1.1.1 in order to access
the HTTP server. If a domain name is registered for IP address 1.1.1.1, users can just go to the
domain name to access the web server.

Click Configuration > Firewall > Add. Set the From field as WAN and the To field as DMZ. Set the
Destination to the HTTP server’s DMZ IP address object (DMZ_HTTP). DMZ_HTTP is the
destination because the USG applies NAT to traffic before applying the firewall rule. Set the Access
field to allow and the Service to HTTP, and click OK.

. Add Firewall Rule 7%
= Creabe new Object =

#| Enabile

From: WA -

N D,

Cescription: (Optional)

Skl ] -

Lisar! Ay w

Source: Ay w

Drslirubtion. [MZ_HTTP o

Service: HTTR b

fuoess allorr w

Ly o o

e J[ cona ]

4.6.3 What Can Go Wrong
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e The USG checks the firewall rules in order and applies the first firewall rule the traffic matches. If
traffic matches a rule that comes earlier in the list, it may be unexpectedly blocked.

e The USG does not apply the firewall rule. The USG only apply’s a zone’s rules to the interfaces
that belong to the zone. Make sure the WAN interface is assigned to WAN zone.

4.7 How to Manage Voice Traffic

Here are examples of allowing H.323 and SIP traffic through the USG.

4.7.1 How to Allow Incoming H.323 Peer-to-peer Calls

Suppose you have a H.323 device on the LAN for VoIP calls and you want it to be able to receive
peer-to-peer calls from the WAN. Here is an example of how to configure NAT and the firewall to
have the USG forward H.323 traffic destined for WAN IP address 10.0.0.8 to a H.323 device located
on the LAN and using IP address 192.168.1.56.

Figure 46  WAN to LAN H.323 Peer-to-peer Calls Example

192.168.1.56« 10.0.0.8+

- 4

4.7.1.1 Turn On the ALG

Click Configuration > Network > ALG. Select Enable H.323 ALG and Enable H.323
transformations and click Apply.

Figure 47  Configuration > Network > ALG

ALG

SIP Settings

Ensble SIP ALG

¥ Ensble SIP Transformations

SIP Meda Inactivity Tmeoit, | 120 (saconds)
SIP Signaling Inactivity Tmeout : 1800 (saconds)
SIP Signakng Port : O Add
s Port «
! -“_&;:l B =
[ 9] Enstie 1,323 415
V| Erabie H,323 Trared ormations
H.323 Signaling Port - 1720 (1025-65535)
Addrional H.323 Signaling Port for Transformations : (1025-65535) (Optional)

4.7.1.2 Set Up a NAT Policy For H.323
In this example, you need a NAT policy to forward H.323 (TCP port 1720) traffic received on the
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USG's 10.0.0.8 WAN IP address to LAN IP address 192.168.1.56.

Click Configuration > Network > NAT > Add > Create New Object > Address and create an
IPv4 host address object for the public WAN IP address (called WAN_IP-for-H323 here). Repeat to
create an address object for the H.323 device’s private LAN IP address (called LAN_H323 here).

Configure a name for the rule (WAN-LAN_H323 here).

You want the LAN H.323 device to receive peer-to-peer calls from the WAN and also be able to
initiate calls to the WAN so you set the Classification to NAT 1:1.

Set the Incoming Interface to the WAN interface.

Set the Original IP to the WAN address object (WAN_IP-for-H323).

Set the Mapped IP to the H.323 device’s LAN IP address object (LAN_H323).

Set the Port Mapping Type to Port, the Protocol Type to TCP and the original and mapped ports to

1720.
Click OK.
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Port Mapping Type
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Crignsdl Port:
Mappesd Port:

WAN-LAN_H3Z3

Wrtual Sarver

Wbl
WAN_IP-for-H323
Lithi_FZY

Pyt
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Create Address

Namw;
Address Type:

IP Address:

WaR_IP-for-HIZ3

] 7 Add Address Rule

10.0.008
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PMary 100 NAT P Ackdress:
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o Ensbie NAT Loophad. [
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4.7.1.3 Set Up a Firewall Rule For H.323

Configure a firewall rule to allow H.323 (TCP port 1720) traffic received on the WAN_IP-for-H323 IP
address to go to LAN IP address 192.168.1.56.

1 Click Configuration > Firewall > Add.
In the From field select WAN.
In the To field select LAN1.
Configure a name for the rule (WAN-to-LAN_H323 here).

Set the Destination to the H.323 device’s LAN1 IP address object (LAN_H323). LAN_H323 is
the destination because the USG applies NAT to traffic before applying the firewall rule.

Set the Service to H.323.
Click OK.
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4.7.2 How to Use an IPPBX on the DMZ

This is an example of making an IPPBX x6004 using SIP in the DMZ zone accessible from the Internet
(the WAN zone). In this example you have public IP address 1.1.1.2 that you will use on the WAN
interface and map to the IPPBX’s private IP address of 192.168.3.9. The local SIP clients are on the
LAN.

Figure 48 IPPBX Example Network Topology

DMZ
192.168.3.9

4.7.2.1 Turn On the ALG

Click Configuration > Network > ALG. Select Enable SIP ALG and Enable SIP
Transformations and click Apply.

Figure 49 Configuration > Network > ALG

s1p 1

|¥] Enable SIF ALG
| Enshis SIP Trarefomations:

4.7.2.2 Set Up a NAT Policy for the IPPBX

Click Configuration > Network > NAT > Add > Create New Object > Address and create an
IPv4 host address object for the IPPBX’s private DMZ IP address of 192.168.3.9. Repeat to create a
host address object named IPPBX-Public for the public WAN IP address 1.1.1.2.

¢ Configure a name for the rule (WAN-DMZ_IPPBX here).

e You want the IPPBX to receive calls from the WAN and also be able to send calls to the WAN so you
set the Classification to NAT 1:1.
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Set the Incoming Interface to use the WAN interface.

Set the Original IP to the WAN address object (IPPBX-Public). If a domain name is registered for
IP address 1.1.1.2, users can use it to connect to for making SIP calls.

Set the Mapped IP to the IPPBX's DMZ IP address object (IPPBX-DMZ).

Set the Port Mapping Type to Port, the Protocol Type to UDP and the original and mapped
ports to 5060.

Keep Enable NAT Loopback selected to allow the LAN users to use the IPPBX.
Click OK.
Figure 50 Configuration > Network > NAT > Add
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4.7.2.3 Set Up a WAN to DMZ Firewall Rule for SIP

The firewall blocks traffic from the WAN zone to the DMZ zone by default so you need to create a
firewall rule to allow the public to send SIP traffic to the IPPBX. If a domain name is registered for IP
address 1.1.1.2, users can use it to connect to for making SIP calls.

Click Configuration > Firewall > Add. Set the From field as WAN and the To field as DMZ. Set the
Destination to the IPPBX’s DMZ IP address object (DMZ_SIP). IPPBX_DMZ is the destination
because the USG applies NAT to traffic before applying the firewall rule. Set the Access field to allow
and click OK.
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4.7.2.4 Set Up a DMZ to LAN Firewall Rule for SIP

The firewall blocks traffic from the DMZ zone to the LAN1 zone by default so you need to create a
firewall rule to allow the IPPBX to send SIP traffic to the SIP clients on the LAN.

1 Click Configuration > Firewall > Add. Set the From field as DMZ and the To field as LAN1. Set the

Destination to the IPPBX’'s DMZ IP address object (DMZ_SIP). Set the Source to IPPBX_DMZ.
Leave the Access field to allow and click OK.

o Add Firewall Rule ?iX
T Create new Object «
¥ Enable
From: oMz v
To: LANL 2
Description: (Optional)
Schedude: nore N
User: Fo Wt
Source: ( IPPE-DMZ v )
Destination: oy v
Service oy ~
Access: alon N
Leg no N
[ ook )| conce |

4.7.3 What Can Go Wrong

e The USG checks the firewall rules in order and applies the first firewall rule the traffic matches. If
traffic matches a rule that comes earlier in the list, it may be unexpectedly blocked.

¢ The USG does not apply the firewall rule. The USG only apply’s a zone’s rules to the interfaces
that belong to the zone. Make sure the WAN interface is assigned to WAN zone.

4.8 How to Limit Web Surfing and MSN to Specific People

The following is an example of using application patrol (AppPatrol) to enforce web surfing and MSN
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policies for the sales department of a company.

4.8.1 Set Up Web Surfing Policies

3

Before you configure any policies, you must have already subscribed for the application patrol service.
You can subscribe using the Configuration > Licensing > Registration screens or using one of the
wizards.

Click Configuration > AppPatrol. If application patrol is not enabled, enable it, and click Apply.

Genery s

Click Configuration > AppPatrol > Query. In the first drop down menu select By Category and in
the second drop down menu select Web, then click Search. Double-click the http entry to edit it.

=T [ I
-
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Saanch: ( By Categary - el o [ Seach ] )
Qutry Result
 Sialus Service = DieTaull Acceds
1 G et forwand
2 4 Gdsbecom forward
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T § O farwand
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" g Geagefrence forwand
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Double-click the Default policy.
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4 Change the access to Drop because you do not want anyone except authorized user groups to
browse the web. Click OK.

¥ Edit Policy default TIX
TICreats new CERcte
Acoess: Ii_:rw » -}
Log [ w

5 Click the Add icon in the policy list. In the new policy, select Sales as the user group allowed to
browse the web. (The user group should be set in the Configuration > Object > User/Group >
Group > Add screen.) Click OK.

Add Policy

™ Craste new Object

7 Enable Poicy

Schedue rore -

- (o 5 )

Destraton oy o’

Access lorweed ~

4.8.2 Set Up MSN Policies

In this part of the tutorial, you can set up a recurring schedule and apply it to the MSN application
patrol rule so that only the sales department is allowed to use MSN during work hours on weekdays.

1 Click Configuration > AppPatrol > Query, and in the second dropdown menu,
select Instant
Messager, and click Search. Then, double-click the msn entry to edit it.
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3 Change the access to Drop because you do not want anyone except the authorized
user group
(sales) to use MSN. Click OK.
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Now you will need to set up a recurring schedule object first. Click
Configuration > Object > Schedule. Click the Add icon for recurring
schedules.

Give the schedule a descriptive name such as WorkHours. Set up the days

(Monday through

Friday) and the times (08:00 - 17:30) when the sales group is allowed to use MSN.
Click OK.
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6 Click Configuration > AppPatrol > Query, and in the second dropdown menu,
select Instant

Messager, and click Search. Then, double-click the msn entry to edit it.
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7 Click the Add icon in the policy list. In the new policy, select WorkHours as the
schedule and Sales as the user group that is allowed to use MSN at the appointed
schedule. Then select forward in the Access field. Click OK to finish the

setup.
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Now only the sales group may use MSN during work hours on week days.

185



4.8.3 What Can Go Wrong

If you have not already subscribed for the application patrol service, you will
not be able to configure any policies. You can do so by using the
Configuration > Licensing > Registration screens or using one of the
wizards.
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