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Revision History

ZyXEL

Date Release Author Description
2014/04/07 2.00 Cj_Lai FW release for 1.00(AAJZ.1)b1
2014/05/02 2.10 Wood Huang | FWrelease for V1.00(AAJZ.1)b2
2014/05/27 2.11 Cj_Lai FW release for V1.00(AAJZ.1)b3
2014/06/30 2.12 Cj_Lai FW release for V1.00(AAJZ.1)b4
2014/07/09 2.13 Cj_Lai FW release for V1.00(AAJZ.1)CO
2014/08/26 3.00 Cj_Lai FW release for V1.00(AAJZ.2)CO
2014/09/05 3.01 Cj_Lai FW release for V1.00(AAJZ.3)b1
2014/09/05 3.02 Cj_Lai FW release for V1.00(AAJZ.3)CO
2014/11/12 3.03 Cj_Lai FWrelease for V1.00(AAJZ.4)b1
2014/11/21 3.04 Cj_Lai FWrelease for V1.00(AAJZ.4)b2
2014/12/11 3.05 Cj_Lai FWrelease for V1.00(AAJZ.4)b3
2014/12/11 3.06 Cj_Lai FW release for V1.00(AAJZ.4)CO
2015/03/13 3.07 Cj_Lai FW release for V1.00(AAJZ.5)b1
2015/03/27 3.08 Cj_Lai FW release for V1.00(AAJZ.5)b2
2015/04/01 3.09 Cj_Lai FW release for V1.00(AAJZ.5)CO
2015/04/02 3.10 Cj_Lai FW release for V1.00(AAJZ.6)b1
2015/04/22 3.11 Ricky_Fan FW release for V1.00(AAJZ.6)b2
2015/05/06 3.12 Ricky_Fan FW release for V1.00(AAJZ.6)b3
2015/05/13 3.13 Ricky_Fan FW release for V1.00(AAJZ.6)CO
2015/05/14 3.14 Ricky_Fan FW release for V1.00(AAJZ.6)C1
2015/08/18 3.15 Ricky_Fan FW release for V1.00(AAJZ.7)b1
2015/08/21 3.16 Ricky_Fan FW release for V1.00(AAJZ.7)b2
2015/09/07 3.17 Ricky_Fan FW release for V1.00(AAJZ.7)b3
2015/09/23 3.18 Ricky_Fan FWrelease for V1.00(AAJZ.7)b4
2015/10/12 3.19 Ricky_Fan FW release for V1.00(AAJZ.7)b5
2015/10/14 3.20 Ricky_Fan FW release for V1.00(AAJZ.7)CO
2016/01/15 3.21 Ricky_Fan FW release for V1.00(AAJZ.8)b1
2016/02/19 3.22 Ricky_Fan FW release for V1.00(AAJZ.8)b2
2016/03/02 3.23 Ricky_Fan FW release for V1.00(AAJZ.8)CO
2016/03/14 3.24 Ricky_Fan FW release for V1.00(AAJZ.9)b1
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2016/03/17 3.25 Ricky_Fan FWrelease for V1.00(AAJZ.9)CO
2016/06/03 3.26 Ricky_Fan FWrelease for V1.00(AAJZ.10)b1
2016/07/15 3.27 Ricky_Fan FW release for V1.00(AAJZ.10)b2
2016/07/29 3.28 Ricky_Fan FWrelease for V1.00(AAJZ.10)b3
2016/08/03 3.29 Ricky_Fan FW release for V1.00(AAJZ.10)CO
2016/11/18 3.30 Ricky_Fan FWrelease for V1.00(AAJZ.11) b1
2016/12/09 3.31 Ricky_Fan FWrelease for V1.00(AAJZ.11) b2
2016/12/30 3.32 Ricky_Fan FWrelease for V1.00(AAJZ.11) b3
2017/01/13 3.33 Ricky_Fan FWrelease for V1.00(AAJZ.11) CO
2017/05/17 3.34 Ricky_Fan FWrelease for V1.00(AAJZ.12) b1
2017/05/25 3.35 Ricky_Fan FW release for V1.00(AAJZ.12) b2
2017/06/01 3.36 Ricky_Fan FW release for V1.00(AAJZ.12) CO
2017/06/23 3.37 Ricky_Fan FWrelease for V1.00(AAJZ.13) bl
2017/08/04 3.38 Ping Lin FW release for V1.00(AAJZ.13) b2
2017/08/22 3.39 Ping Lin FWrelease for V1.00(AAJZ.13) CO
2017/11/24 3.40 Ping Lin FW release for V1.00(AAJZ.14) b1
2017/12/08 3.41 Ping Lin FW release for V1.00(AAJZ.14) CO
2018/05/23 3.42 Ping Lin FW release for V1.00(AAJZ.15) bl
2018/05/23 3.43 Ping Lin FW release for V1.00(AAJZ.15) CO
2018/05/24 3.44 Ping Lin FW release for V1.00(AAJZ.16)b1
2018/05/24 3.45 Ping Lin FWrelease for V1.00(AAJZ.16)CO
2018/06/25 3.46 Ping Lin FW release for V1.00(AAJZ.17)b1
2018/11/16 3.47 Raghu FW release for V1.00(AAJZ.17)b2
2018/11/27 3.48 Raghu FW release for VI.00(AAJZ.17)CO
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ZyXEL VMG1312-B10A/B10B Generic
V1.00(AAJZ.17)CO

Release Note
Date: Nov 27, 2018

Supported Platforms:

ZyXEL VMG1312-B10A & VMG1312-B10B
Versions:

Bootbase version: V1.63 | 02/01/2016 15:12:03
Internal Firmware version: V1.00(AAJZ.17)CO
External Firmware version : V1.00(AAJZ.17)CO0O
Kernel version: 2.6.30

DSL mode code version: A2pv6F039v

DSL driver version: d26a

WLAN code version: 6.30.102.7.cpe4.12L06B.0
3G dongle WWAN package version: V1.18
APP agent version : 1.0.1

Notes:
Features list:

Modifications in V1.00(AAJZ.17)CO | 11/27/2018

Base on V1.00(AAJZ.17)b2 source to release V1.00(AAJZ.17)CO
[Configuration Modification]

[Feature Enhancement]

[Bug Fix]

Modifications in V1.00(AAJZ.17)b2 | 11/16/2018

Base on r12503 source to release V1.00(AAJZ.17)b2 beta version.
[Configuration Modification]

[Feature Enhancement

[Bug Fix]
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[#67437] [21836] VMG8924-B30A - getting higher privilege via SSH/Telnet
[#67724] [21836] VMG8X24-B10A - getting higher privilege via SSH/Telnet
[#68702] [17450] Long ongoing SNMP Case [formerly 170700488]
[#68714] 3G Failover on Ping 8.8.8.8 not working

[#68740] MEDIUM: Bug with wireless channel

[#69247] [BRCM Linux]BCMUPNP vulnerability from 2013

[#68787] VMG8924 reboots continuously after upgrade

Modifications in V1.00(AAJZ.17)b1 | 06/25/2018

Base on r12433 source to release V1.00(AAJZ.17)b1 beta version.

[Configuration Modification]

[Feature Enhancement]

8. [#46606][elTS# 180200810][VMG1312-B30A] Mail Nofification does not
accept™".

9. [#47558][elTS# 180300120]1[VMG8924-B10A] Support special characters for
WP A2-PSK.

10. [#48616][elTS# 180400073]1[VMG8924-B10A] DynDNS username does not
accept™".

[Bug Fix]

1. [#42113][elTS# 171000759][elTS# 170700488][VMG8324-B10A] SNMP
monitoring issues fimeout.

2. [#49054][elTS# 180500172][VMG8324-B10A] CPEs with AAKL22S0 are not
comunicating with ACS.

3. [#49549][elTS# 180500629][VMG8324-B10A] STB icon incorrect.

4. [#51288][elTS# 180501006][VMG8924-B10A] VMG-8924 GUEST AP BW.

® After DUT reboot, the Max. Upstream/Downstream Bandwidth function should be

No O~

work fine.
5. [elTS# 180300129] [VMG8924-B10A] V1.00(AAKL.20) SIP accounts hacked.
® Hide Authentication password when editing SIP Account in GUL.

® Implement web POST encryption

(1). Login page
(2). Change Password page
(3). Network Setting -> Broadband page, Add/Edit WAN interface

)
)
(4). Network Sefting -> Wireless -> General page
)
)

(5). VolP ->SIP -> SIP Account, Add/Edit Account
(6). Maintenance -> User Account, Add/Edit Account
© ZyXEL Communication Corp. Page 8 of 36
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(7). Maintenance -> TR-069 Client page
(8). Network Setting -> DNS -> Dynamic DNS page
6. [elTS# 180500174] [VMG8324-B10A]Hard to deploy Factory reset with mass
FW upgrade in filed.
7. [elTS# 180600458] [VMG8324-B10A] V1.00(AAKL.24)CO random reboofs.

Modifications in V1.00(AAJZ.16)CO | 05/24/2018

Base on V1.00(AAJZ.16)b1 source to release V1.00(AAJZ.16)CO beta version.
[Configuration Modification]

[Feature Enhancement]

[Bug Fix]

Modifications in V1.00(AAJZ.16)b1 | 05/24/2018

Base on V1.00(AAJZ.15)CO0 source to release V1.00(AAJZ.16)b1 beta version.
[Configuration Modification]
[Feature Enhancement]
[Bug Fix]
1. There are compatibility problems in IE 8 when web encryption, so remove
two enhance.
(1). Revert “Hide Authentication password when editing SIP Account in GUL.”

(2). Revert “Implement web POST encryption”

Modifications in V1.00(AAJZ.15)CO | 05/23/2018

Base on V1.00(AAJZ.15)b1 source to release V1.00(AAJZ.15)CO0 beta version.
[Configuration Modification]

[Feature Enhancement

[Bug Fix]

Modifications in V1.00(AAJZ.15)b1 | 05/23/2018

Base on V1.00(AAJZ.14)CO source to release V1.00(AAJZ.15)b1 beta version.
[Configuration Modification]
[Feature Enhancement
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Proprietary & Confidential Information



ZyXEL

[Bug Fix]
1. Security patch
® Device security fix on debugging web pages access without authentication.

Modifications in V1.00(AAJZ.14)CO | 12/08/2017

Base on V1.00(AAJZ.14)b1 source to release V1.00(AAJZ.14)CO beta version.
[Configuration Modification]

[Feature Enhancement

[Bug Fix]

Modifications in V1.00(AAJZ.14)b1 | 11/24/2017

Base on r12138 source to release V1.00(AAJZ.14)b1 beta version.

[Configuration Modification]

[Feature Enhancement]

1. [#43048] VMG8324-B10A GUI translation

[Bug Fix]

1. [#38751] [eTIS # 170600227] VMG1312-B10B - New Firmware
® [VMGI312-B10B] LAN ports are disabled after rebooting.

2. [#40903] [eTIS # 170800292] VMG8924-B30A; strange default settings when
adding interface/node

3. [#42861] [eTIS # 170700977] [No Parature] VMG8324-B10A / change vian
for WAN if access management from WAN

4, [#42862] [VMG8924-B10A/VMG8924-B10A] [Vulnerability] Dnsmasq
mulfiple vulnerabilities

5. [#43051] [eTIS #170300895]VMG8324-B10A mac address changes

6. [#43053] [eTIS #171000287]1[VMG8324-B10A]SSH Server vulnerable

7. [#43207] [VMG8924-B10A]add MyZyXEL.in.th in Service Provider of DDNS
page

8. [#43469] [eTIS #171000583] [VMG8924-B10A] WPA key still notis compliant
with IEEE 802.11i-2004 Annex H.4.1

Modifications in V1.00(AAJZ.13)CO0 | 08/22/2017

Base on V1.00(AAJZ.13)b2 source to release V1.00(AAJZ.13)CO0 beta version.
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[Configuration Modification]
[Feature Enhancement
[Bug Fix]

Modifications in V1.00(AAJZ.13)b2 | 08/04/2017

Base on V1.00(AAJZ.13)b1 to release V1.00(AAJZ.13)b2
[Configuration Modification]
[Feature Enhancement

[Bug Fix]

1. [#28044][eTIS # 160900160] File sharing not working on VMG8924-B10A
(124253)

2. [#28046][eTIS # 160900160] File sharing not working on VMG8924-B10A
(124253)

3. [#30515][eTIS # 161100222] VMG8924 not allowing WPA key

4, [#31235][eTIS # 170300887] [WAN] Sometimes GUI would keep loading
page and the setting can not save when we edit WAN interface setting.

5. [#34592][eTIS # 170200744] VMG8924-B10A, Log Setting, Enable all Active
Log and Alert items that will casue device reboot and crash.

6. [#36422][eTIS # 170400126] [ZAP] #13 STB box icon incorrect

7. [#38013][eTIS # 1705009 14] VMG8924-B10A Dynamic DNS issue, not
working with no-ip (152932)

8. [#39202] [System] DUT willreboot continuous after set some setting then
reboot.

9. [#39285][eTIS # 170700049] RE: [ZAP] Dhcp attribution to Apple devices

10. [#39532][eTIS # 170600864] VMG8924-B10A UK VolIP tones wrong

11. [#39556] [VolIP] Afterreboot or reset to default, the voice service routing
rule did not build on CPE.

12. [#39868][eTIS # 170700167] MacOS Sierra cannot access email via CPE
Wi-Fi

13. [#40255][eTIS # 170200759] VMG8324 AAKL15 VOIP problem

Modifications in V1.00(AAJZ.13)b1 | 06/23/2017

Base on trunk r11987 to release V1.00(AAJZ.13)b1
[Configuration Modification]
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[Feature Enhancement

1. [#28743] VMG8924-B10A_Unable to access USB content via FTP from LAN
& WAN side using created User account.

2. [#30515] VMG8924 not allowing WPA key

3. [#35662] [Feature] Add romfile support for DsIPhyCfg parameters for MCT

4. [#36324] Wi-fi password Auto complete

[Bug Fix]

1. [#29105] YVMG8924; error in wlanctl commad

2. [#33488] [eTIS #161000920] [Vodafone] ID_100_High Priority in Upstream P5

& P6, weight 1:8 expected, but frames are discarded is same
manner.(Vodafone VMG1312-B30A romfile)

[#33489] [eTIS #161000921][Vodafone] ID_101 the low priority weight is
5:3:1, butin stream with p4 are more discarded frames than in stream
p3.(Vodafone VMG1312-B30A romfile)

4. [#34592] VMG8924-B10A, Log Setting, Enable all Active Log and Alert
items that will casue device reboot and crash.

5. [#34909] [eTIS #161100653][Vodafone] QoS Prio O, Prio 5 and Prio é works
not correct with Annex J VMG 1312-B30A

6. [#34911] [eTIS# 161200526]VMG8924-B30A; Unable to create ICMPvé rule

7. [#34912] [eTIS #170100262]VMG8924-B-30A; Admin is able to save rom-d
via zyshell

8. [#37171] VMGI1312-B10A_Eth dongle connected, 3G Mail notification is not
received when Failover occurs.

9. [#37826] VMG8324-B10A Feature request SNMP ifiInOctets doesn't return
values greater 2GB [149578 / End User]

10. [#38099] [WebGUI] Change password page, the checkbox and "No need
to change password. Do not show this page next fime." message should be
remove

11. [#38113] [VMG8924-B10A/VMG8324-B10A]elTS#141100400 Dual PPPoE
WAN NAT/routing issue

12. [#38739] [VMG8324-B10A]-144295/ IPvé / Firewallissue

W

Modifications in V1.00(AAJZ.12)CO0 | 06/01/2017

Base on V1.00(AAJZ.12)b2 source to release V1.00(AAJZ.12)CO beta version.
[Configuration Modification]
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[Feature Enhancement
[Bug Fix]

Modifications in V1.00(AAJZ.12)b2 | 05/17/2017

Base on V1.00(AAJZ.12)b1 to release V1.00(AAJZ.12)b2
[Configuration Modification]
[Feature Enhancement
[Bug Fix]
1. [#34730]Hajime security vulnerability.
2. [#37151]Security issue.
1) Ability to pass BT's MCT R.OAM.2 802.1ag CFM requirement

Modifications in V1.00(AAJZ.12)b1 | 05/17/2017

Base on VIOOAAKL18b1 to release V1.00(AAJZ.12)b1

[Configuration Modification]

[Feature Enhancement]

[Bug Fix]

1. [#34736]Dirty-CoW Security Issue.

[#34730]Hajime security vulnerability.

[#34732]Use nmap to discover vulnerability.

[#36983]Linux shell access via admin/user privilege.

[#37151]Security issue.

1) Forbid admin from write action for /dev/mtd[x] & /dev/mtdblock[x] per Jason's

a0

recommendation

2) Implement conditional randomizing of supervisor/root password on firmware update.
3) Remove zyuser from CO default

4) Restrict user group CLI privileges.

5) Ability to pass BT's MCT R.OAM.2 802.1ag CFM requirement

Modifications in V1.00(AAJZ.11)CO0 | 01/13/2017

Base on V1.00(AAJZ.11) b3 source to release V1.00(AAJZ.11)CO beta version.
[Configuration Modification]
[Feature Enhancement
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[Bug Fix]

Modifications in V1.00(AAJZ.11)b3 | 12/30/2016

Base on V1.00(AAJZ.11)b2 to release V1.00(AAJZ.11)b3

[Configuration Modification]

[Feature Enhancement

1. [#160800212] VMG8924-B30A; UPnP port forwarding not displayed correct
in TRO69

2. [#160800507] VMG8924-B30A; TRO69 doesn't follow the standard related to
port-forwarding

[Bug Fix]

1. [#161000217] VMG8924-B10A Unable to display PPTP VPN page in GUI
when using IE11

2. [#161000816] VMGI1312-B10A-Unable to receive email nofification when
3G failover and ADSL fallback

3. [#161000239] VMG8924-B10A Unable to setup WEP é4-bit & 128-bit
Encryption - received error message

4. [#161000230] VMG8924-B10A 3G-Failover / ADSL Fall-back Email
nofification function not working

5. [#161000219] VMG8924-B10A Unable to get email attachment of
generated logs when “Clear log after sending mail” is enabled

6. [#32009][#161000679] VMG1312-B10A_Randomly gets an error message
when configuring Email Nofification.

7. [#30603][#161000897] VMG1312_B10A_Randomly unable to configure
DDNS, obtains an error message.

Modifications in V1.00(AAJZ.11)b2 | 12/09/2016

Base on V1.00(AAJZ.11)b1 to release V1.00(AAJZ.11)b2

[Configuration Modification]

1. [User Account] Retry Times = 3

[Feature Enhancement

[Bug Fix]

1. [#31023][System] The password of supervisor would be "zyad1234".
2. [#30903][ITS #161100641] Delay login 10 mins once hacker fried the
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3.
4.

5.

brute-force-attack over 5 times.

[#28126][ITS #150901124] [VICA#1404707] VMG8324 dashes not allowed
[#30734][TIS #160500568] Cannot desactivate/edit/delete share directory
in File Sharing

[VMG8924-B10A] cli may allow privileged command under non-supervisor
user by using shell operator "; | &"

Modifications in V1.00(AAJZ.11)b1 | 11/18/2016

Base on frunk r11616 to release V1.00(AAJZ.11)b1
[Configuration Modification]
[Feature Enhancement]

1.

[Flash] 2nd source (DDR/Flash)

2. [FR-013] Brand 2.0

3. [TE-002] CLI command list for MFG

[Bug Fix]

1. [ITS #160400156] [NAT][FINNLAND]VMG8924-B10A - NAT ei toimi oikein

2. [ITS #160900048][PowerMnt] VMG8924-B30A; Bug in power management

3. [ITS #160700697] [RemoteMnt] [VICA#1600648] VMG8924-B10A Remote
magement available on not selected WAB interface

4. [ITS #160400803][GUI] GUI display inconsistentin IE 11

5. [ITS #160500568][FS] Cannot desactivate/edit/delete share directory in File
Sharing

6. [ITS #160500839][WPS] Unable to connect a wireless client to the device via
WPS Pin entry method

7. [ITS:161000524] [Vodafone] Low performance over LAN port 4 VMG
1312-B30A.

8. [ITS #160200991] cocp — Codetel | VMG1312 DDNS Reports the Wrong IP

9. [TRO69] TR143 HTTP IPv4 download fest

Modifications in V1.00(AAJZ.10)CO | 08/03/2016

Base on V1.00(AAJZ.10) b3 source to release V1.00(AAJZ.10)CO beta version.

© ZyXEL Communication Corp. Page 15 of 36

Proprietary & Confidential Information



ZyXEL

Modifications in V1.00(AAJZ.10)b3 | 07/29/2016

Base on V1.00(AAJZ.10) b2 source to release V1.00(AAJZ.10)b3 beta version.

[Configuration Modification]
[Feature Enhancement
[Bug Fix]

1. [TE] Fix USB test fail for TE

Modifications in V1.00(AAJZ.10)b2 | 07/15/2016

Base on V1.00(AAJZ.10) b1 source to release V1.00(AAJZ.10)b2 beta version.

[Bug Fix]

1. [ITS #160200821][NAT] NAT Address Mapping Fails.

2. [ITS #160500904][IntfGroup] Leaking interface grouping problem.

3. [PQA #22595][GUI] IPvé Next hop will change when user config VLAN ID.

4. [PQA #23567][TR-069] TR-069 deamon will die after changing IP Protocol
between "Tr069 on IPv4 Only" and "Tr069 on IPvé Only".

5. [PQA #23584][TR-069] After DUT reboot, DUT will reply inform with 1 BOOT, 4
VALUE CHANGE and 2 PERIODIC event code.

6. [PQA #23586][TR-069] After DUT reboot via tré69, DUT will reply inform with [M
Reboot], [1 BOOT], [4 VALUE CHANGE] and [2 PERIODIC] event code.

7. [PQA #23766][TR-069] TR06? deamon will disappear and Connection
Request URL became blank while connect ACS with IPvé Any_WAN then
reboot.

8. [PQA #24197][System] GUI default setting isn't matched the default setting
table.

9. [PQA #25456][WAN] Setting WAN interface to ADSL IPOA mode, WAN
information in Connection Status page is incorrect.

10. [PQA #25491][Remote MGMT] enable trust domain function, we can not
add trsut domain host to DUT.

11.[PQA #25492][Remote MGMT] first create trust domain host, we can not
enable trust domain function.

12.[PQA #25574] [Firewall] By default, change firewall mode to high then click
to cancel but GUI no response.
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13. [PQA #25580][Firewall] By default, protocol service no ICMPvé option but
after adding an enftry rule, the service have ICMPvé option.

14. [PQA #25620][Mac Filter] Mac address filter "cancel" button can't work.

15.[PQA #23583] [TR-069] After we change WAN IP (VDSL-PPPoE), DUT will reply
inform with 4 VALUE CHANGE and 2 PERIODIC event code.

16. [PQA #23585][TR-069] Remote MGMT port should impact Connection
Request port.

17.[ITS #160600669] [wireless] Abnormal wireless settings page displayed after
applying 802.11 mode change.

Modifications in V1.00(AAJZ.10)b1 | 06/03/2016

Base on frunk r11040 to release V1.00(AAJZ.10)b1
[Configuration Modification]
1. [WiFi] Auto channel timer = 600 seconds

[Feature Enhancement]
1. [ITS #140401305] [GUI] Shows power management status on Interface
Status box

2. [ITS #141001046][TR069] TRO69_3G parameters not exposed in TRO69

3. [ITS #150400992] [MACfilter] Unable to add MAC Addresses under the MAC
Filter rule.

4. [ITS #150901124][GUI] Dashes not allowed

5. [ITS #151001011][DSL] No PADT sent when WAN connection was
terminated

6. [ITS #151100317][TR0O69] CPE uses IPv4 CNRURL even if both CPE and ACS is

dualstacked

7. [ITS #151200136] [CLI] Able to enable/disable WAN redirect via ssh

8. [ITS #151100825] [PwrMang] Powered off LAN port still active

9. [ITS #160300725][TR069] Show 802.11ac capabilities via TRO69

10. [ITS #160300935] [GUI] TrO69 gives same value for attenuation as webgui

11.[ITS #160200650] [GUI] Email address character limitation, extend e-mail
address to 64 characters.

12.[ITS #160300795] [DSL] [VMG1312-B10A][ADTRAN] New BRCM modem code
'A2pV6FO39V!

13.[ITS #150800479][VPN] UDP VPN fail after reboot

14.[3G backup] upgrade 3G backup version to 1.16
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15. [WWAN] TRO69 support upgrade 3G WWNAN package
16. [WWAN] Extend APN length to 100

[Bug Fix]

1. [ITS #141100808][GUI] MAC Filter: Expect wording: "Unable to add MAC
address as it is used by another function."

2. [ITS #151100706] [PwrMang] Auto Switch Off. Unchecking a service for an
active rule.

3. [ITS #160200766][GUI] IPvé ping or fraceroute doesn't work from WebGUI

4. [ITS #160100980 #160101421][GUl/Console] Ping wan ip from SSH/console is
related fo remote management icmp setting

5. [ITS #160101153] [WWAN][VMG1312-B10A] 3G dongle Huawei E3131i-2 not
detected correctly when connected to the USB port

6. [ITS #160200083 #160200103 #160200258][TR069] TR0 reports incorrect
DNS when set to dynamic.

7. [ITS #160200259 #160100986][TR0O69] TrO69 reports all SSIDs to be up, even
when down.

8. [ITS #160200086][GUII[VMG8924-B10A] Spelling error in GUI under Log
Setting page

9. [ITS #160201028 #160201029][Telnet] Never kicked out of telnet login
attemp

10. [ITS #160201256] [TRO69] [VMG8924-B10A] TRO69? Connection Request not
working

11.[ITS #160201314][TRO69] [VMG8924-B10A] 'Periodic Inform/CONNECTION
REQUEST issue

12.[ITS #160201157][CLI [VMG8924-B10A] wlan get chquality only shows
channel 1-6

13.[ITS #160201030 #160201039][CLI] command terminates telnet session

14.[ITS #160200269][SysLog] [VMG8924-B30A] Management dies after 5 days

15.[ITS #160400200] [GUI] [VMG8924-B10A] Correct Turkey translation error.

16.[ITS #160400379] [GUII[VMG1312-B10A] Grammar error when deleting an
empty WDS entry

17.[ITS #160400848] [GUI] [VMG1312-B10A] Wording error in MAC Filter page

18. [ITS #160400852] [GUI] [VMG8924-B10A] WAH1004 3G dongle support

19.[ITS #160400923] [WIFII[VMG1312-B10A] Guest Wi-Fi does not work properly

20.[ITS #160401071][PCP][VMG8924-B10A] Parental Control seems not
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21.[ITS #160500156] [GUII[VMG1312-B10A] Wording error when specifying the
CPE LAN IP as the DMZ Server Address

22.[ITS #160100173] [WIFI] VMG8924-B10A:reject client DHCP request

23.[IPv6][VMG1312-B10A][TATA] PC can't ping to WAN by IPvé

24.[LED] When LAN 4 port as WAN, LED Light have some error (For 365 midia)

25. [#FR-011][EoC] EOC registry, Follow EOC Registry Naming Rule v1.1

26. [PQA #344][UPnP] By default settings (WAN: IPvé/IPv4 DualStack Mode),
UPnP function is work, but after reboot CPE, the UPnP function will work
failed.

27.[PQA #356][TR-069] CPE should support "PUT" method when upload
configuration and log files.

28. [GUI] Hide 3G backup page advanced button in ether dongle mode

29. [WIFII[VMG1312-B10A] [Swisscom] #150 When run WPS PIN or PBC from GUI.
The Venor Extension was showed wrong value in WPS Element ID

Modifications in V1.00(AAJZ.9)CO | 03/17/2016
Base on V1.00(AAJZ.9) b1 source to release V1.00(AAJZ.9)CO beta version.
Modifications in V1.00(AAJZ.9)b1 | 03/14/2016

Base on V1.00(AAJZ.8) CO source to release V1.00(AAJZ.9)b1 beta version.

[FEATURE ENHANCED]
1. CPE to validate that the ACS URL matches the common name.

[BUG FIX]
1. [ITS: 160100334] Configuration backup and restore - wlan fails.

Modifications in V1.00(AAJZ.8)C0 | 03/02/2016

Base on V1.00(AAJZ.8) b2 source to release V1.00(AAJZ.8)CO beta version.
Modifications in V1.00(AAJZ.8)b2 | 02/19/2016

Base on V1.00(AAJZ.8)b1 source to release V1.00(AAJZ.8)b2 version.

[Bootloader]
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1. Update bootloader version to 1.63.

[FEATURE ENHANCED]
1. [ITS: 160200176] Spelling error in GUI under Log Setting page.
2. Support Winbond W29NOTGVSIAA flash Manufacture & Device ID.

[BUG FIX]

1. [#SVD No0:239] When TR-069 used interface by Multi_WAN, IPoOE, TRé9 fail.
2. [#SVD No:246] Supervisor password should be autogen.

3. [#SVD No0:249] wireless thput fail and less then V1.00(AAJZ.7)b4.

4. [#SVD No0:250] Wire throughput on ADSL upstream fail only 0.2x mbps.

Modifications in V1.00(AAJZ.8)b1 | 01/15/2016

Base on V1.00(AAJZ.7)CO and V1.00(AAKL.13)CO0 source to release
V1.00(AAJZ.8)b1 version.

[FEATURE ENHANCED]

1. [ITS: 160100062] 2 PCs on LAN side cannot ping each other.

2. [ITS: 151001009] DHCP Relay function not working.

3. [ITS: 151001011] No PADT sent when WAN connection was terminated.
4. [ITS: 151100937] ICMP from wan be enabled via ssh.

Modifications in V1.00(AAJZ.7)CO0 | 10/14/2015

Base on V1.00(AAJZ.7) b5 source to release V1.00(AAJZ.7)CO beta version.

Modifications in V1.00(AAJZ.7)b5 | 10/12/2015

Base on V1.00(AAJZ.7)b4 source to release V1.00(AAJZ.7)b5 version.

[Bootloader]

1. Update bootloader version to 1.62 to support receives public IP Address
during bootup process.

[BUG FIX]

1. [#SVD No:236] Wireless Others page display wrong.
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Modifications in V1.00(AAJZ.7)b4 | 09/23/2015

Base on V1.00(AAJZ.7)b3 source to release V1.00(AAJZ.7)b4 version.

[BUG FIX]

1. [#SVD No0:228] TR-069 After Firmware upgrade AAJZ6C1 to AAJZ7b3, DUT
can't connect to ACS Server.

2. [#SVD No0:230] Quick Start webpage still pop-up after reboot DUT.

3. [#SVD No0:233] When WLAN client login WebGUI, click other page several
times, WebGUI will always on loading screen.

Modifications in V1.00(AAJZ.7)b3 | 09/07/2015

Base on V1.00(AAKL.11)CO0 source to release V1.00(AAJZ.7)b3 version.

[FEATURE ENHANCED]
1. [ITS: 150200189] Feature request display G.993.5 or G.933.2 VMG.
2. [ITS: 150600929] Bad Cert if show via HTTPS.

Modifications in V1.00(AAJZ.7)b2 | 08/21/2015

Base on V1.00(AAJZ.6)C1 source to release V1.00(AAJZ.7)b2 version.

[FEATURE ENHANCED]

1. [ITS: 150501069]VMG1312-B10A can't work with 3G dongle WAH 1004,
already tested with AAJZ3b1D0 and AAJZ6CI.

2. [ITS: 150501013] Web Ul urlencodes the # Character in PPPoE Username.

Modifications in V1.00(AAJZ.7)b1 | 08/18/2015

Base on V1.00(AAJZ.6)C1 and V1.00(AAKL.11)CO source to release

V1.00(AAJZ.7)b1 version.

[Bootloader]

1. Update bootloader version to 1.62 to support receives public IP Address
during bootup process.
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[FEATURE ENHANCED]

1. [ITS: 150501069]VMG1312-B10A can't work with 3G dongle WAH 1004,
already tested with AAJZ3b1D0 and AAJZ6CI1.
2. [ITS: 150501013] Web Ul urlencodes the # Character in PPPoE Username.

Modifications in V1.00(AAJZ.6)C1 | 05/14/2015
Base on V1.00(AAJZ.6)CO source to release V1.00(AAJZ.6)C1 beta version.

[FEATURE ENHANCED]
1. SNMP default vale should be disabled

Modifications in V1.00(AAJZ.6)CO0 | 05/13/2015

Base on V1.00(AAJZ.6) b3 source to release V1.00(AAJZ.6)CO beta version.

Modifications in V1.00(AAJZ.6)b3 | 05/06/2015

Base on V1.00(AAJZ.6)b2 source to release V1.00(AAJZ.6)b3 beta version.

[FEATURE ENHANCED]
1. [ITS: 150301102] Add firmware version into adsl COE

[BUG FIX]
1. [ITS: 150400843] After upgrade FW from old firmware. The supervisor’s
password and ACS password will become strange value.

Modifications in V1.00(AAJZ.6)b2 | 04/22/2015

Base on V1.00(AAJZ.6)b1 source to release V1.00(AAJZ.6)b2 beta version.

[BUG FIX]

1. [EtherWAN GUI page] Remove or change one of the Note message.

2. [#SVD No:142] Virtual Device display wrong housing.

3. [#SVD No:179] Should support "myzyxel.in.th" in DynDNS Service Provider
Condition.

4. [#SVD No:182] Mac filter restrict mode didn't match with title.
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Modifications in V1.00(AAJZ.6)b1 | 04/02/2015

Base on V1.00(AAJZ.5)CO source to release V1.00(AAJZ.6)b1 beta version.

[BUG FIX]

1. [ITS: 140900937] No Device logs are displayed when you do a GPV for the
parameter IntfernetGatewayDevice.Devicelnfo.Devicelog. Unable to see
any device logs via TRO49.

2. [ITS: 150100953] Customer setting the device to connect the ACS server,
and backup config, upload the config with multiboot tool, the device
can't connect the ACS server.

3. [ITS: 150200435] South African Default Settings.(already release on
100AAJZ4D1)

4. [ITS: 150200352] Can't configure EthWAN via TR069. (Please follow the
attach file: Set EEh WAN and PPPOE via TR069)

5. [SPRID: 150114857] Another the LAN can't get IP from DUT, when DHCP
server pool=2.

6. [ITS: 150100367] DHCP Relay can’t works. LAN&WAN has same IP address
and has been configured DHCP relay.

[FEATURE ENHANCED]
1. Support WWAN 3G package v1.11
Add dongle list:
1.ZyXEL 3D 1440
2.Huawei E397BuU-502 (have no sample)
3.Huawei EC178-5 (have no sample)

Modifications in V1.00(AAJZ.5)CO | 04/01/2015
Base on V1.00(AAJZ.5)b2 source to release V1.00(AAJZ.5)CO FCS version.
Modifications in V1.00(AAJZ.5)b2 | 03/27/2015

Base on V1.00(AAJZ.5)b1 source to release V1.00(AAJZ.5)b2 version.
[BUG FIX]
1. [#SVD No:130] Sometimes DUT can't bootup via TR-069 download firmware.
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2. [#SVD No:131] WPS PBC SW button does not work after use WPS HW button.

3. [#SVD No:132] WLAN no security does not work after specific steps.

4. [#SVD No:173] In Log setting page, GUI don't have IPsec option but
security log have.

Modifications in V1.00(AAJZ.5)b1 | 03/13/2015

Base on V1.00(AAJZ.4)CO and V1.00(AAKL.8)b4 source to release
V1.00(AAJZ.5)b1 version.

[BUG FIX]

1. [ITS:#141200518] [TSF] VMG1312-B10A LAN1 interface speed issue.
2. Device rebootissue by booting up with TE rom-file.

[FEATURE MODIFY]

1. Adding capital V in the front of FW ID.

Modifications in V1.00(AAJZ.4)CO | 12/18/2014

Base on V1.00(AAJZ.4)b3 source to release V1.00(AAJZ.4)CO version.

Modifications in V1.00(AAJZ.4)b3 | 12/11/2014

Base on V1.00(AAJZ.4)b2 source to release V1.00(AAJZ.4)b3 version.
[BUG FIX]
1. [ITS# 141200040] Wifi password mangled after upgrade FW from
V1.00(AAJZ.3)CO0 or before.
[FEATURE ENHANCED]
1. Support WWAN 3G package v1.08.
Add dongle list:
HUAWEI E303h-1
HUAWEI E3131Cs-2
E3272s-153
E3276s-150
HUAWEI E220 (have no sample)
LTE MF193A (have no sample)
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Modifications in V1.00(AAJZ.4)b2 | 11/21/2014

1.

Base on V1.00(AAJZ.4)b1 source to release V1.00(AAJZ.4)b2version.

[BUG FIX]

1.
2.
3.

[SPRID: 141114824] Autodetect WAN function can not work.

[SPRID: 141114825] The Media Server can not work.

#Add back user accountin /etc/passwd due to it's used by dnsmasq and
can cause DNS function not work.

Modifications in V1.00(AAJZ.4)b1 | 11/12/2014

[BUG FIX]

1.

[ITS: 141000467] Fixed PPP daemon did not work after change PPP
username/passwords by TR069.

[SPRID: 140922334] Can't scan fix wireless LAN Channels.

[SPRID: 140922332] More Wireless AP can't surf the Internet.

[SPRID: 140924511] VMG1312-B10B LAN port number can't match DUT outer
shell.

[ITS:140800187] Displays 'loading' when you select upload while there is
nothing on the file path on firmware upgrade.

[ITS:140701326]Dynamic DNS not working. (1)When | enable the DDNS and
fill in the username/password by silver/silver , after apply that the GUI will
display "password require the minimum length of 6 characters(mixed
alphabetic and numeric )’ (2) | also set the username/password by
silver123/silver123 , after apply that the GUI will display “Hostname is
invalid” .

[ITS:140500036]Some setting can't saved in backup configuration file.
Condition: 1. use admin level account login GUI.2. change setting in log
setting page.3. backup configuration4. upload the configuration from
GULS. find the configuration of log setting page not be saved.
[ITS:140900930]Huawei E3131s-2 cannot be detected, Web GUI show
“NoDevice".

[ITS:140900818] 3G parameters not found in TRO69Y data model.
-InternetGatewayDevice. WANDevice.7. WANConnectionDevice.1.X_5067F
O0_WWANInterfaceConfig.PINCode :
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-InternetGatewayDevice.WANDevice.7. WANConnectionDevice.1.X_5067F
0_WWANInterfaceConfig.PUKCode :
-InternetGatewayDevice.WANDevice.7.WANConnectionDevice.1.X_5067F
O_WWANInterfaceConfig.PhoneNumber : *99#
-InternetGatewayDevice.WANDevice.7.WANConnectionDevice.1.X_5067F
0_WWANInterfaceConfig.PowerUpTimeout : 20
-InternetGatewayDevice.WANDevice.7. WANConnectionDevice.1.X_5067F
O_WWANInterfaceConfig.Ready3g : 0
-InternetGatewayDevice.WANDevice.7.WANConnectionDevice.1.X_5067F
O0_WWANInterfaceConfig.Status : NoDevice

10.[ITS:141000233]when you access the Time page with browser IE 11 that the
page will keep on sliding fo the right of the screen.

11.[ITS:141000453]RSA customer reported few spelling and grammar errors on
wireless security page (As attached file: Spelling and Grammar issue on
Security page)

12.HT-Mostar [ITS:141000186] When | turn off from power one of STBs, VMG
resets and DSL line can’t be synced after boot. Everything works when |
maually reboot VMG one more time. Console log is in the attachment with
sequence: STBs on and video playing -> STB off -> VMG self reboot -> VMG
boot finish with no DSL sync.

13.[ITS:140600099] TR-069 Logs not displayed under the System Monitor.

[FEATURE MODIFY]

1. [ITS: 141000627] IPsec should not be listed in Log as VMG 1312-B10A does
not support IPsec.

2.

[FEATURE ENHANCED]

Modifications in V1.00(AAJZ.3)CO | 09/16/2014

Base on V1.00(AAJZ.3)b1 to release V1.00(AAJZ.3)CO version.
1. Modify the default romfile for VMG1312-B10A Generic.
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Modifications in V1.00(AAJZ.3)b1 | 09/05/2014

Base on V1.00(AAJZ.2)CO to release V1.00(AAJZ.3)b1 version.

1.

Modify the default romfile for VMG1312-B10A Generic.

[BUG FIX]

1.

9.

[SPRID:140728099] DUT often can't upgrade V1.00(AAJZ.2)FO successfully
from GUI. Memory leakage : current FW 1.00(AAJZ.2)FO has high possibility
upgrade failure via GUL.

SSID length: we would like to keep the original genkey rule to keep the last
5 digits of SN.

[SPRID:140821477] DHCPvé6 wan function can't work.

[SPRID:140821478] 6RD function can't work.

[SPRID:140820417] On File Sharing , account management function cannot
work.

[SPRID:140703253] Wireless Channel Status page issue.

[ITS: 140701419] Concurrent WAN , When frying to reconfigure LAN
interface 4 to be in bridge group with VDSL2 WAN Node, CPE gives error
message “Failed to add L2 interface™.

[ITS: 140701418] Support ConCurrent WAN feature in Broadband > WAN
interface Edit for ADSL, VDSL ,EthWAN. (The default broadband interface
need apply as default gateway)

[ISKON] Dynamic option 60 interface group can’t work well.

10. [HT-Mostar] which ACS PPPoE can’t set for inactive interface (ADSL or VDSL)

the username can’t be change by TR069.

Modifications in V1.00(AAJZ.2)CO | 08/26/2014

Base on V1.00(AAJZ.2)FO to release V1.00(AAJZ.2)CO version.

1.

Modify the default romfile for VMG1312-B10A Generic.

Modifications in V1.00(AAJZ.2)b1_FO | 08/15/2014

1.

V1.00(AAJZ.T)CO to release V1.00(AAJZ.2)b1_FO version.

[BUG FIX]

1.

[MSTC TE] Fixed the VMG1312/5313 LAN 4 port with T000M NIC IOP issue.
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2. [Polska] Fixed Port Forwarding not work issue.

3. [Polska] Quick Start Wizard can't save configure after CPE reboof.

4. ROM-D and ROM file can’t upgrade by ExpressBoot (Modify the PSI size to
128Kk).

5. Config lose when Firmware upgrade from V1.00(AAJZ.0)CO to
V1.00(AAJZ.1)CO.

Modifications in V1.00(AAJZ.1)CO0 | 07/08/2014

1. Base on V1.00(AAJZ.1)b4 to release FCS version.

Modifications in V1.00(AAJZ.1)b4 | 06/30/2014

[BUG FIX]

1. [SPVD NO: 111] Incorrect CPE picture in Traffic Status page.

2. [SPVD NO: 104] WPS doesn't work. (Fixed the WPS web page) and (When

verify at shielding room the WPS is work well)

[SPVD NO: 101] Incorrect typo of SSID Subnetin More AP webpage.

[SPVD NO: 100] Need to modify the "Notes" description in "WPS" webpage.

[SPVD NO: 83] VolP should remove in Log Setting webpage.

[SPVD NO: 72] Auto Switch Off can't work on all LAN port, and Ethernet

WAN.(PM decide just fixed the all LAN and Ethernet WAN)

7. [SPVD NO: 71] Power Management can't work on all LAN port.

8. [SPVD NO: 64] Press the reset button to reboot can't work well.

9. [SPVD NO: 56] Wizard DNS static IP address doesn’t match with broadband
DNS static IP address.

10. [SPVD NO: 39] To delete ConcurrentWAN interface, the ADSL WAN
Interface still enable con-current WAN.

11.[SPVD NO: 38] ADSL WAN Interface with enable con-current WAN can't
add more one rule.

12.[SPVD NO: 35] Con-current WAN port will change, after add a new ADSL
with enable con-current WAN.

13.[SPVD NO: 36] Description of Wizard window have typing error.

14. [SPVD NO: 24] Need to press the reset button over 10 seconds to restore
factory default. (PS doc define 5sec)

15. [SPVD NO: 20] Unable upgrade FW by FTP.

16. [SPVD NO: 13] End-user can’'t add an Ethernet WAN connection when

o kW
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Ethernet WAN state is "Disable".
17.[SPVD NO: 9] Incorrect display of MTU Size.
18.[SPVD NO: 4] Product Model should be VMG1312-B10A.
19.[SPVD NO: 7] Incorrect display of Firmware Version.
20. [ITS:# 140300667] VMG1312 LAN services exposed fo WAN issue fix.

[FEATURE MODIFY]

[FEATURE ENHANCED]
1. Support mini code feature.
2. Support MXIC flash.

Modifications in V1.00(AAJZ.1)b3 | 05/22/2014

[BUG FIX]

1. [SPRID: 140411526] default setting issue.

2. [ITS: 140500620] Possible to login without knowing the password.
3. Strange link issue.

€| C [[1192168.1.1/aaa

Q etwork Sources Ti ine Profiles Resources Audits Console

¥ <html>
¥ <head>..</head>
¥ <body bgcolor="#cc9999">
<h4>404 Not Found</h4>

File not found.

<hr>
V¥ <address>
<a href="http://www.acme.com/software/micro_httpd/">micro_httpd</a>
([a;;ress>

</body>
</html>

[FEATURE MODIFIED]
1. Remove fime zone setting in quick start wizard.
2. Support the Con-current WAN feature.
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Modifications in V1.00(AAJZ.1)b2 | 05/02/2014

The beta FW 1.00(AAJZ.1)b2 base on 1.00(AAKL.5)b1.

[FEATURE ENHANCED]

1. [TR69] Add a Landing Page and set by TR049.

2. [GUI] Display the Serial Number to the status page.

3. [ROM-D] Support supervisor can save/clean configuration to ROM-D via
GUI in Configuration ROM-D page.

4. [CLI] support wan edit command to Enable/Disable VLAN tag
wan edit servicename <name> [--vian <disable>]
wan edit servicename <name> [--vlan <vlan id>]
wan edit servicename <name> [--8021pqg <0~7> <vlan id>]

5. [CLI] provide CLI command to enable or disable the DHCP server assign
LAN IP by mac hash method for first link PC . If local side PC already be
linked on CPE then need to reboot CPE active this feature.
dhcpmachash <enable | disable>
dhcpmachash show
dhcpmachash help

6. [CLI] Use CLI command to disable the WLAN and WPS physical button
buttondisable <1 | 0>
buttondisable show

7. [DHCP] Add DHCP OPTION 66 and user can set DHCP OPTION 66 value in
GUI (Home Networking->TFTP Server Name)

8. [GUI] Display the static route rules on the Routing page which is learning
frorn DHCP option 121.

9. [DSL] Support DSL Modulation, Bitswap and SRA via GUI

10. [WAN] Support a concurrent WAN automatic create by Broadband WAN
interface Add & Edit.

[BUG FIX]

1. [SPRID:# 140411515][ HW Button] It can’t enable/disable Wireless LAN by
Hardware button (press 1 second).

2. [SPRID:# 140411517][GUI] There is no image in the Virtual Device page.
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11.
12.
13.
14.

ZyXEL

[SPRID:# 140411471][CLI] CLI command sys usb can't work.

[SPRID:# 140411524][Parent Control] Added 3 internet access schedule
Time(Start-End) rules and clicked + icon, the GUI would show "Table is full,
max list number is 5".

[SPRID:# 140414580][ LAN] We couldn't ping the DUT from LAN when Deny
Ping Response is enabled.

[SPRID:# 140414596][ Diagnostic] The Ping and Trace Route can’t work by
using the URL.

[SPRID:# 1404145971 WAN] The Internet LED can't brighten when the Ether
WAN linked up.

[SPRID:# 140414600][ Parental Control] The Parental Control can‘t work
while the service name choose HTTP and HTTPS.

[SPRID:# 140411514][ HW Button] Press Hardware RESET button for 2
seconds can’'treboot the system and press 10 seconds will be factory
defaults.

[SPRID:# 140416717][File Sharing] The SAMBA can’t show all files in the USB.
[SPRID:# 140416719][ Printer] The printer can’t work.

[ITS:# 140104855][TR69] OUI should be capital letters.

[ITS:# 121003315][Interface group] Interface group leak.

[SPRID:# 140411471][ CLI] CLI command sys usb can't work. The
VMG1312-B10A not support this CLI command.

Modifications in 1.00(AAJZ.1)b1 | 04/07/2014
The beta FW 1.00(AAJZ.1)b1 base on 1.00(AAKL.4)b2.

[FEATURE ENHANCED]

1.

Upgrade modem code: to lastest modem code : CLI command : adsl

--version

2. support passwords in clear text when uploading configure files

3. Parental Conftrol: (1) Add more access-periods (Max. 3) . (2) Apply same
PCP to several clients (Max. 5).

4. Ability to turn on/off LEDs.

5. Add more device-icons in the Network Map as VMG8924-B10A.

6. Schedule for firewall rules, close also active connections while schedule
acftivates.

7. ACS Server URL Support IPv4.
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8. Enable support for Passive FTP from External client behind NAT.

9. Default setting follows defined at ZyXEL Linux distribution.

10.Landing Page : Device to intercept first HTTP fraffic and redirect to a
configured URL, Idea is for URL to configured in config file flashed by
distribution partner (Landing Page) and this URL can also be configured via
TR-069. Landing Page function can also be enabled via TR-069.
InternetGatewayDevice.X_404A03_AccessServiceCfg.
CustomerWebRedirection. As: http://www.cwb.gov.tw

11.Vlan Interface grouping.

12.TRO69 Follow VMG8924-B10A which support “Multi-WAN".

13.3G dongle extend to max 7 dongles and add a “and others” since dongle
vendor really put lots of series dongle together and it will be good to show
more in our GUI.

14.Support APP installation/configuration.

[FEATURE MODIFIED]

1. Remote MGMT as VMG1312-B10A VI00(AAJZ.0)CO.

2. Parental control as VMG1312-B10A V100(AAJZ.0)CO  *White list (Allow the
htto web URLs)”

3. Removing IPSec VPN tunnels support.

4. TR-069 parameter , H/W version: define the value for
InternetGatewayDevice.Devicelnfo.HardwareVersion as "HW_1.0".

5. Support Apple wireless printing.

[BUG FIX]

1. [ITS:# 131200888 1 VMG1312 Mac OSX problem , If customer are using a
Mac product with OS version 10.6.8, then the Mac will start freeze when it is
connected to VMG.

2. [ITS:#131202477] Customer use the FTP method to upload the config file
into VMG1312-B10A.It is no problem with PC Windows 7, but the error
displayed with PC WIinXP SP3. Exp : put D://configure.conf

3. [ITS:# 1403006671 VMG1312 LAN services exposed to WAN, Scan result that
we can see open ports 1392 and 445 for Samba file share for USB, open port
631 for printer share for USB and open port 5431 for UPNP. These services
must be restricted to LAN only. (As mail #140300667)

4. [India TATA] Device is taking very long fime to login using HTTPS
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ZyXEL

(AAJZ0)C0_20140310
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Default Settings in V1.00(AAJZ.17)b1

Refer to the XML format file **.rom” in FW release package.

® Username and password:
(1) admin/1234
® GUI configuration: http://192.168.1.1/
® How fo enter sh mode: enter sh in main menu.
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Public Domain Software Announcements

The following public domain software are used in this firmware release:

Open Source
Used in
. Licensing | Modified
product Version |From (Source)
Term / Used
(3rd party
software)
Bridge-Utils 1.2 http://bridge.sourceforge.net GPLv2 Used
BusyBox 1.17.2 |http://www.busybox.net/ GPLv2 Modified
dproxy-nexgen | nexgen |http://dproxy.sourceforge.net GPLv2 Modified
ebtables 2.0.6 |nhttp://ebtables.sourceforge.net GPLv2 Modified
bftpd 1.0.24 |http://www.bftpd.org/ GPLv2 Modified
2.4.7-now
, http://www linuxgril.com/anonymous/ipr N
iproute? -5s020116 GPLv2 Modified
oute?2
_Try
iptables 1.40 |http://www.neftfilter.org GPLv2 Modified
udhcp 0.9.6 |http://udhcp.busybox.net/ GPLv2 Modified
zebra 0.93a |http://www.zebra.org/ GPLv2 Used
pppP 2.4.1 |http://www.roaringpenguin.com/pppoe | GPLv2/BSD | Modified
http://matt.ucc.asn.au/dropbear/dropb -~
dropbear 0.46 MIT Modified
ear.html
Openssl -~
openss! 1.0.1k |http://www.openssl.org Modified
(BSD-style)
mailsend 1.3 http://www.muquit.com/ GPLv2 Used
radvd 1.8 http://www litech.org/radvd/ BSD Used
2012.1.15
ntfs-3g integrate |http://ntfs-3g.org GPLv2 Used
d FUSE 27
WIDE-DHCPvé |20080615 |http://wide-dhcpvé.sourceforge.net/ BSD Modified
http://www.draisberghof.de/usb_modes
usb-modeswitch| 1.1.0 ] GPLv2 Used
witch/
libusb 1.00 |http://www.libusb.org/ LGPL 2.1 Used
samba 3.0.34 |http://www.samba.org/samba/ GPLv2 Modified
http://www.thekelleys.org.uk/dnsmasqg/d -~
dnsmasq 2.48 GPLv2 Modified
oc.html
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http://bridge.sourceforge.net/
http://www.busybox.net/
http://dproxy.sourceforge.net/
http://ebtables.sourceforge.net/
http://udhcp.busybox.net/
http://www.zebra.org/
http://www.roaringpenguin.com/pppoe
http://www.openssl.org/
http://www.muquit.com/
http://www.litech.org/radvd/
http://ntfs-3g.org/
http://wide-dhcpv6.sourceforge.net/
http://www.draisberghof.de/usb_modeswitch/
http://www.draisberghof.de/usb_modeswitch/
http://www.libusb.org/
http://www.samba.org/samba/
http://www.thekelleys.org.uk/dnsmasq/doc.html
http://www.thekelleys.org.uk/dnsmasq/doc.html

ZyXEL

ez-ipupdate | 3.0.11b7 |http://ez-ipupdate.com/ GPLv2 Used

inadyn 1.96 |http://dyn.com/support/clients/linux/ GPLv2 Modified
openss Lo http://www.openssl.org/source/license.h Openss! Used

iml
srtp 1.4.2 |http://srtp.sourceforge.net/ BSD Used
libpcap 20032'02'0 www.tcpdump.org BSD Used
expat 1.95.8 |http://expat.sourceforge.net/ OTHERS Used
tcpdump 4.1.1  |http://www.tcpdump.org/ BSD Used
Piblic
sqlite 3.6.23.1 |http://www.sqlite.org/ Domain Used
License
wput 0.6 hitp://wput.sourceforge.net/ GPLv2 Used
wpa_supplicant| 0.5.11 |http://hostap.epitest.fi/wpa_supplicant/ OTHERS Used
ndiscé 1.0.2 |http://www.remlab.net/ndiscé/ GPLv2 Used
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http://www.openssl.org/source/license.html
http://www.openssl.org/source/license.html
http://srtp.sourceforge.net/
http://www.tcpdump.org/
http://expat.sourceforge.net/
http://www.tcpdump.org/
http://www.sqlite.org/
http://wput.sourceforge.net/
http://hostap.epitest.fi/wpa_supplicant/
http://www.remlab.net/ndisc6/

